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Webinar IMA Enero 2021

Panorama y guia de seleccidon de switches inteligentes y switches administrables
|

— Fecha 7 Enero 2021
. Hora 9:00
\El Hora
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[ L‘ g Duracion 1 hora
- Costo gratuito
| 15 1 p—
,.',,r ] 1- ﬁ} i rv“v,‘f
ke —

Conocer y saber seleccionar entre un switch inteligente de bajo costo asi como un switch administrable y sus aplicaciones.

En esta sesion se brindaran las bases sobre toda nuestra oferta de la gama FL SWITCH 2000 que ha sido ya integrada en aplicaciones diversas de infraestructura
de automatizacion en diversos campos de aplicacion industrial. Conozca mas a detalles la configuracion, posibilidades y correcta eleccion de estos productos y
sus recomendaciones de acuerdo a protocolos y arquitecturas de redundancia asi como las caracteristicas mas relevantes en la configuracién de los mismos y su
utilizacion.
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Network Technology

FL SWITCH 2000
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What switch to use it Unmanaged vs Managed on PROFINET
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FL SWITCH 2000
Portfolio overview
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FL SWITCH 20xx/21xx FL SWITCH 22xx/23xx FL SWITCH 24xx/25xx
Basic functionality (e.g. for + +
machine building) Fiber optic variants Flat design
+ +
Full PROFINET support Metal housing
+ +
Extended redundancy, security Relay contact
and management features
Extended performance
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FL SWITCH 2000
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Portfolio overview L
‘? ‘I]\: Ao
B sy By 4 S8 |5
AR AW v
j - =!'5 Machine building
,-‘F . -
i
) ;
iy |
FL SWITCH 20xx FL SWITCH 21xx
Transmission speed Fast Ethernet (100 Mbit/s) Gigabit Ethernet (1000 Mbit/s)
Operating temperature 0°C-60°C
Supply voltage 18-32V DC
Approvals CE g%"‘
. mPHCENIX
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FL SWITCH 2000
Portfolio overview

FL SWITCH 22xx FL SWITCH 23xx
Transmission speed Fast Ethernet (100 Mbit/s) Gigabit Ethernet (1000 Mbit/s)
Operating temperature -40°C - 70°C o ;4 3___(_
Supply voltage 12-57 V DC, redundant ,f,-
Alarm output Digital alarm output e i, o e ‘ '”1 = {f
€ @« — % “aBS 0 ‘.'%%y@ E&® i 'I:'-;ch‘nglogy ;

Approvals

ClassNIK [E..
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FL SWITCH 2000
Portfolio overview

FL SWITCH 24xx FL SWITCH 25xx
Transmission speed Fast Ethernet (100 Mbit/s) Gigabit Ethernet (1000 Mbit/s)
Operating temperature -40°C -70°C
Supply voltage 19.2-32 V DC, redundant
Alarm output Alarm relais output
Approvals C€ @« — v vags O [H.. H ClassNK i%%%%g@

Flat cabinets

OO eonaa @
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FL SWITCH 2000

Overview product family — standard models

= No specific preconfiguration

Fast Ethernet (100 MBit/s)

FL SWITCH 20xx series

FL SWITCH 2005 (2702323)
FL SWITCH 2008 (2702324)

FL SWITCH 22xx series

FL SWITCH 2205 (2702326)

FL SWITCH 2208 (2702327)

FL SWITCH 2207-FX (2702328)

FL SWITCH 2207-FX SM (2702329)

FL SWITCH 2206-2FX (2702330)

FL SWITCH 2206-2FX SM (2702331)

FL SWITCH 2206-2FX ST (2702332)

FL SWITCH 2206-2FX SM ST (2702333)
FL SWITCH 2204-2TC-2SFX (2702334)
FL SWITCH 2206-2SFX (2702969)

FL SWITCH 24xx series

1043412 FL SWITCH 2408
1043414 FL SWITCH 2406-2SFX
1088853 FL SWITCH 2404-2TC-2SFX

FL SWITCH 2016 (2702903)

FL SWITCH 2216 (2702904)

FL SWITCH 2214-2FX (2702905)

FL SWITCH 2214-2FX SM (2702906)
FL SWITCH 2214-2SFX (1006188)

FL SWITCH 2212-2TC-2SFX (2702907)

1043416 FL SWITCH 2416 %

1043423 FL SWITCH 2414-2SFX
1088875 FL SWITCH 2412-2TC-2SFX

Gigabit Ethernet (1000 MBit/s)

FL SWITCH 21xx series

FL SWITCH 2105 (2702665)
FL SWITCH 2108 (2702666)

FL SWITCH 23xx series

FL SWITCH 2308 (2702652)
FL SWITCH 2304-2GC-2SFP (2702653)
FL SWITCH 2306-2SFP (2702970)

FL SWITCH 25xx series

1043484 FL SWITCH 2508
1043491 FL SWITCH 2506-2SFP
1088872 FL SWITCH 2504-2GC-2SFP

FL SWITCH 2116 (2702908)

FL SWITCH 2316 (2702909)
FL SWITCH 2314-2SFP (1006191)
FL SWITCH 2312-2GC-2SFP (2702910)

1043496 FL SWITCH 2516 %

1043499 FL SWITCH 2514-2SFP
1088856 FL SWITCH 2512-2GC-2SFP

@ €0 ReoRiadct
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FL SWITCH 2000

Overview product family — PROFINET models

= PROFINET optimized variants

= Gigabit and fiber optic variants

= Additional status LEDs (BF, SF) for PN diagnosis

BF - Bus error, no connection with PLC

SF - System fault

= Preconfigured in factory default

DCP activated
LLDP activated
PROFINET device activated
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Fast Ethernet (100 MBit/s)

Gigabit Ethernet (1000 MBit/s)

FL SWITCH 22xx series
FL SWITCH 2208 PN (1044024)
FL SWITCH 2206-2SFX PN (1044028)

FL SWITCH 2216 PN (1044029)
FL SWITCH 2214-2SFX PN (1044030)

FL SWITCH 23xx series
FL SWITCH 2308 PN (1009220)
FL SWITCH 2306-2SFP PN (1009222)

FL SWITCH 2316 PN (1031673)
FL SWITCH 2314-2SFP PN (1031683)

FL SWITCH 24xx series %
1089133 FL SWITCH 2408 PN
1089126 FL SWITCH 2406-2SFX PN

1089150 FL SWITCH 2416 PN
1089139 FL SWITCH 2414-2SFX PN

FL SWITCH 25xx series %
1089134 FL SWITCH 2508 PN
1089135 FL SWITCH 2506-2SFP PN

1089205 FL SWITCH 2516 PN
1089154 FL SWITCH 2514-2SFP PN

mPH(ENIX
CONTACT
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FL SWITCH 2000
Overview product family — Coated models
= Conformally coated PCBs

= Perfect for harsh environments with corrosive surrounding

= No specific preconfiguration

Fast Ethernet (100 MBit/s)

FL SWITCH 22xx series %
FL SWITCH 2208C (1095627)

FL SWITCH 2206C-2FX (1095628)

sy g A
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Process Technology
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FL SWITCH 2000
Overview technical data

FL SWITCH 20xx/21xx/22xx/23xx

Dimensions
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0°C - 60°C (FL SWITCH 20xx/21xx)
-40°C - 70°C (FL SWITCH 22xx/23xx)

18-32 V DC, non-redundant (FL SWITCH 20xx/21xx)
12-57 V DC, redundant (FL SWITCH 22xx/23xx)

Digital alarm output (FL SWITCH 22xx/23xx)

Operating Temperature

Supply voltage

Alarm output

FL SWITCH 24xx/25xx
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-40°C - 70°C
19.2-32 V DC, redundant

Alarm relais contact
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FL SWITCH 2000
Alarm output

= FL SWITCH 22xx/23xx
= Digital alarm output (open drain output) ———— us 68
|
= Normal mode - Output is connected to ground potential e Ji
o et i e |
L -

= Error/Alarm mode - Output is floated

= External relais required
= e.g. RIF-0-RPT-24DC/21 (2903370)

= FL SWITCH 24xx/25xx ¥ =

= Alarm relais contact X . R1 R2
i S o : —1
H‘: — IR
L

© @ [LeoRTA

INSPIRING INNOVATIONS




FL SWITCH 2000
Connections via copper and fiber

15

Copper connection

Slot for SFP modules
(RJ45) .

Fiber connection

Fiber connectio
(SC-D)

(ST-D) e

'@ 10 CleoNTAG
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FL SWITCH 2000 — Feature Set

Configuration via FL NETWORK MANAGER

= With the FL NETWORK MANAGER you are able to get a quick and €asy i — m————m—mmnmn
startup of your network. The software supports you with the following =
functions: =

= Network detection for unknown IP adresses

= |P assignment — o
= Sinlge/Multiple device configuration |

=]
= Multiple Firmware Update EAER

= Comfortable up and download handling for i \
configuration files

= SNMP Scripting

= Topology detection

=5 % =8 options

Order Number: 2702889 . mcpsl.(‘E_rlﬂlcxr
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FL SWITCH 2000 — Feature Set
PROFINET support - Overview

Prioritization of data packets (Quality of service) %
Topology information and neighbor detection via LLDP

Ring redundancy via MRP as a client/manager (MRM functionality

Only on FL SWITCH 22XX/23XX/24XX/25XX) [Media Redundancy Manager-License on external

SD-Card-> 2700270 FL SD FLASH/MRM]

PROFINET device — Integration into PLC engineering (PC WORX,

TIA Portal/Step 7)
- Device status
- - MRP redund tat

Easy integration H ;22258 PROFINET device

- Activate redundancy
Configuration ‘ I" - Change IP address
00D TUFX O @D
CONTACT

INSPIRING INNOVATIONS
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MRP Welcome +o I nute PROFINET Reiunclnmv
(AC,EnSing preductiv 1‘;-' = Maki iMiZing uptime ,.;?
™ it wt gotle
Media / ‘.-~:. = :
Redundancy ]
Protocol

(.M

Manager (one)

Clients (several)

Media Redundancy Protocol Media Redundancy for the Industry (with
PROFINET media redundancy examples)

Q0@ LT
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FL SWITCH 2000 — Feature Set
Media redundancy

Switch . 4
g
I/O station XXX .j- L ¥
] ©06 00  0e | &9
L X X N ° - e (e
© @ OOl ©)
L 1]
il
Media Redundancy Protocol (MRP) i
* Fast switch over (200ms) I
|
|
PLC :
|
- @
: a3
\Cable failure -
@
1 Bus coupler Switch Ll

(MRP Manager) il

'@ 10 CleoNTAG
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FL SWITCH 2000 — Feature Set
Media redundancy

Switch = @
, €»
I/O station gxxx= -|.! - L ¥
§ ©00©0 ool &
| G G G a - e (e
© @ © Of @
{1}
gl
Media Redundancy Protocol (MRP)
* Fast switch over (200ms)
PLC
a E.. m
L 1
€3
\ L1
Bus coupler Switch l.
(MRP Manager) idid!
. mPHCENIx
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FL SWITCH 2000 — Feature Set

Hardware based PROFINET prioritization

= Perioritized forwarding of PROFINET frames based on Ethertype

Video traffic: 314
Prio=6 Q

PROFINET
Controller

..........

PROFINET traffic:
Prio=6

© @ [LeoRTA
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FL SWITCH 2000 — Feature Set
EtherNet/IP support - Overview
= Prioritization of data packets (Quality of Service via DSCP/DiffServ)

= |P-Address assignment via DHCP to connected participants
= Multicast traffic filter for EtherNet/IP (IGMP Snooping/Querier)

Ethen\'et/IP

Multicast ‘o= @ Multicast = ©
= P— id
i s

Without IGMP snooping

With IGMP snooping

'@ 10 CleoNTAG
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FL SWITCH 2000 — Feature Set
IP address assignment — DHCP server
= Port-based - IP address assignment to single ports

= Easy start of connected devices
= Easy replacement of connected devices

MAC address 00:0c¢:29:61:¢6:75
= IP address 192.168.10.60

DHCP server
-
g

MAC address 00:0c:29:61:¢6:83
IP address 192.168.10.60

DHCP leases Client ID Local Port

192.168.10.60 00:0c:29:61:¢6:83

@D RS @
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FL SWITCH 2000 — Feature Set
IP address assignment — DHCP server

= Pool-based - IP address assignment on all ports
= Available on FL SWITCH 2200/2300 series

=2 | MAC address 00:0c:29:61:¢c5:75
B P address 192.168.10.50

DHCP server

MAC address 00:0c:29:61:¢6:83
IP address 192.168.10.51

DHCP leases Client ID Local Port

192.168.10.50 00:0c¢:29:61:¢5:75 3
192.168.10.51 00:0c:29:61:¢6:83 4

OO eonaa @
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FL SWITCH 2000

MAC-based port security

SNMP server

-H-i
p——
e

g | -
[ !
| !
—: ‘_—-—'—""_‘

Allowed MAC Addresses (list per port)

Service Laptop 1

Service Laptop 2

00:A0:45:6C:D2:06
00:A0:45:6C:D2:10

Service Laptop 1
MAC Address: 00:A0:45:6C:D2:06

ol b
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FL SWITCH 2000
MAC-based port security

: © SNMP server i
L 1 Allowed MAC Addresses (list per port) g1z
1 | *:. I
| — tH
| — Service Laptop 1 00:A0:45:6C:D2:06 ¥

——— .

—— , Service Laptop 2 00:A0:45:6C:D2:10

f‘ﬁ --r——".‘"

_——ﬂ [r————_- A w51 :

- e
e e @
x:rl 'Il”f ’ff! ii’ff
v!li Elgf ﬂilléﬁaf
i ¥ T:. ;ﬁ

Unauthorized device
MAC Address: 12:34:56:78:90:12

(e

Switch
sl

OO eonaa @
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FL SWITCH 2000

RADIUS Authentication (802.1x)

The switches can act as authenticator and
provide/block access of supplicants to a
network

Authentication Server

A RADIUS server collectively manages
A supplicant device authenticates itself tha authentication information and

1o the authentication server by providing verifies the identity of the supplicant

a user name/password or a digtal device,

cerlificate.

Supplicant (Machine)

Authenticator

A wired switch or wireless access point
allows/blocks access 1o the network
depending on the authentication result

i @
a»

ligiat

E

RADIUS

Supplicant Authenticator
EAPoL I RADIUS
1: EAPOL-Start o |
2: EAP-Reguest/identify |
3a: EAP-Response/ldentify I
h | 3b: Radius-Access-Request -
l iz 4a: Radius-Access-Challeng
o 4p: EAP-Request l -
Sa: EAP-Response == l
o l Sb: Radius-Access-Reguest .
. 6a: Radius-Access-Accept
” 6b: EAP-Success l =
ACCESS ALLOWED
7: Data Exchange
- 2 -
8: EAPOL-Logoff » | accessBLocken
]

OO eonaa @
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FL SWITCH 2000

RADIUS Authentication (802.1x)

. . Authentication
gj ... Server
W, 1
| |

Network

Radius-Access-Request/Response

Client (Supplicant)

Identification

Switch
(Authenticator)

OO eonaa @
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-i FL Network Manager

31 Network startup and monitoring

| NIX
il A

fNSFJRJNG lNNl?V.ITJONS
—

FL Network Manager- Your easy way for network configuration

LT oo T
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FL Network Manager
How can the Network Manager help you?

With the FL NETWORK MANAGER you are

— able to get a quick and easy startup of your

I I e = network.
R Therefore the software supports you with a lot of
helpfull functions!

© @ [LeoRTA
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Initial IP assignment

Via BootP, DHCP, DCP —Multi Device Firmware Update

Easy Firmware update for many devices in
parallel, thanks to the integrated TFTP server

A
or
iz
4
it , , : :
8 — Configuration File Handling
gz Simple up- and download of configuration files for
3 back up and reconfiguration
9

Multi Device Configuration ——— i FL Network Manager

- D

Network startup and moni
[FPHENX @ (T Y

l ) . . - - . " [NSPIRING INNOYATIONS

Quick configuration of same parameters for
different devices in parallel

Heapa

——

- R

Topology overview

L Physical topology overview with focus on
SNMP based Scrlptlng redundancy systems (RSTP, MRP,...)

SNMP configuration and information
. mPHCENIX
- - CONTACT

independend of device vendor
INSPIRING INNOVATIONS
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FL Network Manager
Use case 1: Network start up

= |ssues Solution BOOTPIDHCP. Server
= No IP addresses on Easy initial IP assignment via Bootp, ~ "erer s
the deViceS DHCP, . Metsyerkadapler 3 182 168.10.11 Elthernet 2
= Switches often - The network can be configured froma  ._...co.
decentral placed central position iy | I———
= Unknown firmware Thanks to the multi device R - .22
status of devices configuration function, parameter can EndiPAgiesse | 192163 10 120
be cloned on all needed switches fases Qones 0
. mPHCENIX
CONTACT
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FL Network Manager
Use case 2: Maintenance firmware update

Issues: Solution Q Select the TFTP server and the firmware fiie for each device ype

Firrmware Update

Update firmware on the selecied device(s)

Exact IP addresses With the IP range scan, itis 5 """
. B SEVET
of devices are not  “* enough to know the address s
clear range type | Fite Name
Unknown fl rmware . " :‘.LS\‘HTLHT;::T [ EUPL-EN p-cll'v Lo
fth Firmware status are listed for FL_MAT_SMN_v3_25 bin
State O t € * FL_SWITCH_3000_4000_v1_22 bin
switches a” SGanEd dEViGES FL_SWITCH_3000_$000_v1_30.bin
A_swalch_TO00_w1_21 bin
A_swatch_TO0D0 w2 00 00 bin
FL_SWITCH_GHE_02_62 00
n._smmm_m_u_m_u:.
Order of devices for > "5 ._!-_Z-_._...:;;...;-.:.:._L.;-E:.. i, WMTEYSA RS
update

OO ReckAa @
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FL Network Manager

Use case 3: Redundancy diagnostic

= |ssues

= \Where to start the
analysis

= How does the
redundancy
configuration looks
like

= |dentify single port
states for redundancy
mechanism

j -~
4 Dymamrec MeBcasl Fil
LDP

Solution

The network topology is a good | Mot
starting point to see, how the ring was | reees
built ——
With the Multi Device configuration

one parameter can be displayed for all
devices

SR Trap Semings

With the detail view for redundancy Uses rraces

© @ [LeoRTA
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FL Network Manager
Use case 4: Integration of third party devices

" lIssues Solution ¥ e St SRl o A 8 S I S 0 b
f portHunbe riax
= No device description With SNMP scripting, it
files available ==I»-is possible to configure = s
devices without MRSLAR  EREMAL xH
description i imtig ’Miﬁ; et
devi can be found in the MIB -
evices file of the device
(duplaxicdegia = portiumber, TYPE REF INTEGER3Z):

= Nearly no diagnostic
data in Network
Manager

(YFE_REY GAUSE3Z):

OO eonaa @
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l A FL Network Manager

i e
1; e J_'_/ SNMP scripting
li o ok e Read out and selt i
i L Ll : parameters easily via
o R e
gg.-ﬂ'-‘?' e

= Fi i i |"--". f r':' FHE"II
- W Har e e CONTACT

" . —
[l o] A
ey Lo

FL Network Manager — SNMP scripting
1 ]

mPH(ENIX
CONTACT
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FL SWITCH 2000 — Firmware 2.80

New features %

More data throughput : : N :
& and redundancy More diagnostics B More security
» Link Aggregation/LACP = CRC-Surveillance = Deactivation of Smart
= Syslog Mode button
= Snapshot tool = Configurable login expire
time
Supported only by: = Individual SNMPv3
password

» FL SWITCH 22xx/23xx
» FL SWITCH 24xx/25xx

= FL NAT 22xx/23xx

OO eonaa @
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FL SWITCH 2000 — Firmware 2.80

Link Aggregation Control Protocol (LACP) — IEEE802.1X

= Advantages of LACP:

= Higher data througput thanks to multiple network connections (trunks)

av

o .

; JV \ Cable break

@ €0 ReoRiadct
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FL SWITCH 2000 — Firmware 2.80

Link Aggregation Control Protocol (LACP) — IEEE802.1X

= Advantages of LACP:

= Higher data througput thanks to multiple network connections (trunks)

= Higher availability thanks to

redundancy mechanism within trunks

= Automatic recovery in case of link-downs inside of the trunk

ar

ar

ar

- . E

\ Cable break

@ €0 ReoRiadct
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FL SWITCH 2000 — Firmware 2.80

Link Aggregation Control Protocol (LACP) — IEEE802.1X

= Advantages of LACP:
= Higher data througput thanks to multiple network connections (trunks)
= Higher availability thanks to redundancy mechanism within trunks

= Automatic recovery in case of link-downs inside of the trunk

ar
i
a F ? 2 “1
KN * ER
TH lisdisl
~ .

@ €0 ReoRiadct
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FL SWITCH 2000 — Firmware 2.80

Link Aggregation Control Protocol (LACP) — IEEE802.1X

= Detection of link-downs, even if point-to-point connection goes over a
media converter and link-status on the switch stays active

= Confirmation of LAG configuration between two devices - Prevention
of errors due to incorrect configuration or cabling

ar

o

" o

. ! X E—
ar

Active Link . mcngTulcxr
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FL SWITCH 2000 — Firmware 2.80

Link Aggregation Control Protocol (LACP) — IEEE802.1X

= Combination of RSTP and LACP

= LACP Trunks are handled as one logical port = entire trunk is Ei
being set to state blocked/forwarding/alternate by RSTP

= Flexibility of device configuration
= Maximum of 6 trunks can be configured Hm “
= Maximum of 4 ports per trunk can be configured = s
Ex Ea

= Configuration via Web-based management, FL Network Manager and
SNMP

° @ €0 ReoRiadct
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mmlx FL SWITCH 2206-2FX o E. ‘

FL SWITCH 2000 — Firmware 2.80 !’j

Syslog

| FL SWITCH 2206-2FX ‘

- Information

= Transmission of event messages to one or two | e & documentton

Device Status

Syslog servers Narm & Evans.
i . ;;%T:::;ess Table
= Message groups for specific topics (e.g. + Configuration

+ Diagnostics

Diagnosis, Security)

) T Yool T
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FL SWITCH 2000 — Firmware 2.80

Snapshot tool

= Snapshot of the entire device system

» Customers can download one file with all
information and provide it to technical support

» Service technicians can download device
information, e. g. via remote access

45

[EoNTAS

2

‘ FL SWITCH 2206-2FX ‘

- Information
Help & Documentation
Device Status
Local Diagnostic
Alarm & Events
Port Table
MAC Address Table

+ Configuration

+ [E%gnosﬁcs

‘ FL SWITCH 2206-2FX

&

OO0 LN AT @ ¢
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FL SWITCH 2000 — Firmware 2.90
New features

O Improved management Improved prioritization

» Role-based user = DiffServ/DSCP for
management EtherNet/IP traffic
prioritization
: : N :
More diagnostics B Improved security
» Extended event log and = Deactivation of SD slot
SNMP trap options = Configurable maximum of

login attempts
= Access restriction to all
websites

Note: Firmware 2.90 will ONLY be rolled out to FL NAT 2xxx. All FL SWITCH

2xxx have to be updated manually
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4, Improved IP address
‘f commissioning

» Dynamic initial IP via
Zeroconf
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TECHNOLOGY MADE EAGSY

Technology Made Easy PROFINET
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Infrastructure & Wind
- Fiber optic variants
Suitable for harsh environments

OlI&Gas " z i
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Machine & Factory automatlon
- Support of automation protocols
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FL SWITCH 2000 — Factory Automation

Factory network E
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Remote Service
‘ m
Machine network [ I Firewall, 1:1 NAT-Router
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Switch 2000 ei,i_.3witch 2000

Wireless
communication

Unmanaged
IP67 Switch
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FL SWITCH 2000 — Maritime Industry

Hlece  [@
Firewall &%
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. Onshore Secondary g1k
control room _PLC
_ Primary PLC
MRP redundancy

<200ms recovery time
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FL SWITCH 2000 — Process Industry
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FL SWITCH 2000 — Infrastructure
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FL SWITCH 2000 — Infrastructure

OO ReckAd @ D

INSPIRING INNOVATIONS




FL SWITCH 2000 — Wind Industry

Nacelle switch

oo [
L} 3
WDM-Technology 1 E ;
Wavelength-division multiplexing (WDM): — &%
» Full duplex communication via one fiber | |
Available products: e — hikiad
_ = WDM SFP modules for managed switches
= Media converters
1 TX (1310 nm) RX (1310 nm)
— Bottom box 3
\ RX (1550 nm) TX (1550 nm) switch E% ER
e (connection to E = E ;
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Webinar IMA 2020
Mayor informacion ) DR o@D @

Phoenix Contact,S.A.de C.V.
Lago Alberto 319 Piso 9,
Locales 902y 903-A.
Ciudad de México. 11520
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