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IEEE 802.3
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OSI Model
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1BASE-5

El estandar |IEEE para Ethernet en banda base a IMb/s sobre cable par trenzado a una
distancia maxima de 250m.

10BASE-5

Es el estandar |IEEE para Ethernet en banda base a 10Mb/s sobre cable coaxial de 50 O
troncal y AUl (attachment unit interface) de cable par trenzado a una distancia
maxima de 500m.

10BASE-2

El esténdar IEEE para Ethernet en banda base a 10MB/s sobre cable coaxial delgado de
50 Q con una distancia maxima de 185m.

10BROAD-36

El estandar |EEE para Ethernet en banda ancha a 10Mb/s sobre cable coaxial de banda
ancha de 75 0 con una distancia maxima de 3600m.

10BASE-T

El estandar IEEE para Ethernet en banda base a 10 Mb/s sobre cable par trenzado sin
blindaje (Unshielded Twisted Pair o UTP) siguiendo una topologia de cableado
horizontal en forma de estrella, con una distancia maxima de 100m desde una estacion
aun hub.

10BASE-F

El estandar IEEE para Ethernet en banda base a 10Mb/s sobre fibra éptica con una
distancia maxima de 2.000 metros (2Km).

7

IEEE 802.3

T00BASE-TX

El esténdar |EEE para Ethernet en banda base a 100Mb/s sobre dos pares (cada uno de
los pares de categoria 5 o superior) de cable UTP o dos pares de cable STP.

T100BASE-T4

El estandar |IEEE para Ethernet en banda base a 100Mb/s sobre 4 pares de cable UTP de
categoria 3 (o superior).

T100BASE-FX

Es el estandar IEEE para Ethernet en banda base a 100Mb/s sobre un sistema de
cableado de dos fibras opticas de 62.5/125 pm.
T100BASE-T2

El estandar |IEEE para Ethernet en banda base a 100Mb/s sobre 2 pares de categoria 3
(o superior) de cable UTP.

1000BASE-SX

El estandar IEEE para Ethernet en banda base a 1000Mb/s {IGb/s) sobre 2 fibras
multimodo (50/125 pm o 62.5/125 pm) de cableado de fibra dptica.

T000BASE-LX

El estandar IEEE para Ethernet en banda base a 1000Mb/s (1Gb/s) sobre 2 fibras
monomaodo o multimodo (50/125 um or 62.5/125 ym) de cableado de fibra 6ptica.

T000BASE-CX

El estandar IEEE para Ethernet en banda base a 1000Mb/s (IGb/s) sobre cableado de
cobre blindado balanceado de 150 Q. Este es un cable especial con una longitud
maxima de 25m.

1000BASE-T

El estandar IEEE para Ethernet en banda base a 1000Mby/s (1Gb/s) sobre 4 pares de
categoria 5 o superior de cable UTP, con una distancia maxima de cableado de 100m
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Tecnologias Ethernet

' Tecnologia

l 10Based

l 10Base2

. 10BaseT

l 10BaseF

- 100BaseT4
100BaseTX

| 100BaseFX

7 1000BaseT

1000BaseTX

1000BaseSX

1000BaseLX

10GBaseT
10GBaseLR
10GBaseSR

7 Velocidad de transmision ' Tipo de cable Distancia maxima 7 Topologia
| 10 Mbit/s ' Coaxial grueso . 500 m ' Bus (Conector AUI)
| 10 Mbit/s - Coaxial delgado ' 185 m ’ Bus (Conector T)
| 10 Mbit/s A Par Trenzado : 100 m 7 Estrella (Hub o Switch)
10 Mbit/s | Fibra 6ptica 12000 m | Estrelia (Hub o Switch)
100 Mbitis | Par Trenzado (categoria 3UTP) ' 100m | Estrella. Half Duplex (hub) y Full Duplex (switch)
| 100 Mbit/s | Par Trenzado (categoria SUTP) l 100 m A Estrella. Half Duplex (hub) y Full Duplex (switch) !
| 100 Mbit/s - Fibra optica - 2000 m A No permite el uso de hubs -
‘ 1000 Mbit/s Par Trenzado (categoria 5e 0 6UTP) : 100 m ‘ Estrella. Full Duplex (switch)
1000 Mbit/s - Par Trenzado (categoria 6UTP ) - 100 m - Estrella. Full Duplex (switch)
1000 Mbit/s ‘ Fibra éptica (multimodo) » 550 m A Estrella. Full Duplex (switch)
1000 Mbit/s ‘ Fibra éptica (monomodo) ' 5000 m ‘ Estrella. Full Duplex (switch)
| 10000 Mbit/s . Par Trenzado (categoria 6a o 7UTP) 100 m -
‘ 10000 Mbit/s | Fibra ptica (monomodo) . 10000 m
| 10000 Mbit/s ' Fibra dptica (multimodo) - 300 m

Tecnologias Ethernet
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Protocolos Ethernet
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10

application layer

presentation layer

session layer

transport layer

network layer

datalink layer

physical layer

application data

| ApDU

| PPDU

| sppu

| TPDU
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Protocolos Ethernet

FIP
Capa de
Aplicaci®
plicacion RIP
Capa de S
Application jlie ICMP
et HTTP TLS DNS

T Géps de [ ICMP
ransport
layer TCP uDP internet
IPSEC IGMP
I
Network P _ . -
IP (v4, v6) ~ ARP L2TP
S - Capa de —— y - _
N Interfaz de Red au ;
| NDP y ___ETH.EF!-N'ET__.
fink Ethernet Wireless LAN
layer
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Ethernet
Protocolos Industriales

EtherNet/IP>

ETHERNET =N N Bl 1

POWERLINK

SMocdbus
CC-Link

EtherCAT. ™
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Tecnologias
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“PAVE THE WAY FOR FUTURE BUSINESS”

by addressing relevant trends

al & Zd K = 15

SPE & OPC Edge & Cyber
5G TSN APL Cloud Securlty




&~

TSN — Time Sensitive Networking

SPE - Single Pair Ethernet &
APL - Advanced Physical Layer




"For the industry, 5QG is creating opportunities that it could only
dream of before.”

Christian Bauer, R & D for Basic Technologies Machine Tools at TRUMPF




“Time-sensitive networking is a fundamental
enabling technology for industrial automation”

- Yongbin Wei, vice president, engineering, Qualcomm Technologies, Inc




“Edge computing is already considered an indispensable
core technology for loT and Industrie 4.0 applications”

Dr. Sebastian Ritz, CEO der German Edge Cloud (GEC).

Edge &
Cloud




The NEW TECHNOLOGIES are part of
our ALL ELECTRIC SOCIETY story!
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Connectivity / medium
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Industrial Ethernet
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Infrastructure
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ITS — Intelligent Transportation Systems

Wireless Access Points

== Point to Point radios
Radar " ]

Systems

Cameras — ;; ~.

Traffic control systems
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High-available infrastructure networks

- RX Power(dBm) TX Power(dBm)

Control cabinet in tunnel tube

E i Ethernet i i <
[I IW singiemoae [I IW Integrated Fiber
- = diagnostics

RSTP redundancy
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High-available infrastructure networks

VLAN based
routing

Tunnel
Tube 2

Virtual Router
VRRP redundancy

) Gigabit Modular
| Switch L2/L3

i Tunnel
| u  Tube 1
it

RSTP redundancy
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Save installation costs with Power over Ethernet

Power

Ethernet

Power over Ethernet
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Save installation costs with Power over Ethernet

Power

Ethernet

B

= B Power over Etheret

PoE-Switch

g

PoE-Splitter WLAN
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Save installation costs with Power over Ethernet

Watchdog function

Power

( Ethernet

PoE-Switch

8 Power over Ethernet

=

/’xj?

Switch off or restart
automatically

O 0 ReoRaa

INSPIRING INNOVATIONS




Save installation costs with Power over Ethernet
PoE Scheduler

Power e

=3
(D100
Ethernet s E

Power over Ethernet

PoE-Switch
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Save installation costs with Power over Ethernet

PoE Prioritization

Power

Ethernet

PoE-Switch

=

D00 [
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Wireless data
transfer

Securing the
network

Switching relays
remotely

Power over
Ethernet

Reliable WLAN
connections

i

Distribute network
data intelligently

high-performance
networks

A

k-4

OO LleoNAa @

INSPIRING INNOVATIONS




Subsequent networking of distant buildings

Control room

ser

SNMP

Unmanaged
Ethernet extender

Managed

Ethernet

>COK SHDSL (2-wire)

@ Surge protection
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Switching relays remotely 2
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Switching relays remotely A7
& o
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Save installation costs with Power over Ethernet

Power

Ethernet

Power over Ethernet
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Save installation costs with Power over Ethernet

Power

Ethernet

B

= B Power over Etheret

PoE-Switch
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Save installation costs with Power over Ethernet

Watchdog function

Power

( Ethernet

PoE-Switch

8 Power over Ethernet

=
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Switch off or restart
automatically
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Save installation costs with Power over Ethernet
PoE Scheduler

Power e

=3
(D100
Ethernet s E

Power over Ethernet

PoE-Switch
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Save installation costs with Power over Ethernet

PoE Prioritization

Power

Ethernet

PoE-Switch

=
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Wireless data transfer from remote stations

Ethernet

VPN-connection
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Establishing reliable WLAN connections

Two transmitter

___________ Two receiver

D Stream 2 !
b W

MIMO technology:
More speed
More reliability
More distance
Better coverage
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Distribute network data intelligently
Typical problems in unmanaged networks: As the network grows, network stability declines

215 Network devices

poor Vgood

Network stability

s High broad-and multicast- . . Cable and connector
traffic in the network \ Unauthorized devices \ Network loop \ problems
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Unauthorized devices

Service-PC

——

| e——— Unauthorized devices

Activate MAC Based
1 Security
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Our Solution: MAC Based Security

E
a3l
IZ‘!II
3
E

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

1

<

01

Zz,

1

1

]

I

a
ort ort- .
Port Nem Port 1 Service-PC
& ‘© None
ccur
e @
" Block packets
Last Violati
v ——
erii {

E g
i 5
g

£
=
g
OoooDoz

o

o

X

S

o

o

=

[)

o

|

|

\‘

« O = (T Y Ipiice el )

INSPIRING INNOVATIONS




Network Loops

Service PC

Activate Spanning Tree

o
1 Protocol

Managed Switch

Network loop
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Our Solution: Spanning Tree Protocoll

Service PC

Spanning Tree Config Heh
STP Mode RSTP [~]
Large Tree Support @ Disable "I Enable
Fast Ring Detection © Disable @) Enable
Bridge Priority 32768 (0 to 61440)
Max Age of STP Information 20 (6 to 40 secs)
Hello Time 2 (1to 10 secs)
Forward Delay 15 (4 to 3059&:5)

g
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High broad- and multicast traffic

Service PC

High broad- and multicast
traffic in the network

Managed Switch

poor ‘ _‘ good

Realtime and avaliability
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Our solution: Storm control

Storm Control
Port port-1 EI
Part Name Port 1 Service PC
Broadcast Storm Control I @ Disable "/ Enable
Broadcast Threshold 1220 Pps @
Multicast Storm Control © Disable " Enable
Multicast Threshald 1220 Pps
Unicast Storm Control @ Disable (") Enable
(Unknown Unicast)
Unicast Threshold (Unknown
Unicast) 1ed Hs

Managed Switch

poor ‘\ ‘ good

Realtime and avaliability
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Contact problems of cables and connectors

Service PC

Get diagnostic

1 information Contact problems cables

and connectors
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ur solution: Diagnostic information

e Port Statistics VPN VPN  GISNiSEASESF
Systam Up Time [ 22 min 60 sec Pont Number [3-

Time Even Facksa a3 Service PC
20 min 35 sec LLDF recognized new neighbor at port & uple n;'om" 0

20 min 35 sec Link up on Port: 5 —M 0 147 Golvis L

20 min 19 sec Link up an Port 7 BRI boa L)

5 M ed 3 256 1o 511 Octets 426

20 mun 16 sec L!_DPm:ogm new neighbor at port 512 15 1023 Octols ]

20 mun 16 sec Link up en Port: 3 1024 10 1618 Octets ]

20 min 13 sec Link down on Port: 3 7

17 min 55 sec Ci has been saved [ W 0

The configuration has been modfied the first 448306

bt time afer the last storing. -

59 sec Link up on Port: 3 [~

55 sac Link down on Pon: 3 | Oversized Packets

29 sec Configuration has been saved CRC Alignment Ermors 1

o i The configuration has been modified the first Drop Events

time after the last storing. Jebbers

3 sec Link up on Port: 3 Collsions — — —

Isec Configuration has been saved D ) — - - T =
Fanc Boot Cloar counters : = -
0 sec RSTP disabled | You can set the atatatic counters of ail switch porta fo pem. "\

0 see Pewer Supply US2 last Enter password sasmass | Clear |

Enter password sesnnne
Pot Configuration of port 3 Genetal | (RISIP | ™= i’
Note This web page wll be refreaned in 23 sec sutomaticaly {change the
miterval af the wed pape Genem Configuration / User inledfaces)!

w.wnaged Switch
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VPN tunnel
Internet router

Office network

Secure station
Monitoring of
1 unauthorized changes
z, — o Y N | R
- ]"7____ e - .
1 Remote service

Service interface with
user-defined firewall
rules

L .
] Local service

Unsecure outer area

OO LleoNAa @

INSPIRING INNOVATIONS




Secure WLAN machine network

Backbone

DMZ Port allows different
access rights for the WAN
and LAN ports for controlled
WLAN access

=

v .
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! CIFS Integrity Monitoring
= Ethernet *# constantly monitors your file
systems for unauthorized
changes and alerts you if a
change is detected

Firewall
CIFS Integrity Monitoring

CIFS Integrity Monitoring

—

Windows

a8
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Remote Service

Routing & Management I i1 IG ua rd

secure cloud rvviic

Secure =

— Cloud App B .
Service gateway e Machine gateway
(virtual) il (virtual)
VPN tunnel: Internet VPN tunnel: )
online online
Service VPN: Machine VPN:

the machine to the machine
gateway

from the service technician to
the service gateway

Encrypted Ipsec VPN tunnel I I Encrypted Ipsec VPN tunnel from

= —r

J al \
—_— I https://de.cloud. uard.corm \
- - p 9 ‘

Service technician
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Prevention of unauthorized access

Service

Conditional Firewall
Event-triggered adjustment of firewall rules %

<

Factory

Communication in the factory network is possible

oN “T
® *
J = Switch in

1 service mode

Rule: Standard

N = O G [DRHENX
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Prevention of unauthorized access

_ VPN connection
—a Factory

k
Service N

= on V“T
p— ® [ ]
= Switch in

— 1 standard mode

Rule: Remote Service

Conditional Firewall
Event-triggered adjustment of firewall rules
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Avallability through Parallel Redundancy Protocol

Network A
Network B

i Cable break
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Avallability through Parallel Redundancy Protocol

Network A
Network B

X

g

i

Fix cable break
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Avallability through Extended Ring Redundancy

1000 MBit/s

100 MBit/s

000 [RESHRE
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Factory Automation

| ]
LLETRLE URETAN Wbl

Wireless for Material
Handling

i Solution overview Q E ..- mEgEle .-
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i Network availability 1 Network security 1 Production line 1 i




Typical problems in unmanaged networks

As the network grows, network stability declines

215

Network devices

OO LleoNAa @

64 INSPIRING INNOVATIONS




Typical problems in unmanaged networks

As the network grows, network stability declines

\ High network load
\ Cable or device failure

\ Network loop

OO LleoNAa @
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Office switch [

Iy T

Office router Remote Service

““““H““ Office network
' R e G
\ High network load

Unmanaged
g Switch
________ VPN oo Factory network
1 )
i
1
\ Cable failure ! \ Loop
1
1
i
!
y g ‘al
H ] 4
- Unmanaged € Unmanaged £ Unmanaged
VPN 4 Switch A Switch E= Switch
------------- E::‘ E‘ F=
e - “n'
‘al
Unmanaged 3
Switch .
VPN Router g Unmanaged
@ !ﬂ Switch
F;I
&
t
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Office network Office switch r ........ - '
| VPN ] T
: Office router Remote Service
Unmanaged
Switch
VPN Factory network

= Solution: redundant
network

Partial failure of the network

Unmanaged
Switch

Unmanaged
Switch

Unmanaged
Switch
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““““ ““I“ Office network Office switch | - =
.., e————— e
2 High network VPN i .
load Office router Remote Service
Unmanaged
Switch
________ VN oo Factory network
1
1
1
1
1
|
1
! - Solution: network
! segmentation
Network load ‘e H -
§= Unmanaged ‘i Unmanaged ‘g Unmanaged
VPN Ei Switch Fi Switch E= Switch
_____________ M - H
i ) B
& & =
‘g
Unmanaged §=
VPN router ULl € Unmanaged
Switch

S

-
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Office network

Office switch

- £
T
_________________________________ | 2

High network - VPN i .
load Office router Remote Service
Unmanaged
VPN Factory network
1
1
1
1
1
i
1
: =  Solution: Managed
i Switch
! -
Network load | H H
§= Unmanaged Loo ‘i Unmanaged i Unmanaged
VPN . Switch P ﬁ Switch E= Switch
________________ £ & L 1
%g - 4
o = =
ko
‘@  Unmanaged !
i Swith ]
VPN router H ‘e Unmanaged
*‘EE EE ,ﬂ Switch
s’ & | 2
i
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Typical problems in unmanaged networks

Cable or device faults

Cable break or malfunction
of a network component
leads to downtime of a
production area

" o
gk B LS = =
RS e
s o~ 1L
< i = »  Solution: redundant
‘ " S Ty 1 network
\ :

1 2D-Topology Partial failure of the production!
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Typical problems in unmanaged networks
High network load

Production
downtime!

N > - s/\

\ High broadcast network
load, e.g. due to defect
network interface

! 1 \ s S5 G
- ] & ,-ch..; W PrE
y A ~ - ‘—‘?';w = j
g h '
') —gu BN - Solution: network
: : segmentation
- high

Network load
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Typical problems in unmanaged networks

Network loop
C o0, L | Office .
: | ‘ ' . .—: -f;i_ _‘__3/-‘

—

Production
downtime!

No communication due to
high network load as a
result of a “loop®

” \ A r‘,\\ e ;' N
‘ ;\ﬁwﬁ =  Solution: Managed
i ﬂ 1 Switch

— . 0 g
low ‘high

Network load
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Office router Remote Service

\ Cable break

u Redundancy
1 technologies
e i
=

A

Machine network 01 Machine network 02 Machine network 03 FL VIEW

Network Overview
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Remote Service

Cable break

u Redundancy
1 technologies

=l g
=@ LIl
== i
THmnm

Machine network 01 Machine network 02 Machine network 03 FL VIEW

Network Overview
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Office network

r -

Office router Remote Service

!,

Jmy

Modular Managed Switch g
—

(Layer 3-Switch)
FL NETWORK
MANAGER

Plant backbone network

Modular Managed Switch

(Layer 3-Switch) Router redundancy (VRRP)

Switch 7000

Managed Switch 2000 1]
i

it
Factory network 2

Factory network 1

cme wE omm
A

u Redundancy

g (s
T
technologies

Stealth Mode

% : 1 2t
= | » i ‘_’H!}!
| =
Ny — — :
Machine network 01 Machine network 02 Machine network 03 Machine network 04
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RSTP/STP Lean/Smart/Modular/ IEEE 802.1D- Up to several seconds Ring, meshed 15 Yes IT and automation

Rapid Spanning Standard Managed 2004 structures, star, tree (forring networks

Tree Protocol structure)

RSTP Lean/Smart/Switch - 100 to 500 ms Ring, meshed 57 Yes Automation

Fast ring detection 7000, GHS structures, star, tree (for ring networks

+ Large Tree structure)

Support

MRP Smart Managed and IEC 62439-2 200 ms Ring 50 No PROFINET

Media Modular Managed automation

Redundancy Switch networks

Protocol

DLR Switch 7000 - 3 ms Ring 50 No EtherNet/IP

Device Level Ring automation
networks

PRP RED 2000E IEC 62439-3 Bumpless Double networks in Any - Energy systems.

Parallel line, star or tree Infrastructure

Redundancy formation

Protocol

ERR Switch 3000/4000 - 15 ms Ring 200 Yes Infrastructure

Extended Ring

Redundancy

VRRP RFC 3768 - Up to several seconds Double and multiple Any - Connection to the

Virtual Router routers company network

Redundancy

Protocol

< O = O 0 [LeoNAG
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“““““"“J“ S . Office network

B outer Remote Service
Factory network : Stez.al.th

Modular Managed Switch
! Layer 3 Switch

VPN

1 U=
| High network load

Stealth
Mode
. il o ".L.ﬁin
- {SEESS
No— !
Machine network 01 Machine network 02 Machine network 03 Machine network 04

« O ¥ OO LleoNAa @

INSPIRING INNOVATIONS




Office network - r
______ \

~ Stealth Mode Office router Remote Service

Factory network

Modular Managed Switch
. Layer 3 Switch

VPN :
( VPN |
Stealth
Mode
- o | R T
S0 N {
Machine network 01 Machine network 02 - Machine network 03 Machine network 04
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Office network Office switch [
..................... F 6!
! VPN | - g
ol .m =|' |ﬁ| Offlce rOUter Remote Service
= puims  Managed
TN g, ioh
________ v Ifl:l_____________________JI | 2000 Factory network

Port blocked \
Loop

| / Managed E!I Unmanaged
Switch 2000 il e
F Switch

1
seme
. ;
@

H i
.

= ks ]
LT

Unmanaged 1y
Switch ' !J Unmanaged
a Switch

VPN Router

[y
=
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Typical problems in machine networks

/
\

Ethernet/IP - Communication
as fieldbus 1 with smart devices
" Secure Remote Performance = Communication 5 , » Integration in
1 Service i and availability i Profinet as fieldbus 1 with moving parts 1  Network security 1

production network

« O ¥ OO KRG @D
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Factory network

Machine network

L] @ Firewall, 1:1 NAT. Router

Remote Service

Machine core network

Managed -
Switch 2000

I Unmanaged
EI! Switches
II i

Managed i:
Switch 2000 **

®

Fele  E

-l :

mimmn - Managed IRT Switches i

b Switch 2000 -
®

T Unmanaged
Switches

O
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"’E IRT Switches
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Factory network

""" Firewall, 1:1 NAT. Router Remote Service
Machine network

Machine core network Ethen 'et/IP DLRring

| L]

Advanced Managed .
Switches

Advanced Managed
Switches §

e
Ethen ‘et/IP 1 II Ethen ‘et/IP

= 7
I Unmanaged l ' A;J
|| Switches Switch 2000 55 LN
(- - i
Eil ' - Unmanaged =

Switches @ | e —= ﬁT
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I - Eth
z erNet/IP
J Controller 1 " ecaem

;

e
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DLR redundancy — recovery time <3 ms
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Ethernet / PROFINET

Controller Access Point

Bluetooth

T T Client —__l
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Production line

Network failure

i
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Production line

Solution

Network failure leads to
downtime of production

€ O = OO« Lleowaa @
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Ring redundancy

Ring redundancy
EtherNet/IP

i

PROFINET
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Ethen '‘et/IP

RSTP ring
i * ' Ed i f ‘ . T
-l i—* - I -
Ethen'‘et/IP Ethen'et/IP Ethen'‘et/IP Ethen'et/IP
DLR ring DLR ring DLR ring DLR ring

|
= Q r "L. ‘ ..
- il ;m

2

0 .
= E

1

_{ﬂ

-
(¢
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~ MRPring |

A “'L

W =
\é‘;\
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£ Y

Salllll
B

Bl UL [
e =47

D MRP ring
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switch |

T
|

IRT
switch i

GBS < S W
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MRP ring T
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IRT
switch

IRT
switch
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Typical problems in unmanaged machine networks

Performance and availability

Realtime and avaliability

High broad-and multicast- . . . Cable and connector . .
& traffic in the network \ Protocol issues \Unauthorlzed devices \ Network loop \ problems Device failure
€ 0 = OO ReoNAa @
CONTACT
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Protocol issues

Production network '6‘ -
________________________ N —m o mm o s
! L

Service-PC
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Our solution: Port Mirroring

Production network

‘#__._.'E
Service-PC
Port Mirroring
Source Port Number S O o o
Source Pot / Ingress Trafic | F1 LT | ELPET [ C1) E )T
Source Port / Egress Trafic ) T T @
Desinsios P Protocol
Mirroring Status .
. analysis
Enter passward

Managed Switch 2000
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Unauthorized devices

Production network

Activate MAC Based
Security

« O ¥ OO LlcoNAa @D
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Our Solution: MAC Based Security

Production network

E

Service-PC

AAAAA

OOCOOR
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Network Loops

Production network '6‘ -
________________________ N —m o mm o s
1 u X

Service PC

= Activate Spanning Tree
Protocol

Managed Switch 2000

p p——— ]

Network loop
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Our Solution: Spanning Tree Protocoll

Production network ' e ‘ E
________________________ \ —-—— == -
1 u

VPN o
Service PC
Spanning Tree Config bete
STP Mode | RSTP [~]
Large Tree Support . (© Disable ") Enable
Fast Ring Detection @ Disable O Enable
Bridge Priority 32768 (0 to 61440)
Port blocked Max Age of STP Information : 20 {Etuwsecs)
Hello Time 2 (1o 10 secs)
Forward Delay B {&tu&ﬁsecs)

« O ¥ OO LlcoNAa @D
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Profinet simple device replacement

T

Production network '6‘ \ ‘

\ | -
I - .

Service PC

LLDP (Link Layer Discovery Protocol) and
SNMP (Simple Network Management Protocol)
support required

Ty
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Profinet simple device replacement

Production network

Service PC

Profinet
configuration

( ready

Managed Switch 2000
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High broad- and multicast traffic

Production network

Service PC

High broad- and multicast

1 Activate Strom Control traffic in the network

=
—

<}

:
&
5

Managed Switch 2000

Realtime and avaliability
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Our solution: Storm control

Production network ' . ‘ -
________________________ \ -——— -
! u

Storm Control VPN - “
Port port-1 P
Port Name Port 1 Service PC
Broadcast Storm Control @ Disable | Enable
Broadcast Threshold 1220 Pps
Multicast Storm Control | © Disable (! Enable
Multicast Threshold 1220 Pps
Unicast Storm Control @ Disable | Enable
(Unknown Unicast)
Unicast Threshold (Unknown foon . IO
Unicast) 120 L

%oor ‘\ ‘ good

Realtime and avaliability
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Contact problems of cables and connectors

Production network '6‘ \ 1\
\ S

Service PC

Get diagnostic

1 information Contact problems cables

and connectors

- @
HH
9y

kil

Managed Switch 2000
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Our solution: Diagnostic information

Production network

Event Table Port Statistics
System Up Time | 22 min 50 sec Port Nusnk |3~
Time Event il L ﬁ‘-“-»
20 min 36 sec LLDP recognized new neighbor at port § LT LEL -
20 min 35 sec Link up on Port- § ::":::;::‘:' :
20 min 19 sec Link up an Port 7 256 10 511 Octets 2%
20 min 16 sec LLDP recognized new neighbor at port 3 512 1o 1023 Octals ]
20 mun 16 sec Link up on Port: 3 1024 10 1618 Octets ®
20 min 13 sec Link down on Port: 3 Brosdcast 7
17 min 55 sec C has been saved Multicast &0
om0 st il = s
59 sec Link up on Port: 3 Undersized Pachets
55 sec Link down on Port: 3 Oversized Packels
29 sec Corfiguration has been saved CRC Alignment Ermors 1
o i 'I_'he configuration has been modried the first Drop Events
time after the last storing. Jebbers
Jsec Link up on Pod 3 | Collaions
Isec Configuration has been saved |
Isec Boat Cloar counters
0 sec RSTP disabled You can sel he afahate counters of all swich porta fo rem.
0 see Power Supply US2 lost Enter password LLLLEL) | Clear J
Enter password LLLTTLT Clear | | I N
I I l Note This web page wil be refreahed in 21 sec automatically (change the |
iterval af the web page Genen Configuration / User intedaces)! .
o Nl o - e—— wianwged Switch 2000

OO LlcoNAa @D
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Restricted, temporary user
access into machine network
* Access only on authorized
devices, e.g. visualization
S » Simple use of one-time
f) passkeys for the WLAN

Unlimited service access into
machine network
* Access on all devices

©OC LleoNaa @D
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Unlimited
service access
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Visu
RS

L] - b
vt —— :

~Sans = 1 N
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WLAN 1: Service
Passkey: #Servicepasskey#

Restricted, temporary
user access

Unlimited
service access

SSID: User
One time passkey:
kasdjf1843

« O ¥ ©OC LleoNaa @D
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Secure WLAN machine network

S — DMZ Port allows different
- access rights for the WAN

' and LAN ports for controlled
WLAN access

Factory network

W;IG\N
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Integration in production network

1:1NAT H
Integrate your machine networks and solve IP | Factory network

address conflicts LAN 1 (192.168.0.0/16)

F S S

T e
JIJ Jl,

LAN 2 \{ i YHE § I
Machine network (172.16.0.0/24) Machine network (172.16.0.0/24) Machine network (10.0.0.0/24)
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Integration in production network

1:1NAT H
Integrate your machine networks and solve IP Factory network
address conflicts LAN 1 (192.168.0.0/16)
—_— —
NAT NAT
f— —

[, AR

|
oz L

Machine network (172.16.0.0/24) Machine network (10.0.0.0/24)
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Integration in production network

1:1NAT
Integrate your machine networks and solve IP lj%cétﬂrg;gt(v]\ﬁ%k
address conflicts (192.168.0.0/16)

192.168.0.15

192.168.0.25

192.168.0.35

168
!.

A

.0.25

~192.168.0.15

RALH

172.16.0.10

| L |
56| | e | - 5 [
AN 2| « L
Machine network (172.16.0.0/24) Machine network (172.16.0.0/24) Machine network (10.0.0.0/24)
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Integration in production network

1:1NAT
Integrate your machine networks and solve IP

address conflicts

Factory network
(192.168.0.0/16)

192.168.0.26 192.168.0.36

192.168.0.16

B
€

ORE

N 172.16.0.11

AR Al Al
e [ 5 L el |
LAN 2| o A L S L
Machine network (172.16.0.0/24) Machine network (172.16.0.0/24) Machine network (10.0.0.0/24)
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Remote Service

MiGuard

secure cloud rvbic
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Remote Service

Routing & Management I i1 IG ua rd

secure cloud rvviic

Secure =

e Cloud App B .
Service gateway e Machine gateway
(virtual) il (virtual)
VPN tunnel: Internet VPN tunnel:
online online
Service VPN: Machine VPN:

the machine to the machine
gateway

from the service technician to
the service gateway

Encrypted Ipsec VPN tunnel I I Encrypted Ipsec VPN tunnel from

= —r

J al \
—_— I https://de.cloud. uard.corm \
- - p 9 ‘

Service technician
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Typical security issues

116

¥ el

\Secure automation cells

\ Virus Protection

X

Prevention of
unauthorized access

<

N e OO LleoNAa @
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" ©888 VPN tunnel ||
Internet router

Secure site networking via VPN

Office network

Secure service access Secure production network EEERE el

router, VPN Secure station

r x _______________ Service technician A
T Service technician B VPN tunnel mGuard firewall,

router, VPN
mGuard firewall,

Service interface with “
user-defined firewall
rules

Secure automation cell 1 Secure automation cell 2

mGuard firewall,

mGuard firewall,
router, VPN, 1:1 NAT

router, VPN, 1:1 NAT

Unsecure outer area
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! CIFS Integrity Monitoring
= Ethernet *# constantly monitors your file
systems for unauthorized
changes and alerts you if a
change is detected

Firewall
CIFS Integrity Monitoring

CIFS Integrity Monitoring

—

Windows

a8

) JeoNTAs @ ¢
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Prevention of unauthorized access

Service

Conditional Firewall
Event-triggered adjustment of firewall rules %

<

Factory

Communication in the factory network is possible

ON F‘T
® [ ]
J = Switch in

1 service mode

Rule: Standard

N = O 0 [LeoNAG
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Prevention of unauthorized access

_ VPN connection
—a Factory

k
Service N

= on V“T
p— ® [ ]
= Switch in

— 1 standard mode

Rule: Remote Service

Conditional Firewall
Event-triggered adjustment of firewall rules
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Typical challenges in material rlandling

N |

‘ |
1106 i b

A LA
A
—

—

1

Automated guided
vehicle

1

Typical WLAN
network structure

f=in

Electric monorail
conveyor

i Moving parts

= Automatic shuttle

warehouse

<

N =
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(¢

Industrial Ethernet / Profinet

)

WLAN 5110
Access Point

== WLANS5110
B Access Point

()

WLAN 5110
Access Point

o

LAN 1100

Wi
-[ BT
P~y
wle
)

S

Roaming
()
WLAN 5110 .l
Client

E —
- =

€ 0O =

RO am | n g

i Reliability with MIMO

—
———
—

WLAN 1100
cert (R

T
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Standard antenna technology

-

-
/\/~ 1
*l One receiver

N )
:-’El;'r

Very
good

T‘ With MIMO poor ’ * ‘

Speed and avaliability
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MIMO antenna technology

~
-~
~
~
~
~
~
~

With MIMO
* More speed

* More reliability
* More distance

» Better coverage

Very
good

)

Speed and avaliability
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_____ ()

y e WLAN 5110
|5 Access Point

Industrial Ethernet / Profinet

()

WLAN 5110
Access Point

(@)

WLAN 5110
Access Point

i Start moving
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l‘.l
b

= \WLAN 5110 WLAN 5110

= \WLAN 5110 b
B Access Point Access Point

B Access Point

3N

Industrial Ethernet / Profinet

Roaming Roaming

i Technical details

€ 0O = OO REEFE O
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=in

| Industrial Ethernet / Profinet

&= WLANS5110

= WLAN 5110 o
&4 Access Point

= WLAN 5110 b
B Access Point

& Access Point

Start moving

RSSI AP 1 RSSI AP 2 RSSI AP 3

Roaming Roaming
Zone Zone

Start background scan

} Roaming delta Roaming delta

« O = OO ISR
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()

Industrial Ethernet / Profinet

WLAN 5110
Access Point

)))

WLAN 5110
Access Point

(@)

WLAN 5110
Access Point

RSSI AP 1

Roaming

RSSIAP 2

RSSIAP 3

Roaming
Zone

Start background scan

I Roaming delta
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INSPIRING INNOVATIONS
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WLAN 1100




Access Point

Ethernet
PROFINET

Leaky cable antenna
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Controlled roaming depending on position

WLAN EPA
= o
=

Leaky cable antenna Troley

Conductor line Bar code position

i Scanner
Roaming - Position

Trigger
T T R T T T T T

Bar code
scanner

000 LeSNAT @
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Ethernet / PROFINET

/—-\

Client

—H)

Access Point

Bluetooth

,-\‘,\

!

—

Client

e

INSPIRING INNOVATIONS

PHCGENIX
CONTACT




Ethernet / PROFINET

Controller

-
I
I
I
I
I

Client

S
~——
S——

Bluetooth

PROFIsafe / SafetyBridge

Client

. )
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Bluetooth

Coieler Access Point

Bus cqqpler Motor starter Drive

Scraper bridge

<

.\?J

Bus coupler Motor starter Drive
motor
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Process Industry

i Network security Availability

L Remote Secure

1 communication OPC connection

i Typitcal ?etwork Station integration
structure
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Comprehensive
security and
network access
control capabilities

av

?»

o

:

Upstream Application

&

m Firewall, 1:1 NAT. Router
A i
|

\\

Keep intelligent = Combination of IEEE
i = :
actuators online, redundancy with 15 ms
even while testing Extract smart Extended Ring
data from redundancy in critical
remote applications
instruments
=

it £L &

1 @
g ‘9 4

Downstream Application

00D DEIZ O
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Midstream Application
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Secure network structure

o I o I
Control room / DCS- - - -

S
" i

-

©

®
2

— ¥
‘-@ <®
- E § X

‘—-»

NAT

|

Internet router

\
. _7"—77 =
VPN connection =

__// Remote service

' ' s -
2 - :

External station

Process analysis container

INSPECTOR
. 1

INSPECTOR
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Availability
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Availability

Cable break or failure of the firewall

= i |

e S\ mm oo m e

i Solution
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Avalilability

Redundant firewall
for increased security and availability: Use an additional FL MGUARD as a redundant firewall without
having to configure a second default gateway.
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Avalilability

Redundant firewall
for increased security and availability: Use an additional FL MGUARD as a redundant firewall without
having to configure a second default gateway.
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Secure remote communication

VPN connection

>7_

i Secure VPN connection

Unsecure

@ 0 [LlebNrAdt

INSPIRING INNOVATIONS




mGuard firewall secures VPN connections

VPN connection

Secure

. 4 O

! mGuard firewall secures VPN connections
protects both communicating parties if one of them is attacked

€ O = O 0 [LeoNAG
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Integration of station networks

Plant network (192.168.0.0/16)

~—geEE

Vv

Station network (172.16.0.0/24) Station network (172.16.0.0/24) Station network (10.0.0.0/24)
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Integration of station networks

Plant network (192.168.0.0/16)

Station network (172.16.0.0/24) Station network (172.16.0.0/24) Station network (10.0.0.0/24)
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Integration of station networks

LAN 1 Plant network (192.168.0.0/16)
192.168.0.15 192.168.0.25 192.168.0.35

LA AN

it

N 192.168.0.35

~192.168.0.15 = 192.168.0.25

Station network (172.16.0.0/24) Station network (172.16.0.0/24) Station network (10.0.0.0/24)
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Integration of station networks

LAN 1 Plant network (192.168.0.0/16)
192.168.0.36

192.168.0.16

N 172.16.0.11

Station network (172.16.0.0/24) Station network (172.16.0.0/24) Station network (10.0.0.0/24)
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Secure OPC connection

OPC Server
OPC Client Firewall rules
Port 4711 .
OPC connect request —t
(port135)
OPC connect reply (e.g. port

4711)

alid OPC request

OPC
Port 4711

E Valid OPC response
use port 4711 for OPC traffic

INSPECTOR OPC Inspector with Deep Packet Inspection
* analyzes the OPC frame and automatically adjusts the
S . Intelligent Deep Packet Inspection allows masquerading a
Control)

AT for OPC (OLE for Process
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Energy
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Availability
Bridging long
distances

i

aps
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Bridging long distances

T
ol

10/100 Mbit/s

Ethernet

LWL/FO
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Avallability through Parallel Redundancy Protocol

Network A
Network B

i Cable break
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Avallability through Parallel Redundancy Protocol
Network A \

Network B

i Fix cable break
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Avallability through Extended Ring Redundancy

1000 MBit/s

100 MBit/s

000 [RESHRE
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D e e e

Factory network

Availability through Parallel Redundancy Protocol

T T T

%: il

s ey [(mem | mea | = | (RN

Ethernet/IP network

EL.

__n=é=—ai'ﬂfi"’" c,)m_—j__
Mm_ _ == g I _%"\ '3
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SR (=== ) oo ooz s (e e ) RN ez (=== = ] omms

Secure network

WLAN network

Secure network Structure
mmmm

— e s
- - Fgr——
—— e mmaow =
[res— ===

PRP redundancy

Redundancy overview

igh Extended Ring

Prevention of unauthorizes access
-’
=
b
Conditionai Firewall
i ot of tentrnn
s—— | e [ | RO

Infrastructure network

Conditional Firewall

EtherNet/IP ring

Integration in production network

1

Iegeae you machom capeorks 1 wive 1P
oetica

T

e s 82 W25

ER
B
v

Bl Yom o
B B
% LY s [Y

i [ | [ o= | GO

Secure process network

Secure machine WLAN network

[(men |[ mea |[ = | RN

1:1 NAT

Secure OPC connection

OPC Firewall
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Our product portfolio
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Our product portfolio

S— 1 Switch 2000
§§ L # Managed
’ 3¢ 81 Switches

1 Switch 3000/4000
1 Switch 7000
i Profinet IRT
i Modular Managed

1 NAT-Switches

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Our product portfolio

. ; Mounting rail devices
: Cyber and PCI cards

M Security
i  mGuard 1100

i Other designs

Extended
functionalities

i  Central management
software

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Our product portfolio

Power over
Ethernet

i PoE Injectors

1 PoE Switches

i PoE Splitters

i Automation protocols ( Q E . mCPgI‘IET.RICxI'
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Our product portfolio

i Switch 1000

1 Switch SFNT

]E'.;'l:" . Unmanaged
B switches i Switch 1800 & 1900

1 Switch 1605

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




Our product portfolio

1 Secure remote control

1 Remote control via
cloud

1  Remote access via
i Remote internet and mobile
EEs communication
phone network

1 Extension of complex
IP networks

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




Our product portfolio

Copper-based
network installation

Fiber optic-based
network installation

installation

\ e  Network 1 Patch panels
‘\g\

PRP-redundancy
modules

i SFP modules

i Memory media

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




Our product portfolio

i FLEPA

i1 FLBLE 1300

i FL WLAN 1100/2100

i FLWLAN 5110

u Wireless 1 FL WLAN 1010/2010
Il {L Ethernet

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Modular Managed Switches

i Wide range

External of media

memory card

Redundancy C = Layer 3 function i

function

i

Large operator display

i Automation protocols ( Q E .. - chgETNAchr .-

INSPIRING INNOVATIONS




Modular Managed Switches

= Up to 12 integrated
Gigabit ports

= 4 SFP Gigabit slots

= Different fiber optic

B g @ connenctions (SC, ST,

e IR = | media POF)
= Power over Ethernet

1 Automation protocols ( Q E .. - mCPg‘NET.AICxl' .-

INSPIRING INNOVATIONS




Modular Managed Switches

= Meshed structures with
RSTP

= Media Redundancy

|| — ‘ protokoll (MRP)

L — according to
- ' IEC 62439

= Large Tree Support

---------

---------

Redundancy

: = Fast Ring Detection
function

= Router redundancy
with VRRP

i Automation protocols ( Q E .. - chgETNAchr .-

INSPIRING INNOVATIONS




Modular Managed Switches
= Port-specific routing up
to 28 times

= Static and dynamic
routing

= Routing VLANSs

= Run Several routers
via VRRP

Office Network

.
b
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. Layer 3 ”T—| ’* j

function

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-
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Office network

Modular Managed Switch
(Layer 3-Switch)

Factory network 1

Managed Switch 2000 = im (11T

Router redundancy (VRRP)

- lestat e,
T e

I
=

i Automation protocols

Modular Managed Switch
== | (Layer 3-Switch)

Factory network 2

==He ¥  Managed Switch 2000
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Modular Managed Switches

Ports

Layer 3 fuction

Order number

FL SWITCH GHS
4G/12

4x Combo ports
4x RJ45 ports
Expandable up to
24 Ports

No

2700271

FL SWITCH GHS
12G/8

4x SFP Gigabit
slots

8x RJ45 Gigabit
ports

Expandable up to
28 Ports

No

2989200

i Automation protocols (

FL SWITCH GHS
4G/12-L3

4x Combo ports
4xRJ45 ports
Expandable up to
24 Ports

Yes

2700787

A

FL SWITCH GHS
12G/8-L3

4x SFP Gigabit
slots

8x RJ45 Gigabit
ports

Expandable up to
28 Ports

Yes

2700786

Extension
modulefor up to 8
Ethernet ports

2989307

mPH(ENIX
CONTACT
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Media modules

FLIF 2TX
VS-RJ-D
( Ports RJ45,
connection
direction
downward
Fiber type -
Order 2832357
number

FL IF 2TX
VS-RJ-F

RJ45,
connection
direction
forward

2832344

i Automation protocols

FLIF
2PSE-F

PoE-
RJ45,
connection
direction
forward

2832904

<

FL IF 2FX
SC-D

SC,
connection
direction
downward

Multimode
fiber optics
(1300 nm)

2832425

A

FL IF 2FX
SC-F

SC,
connection
direction
forward

Multimode
fiber optics
(1300 nm)

2832412

k-3

FL IF 2FX
SM SC-D

SC,
connection
direction
downward

Singlemode
fiber optics
(1300 nm)

2832205

FL IF 2FX
ST-D

ST,
connection
direction
downward

Multimode
fiber optics
(1300 nm)

2884033

a

FL IF 2POF
SCRJ-D

SC-RJ,
connection
direction
downward

POF/PCF
fiber
(650 nm)

2891084

mPH(ENIX
CONTACT
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Managed Switches 7000

Ethen ‘et/IP

Device Level Ring
- (DLR) redundancy

. Common Industrial
Protocol (CIP)

IGMP snooping/ — | Faceplate i

i : L
querier visualizations

Gigabit combo ports 1

i Automation protocols ( Q E . mCPgI‘IET.RICxI'

INSPIRING INNOVATIONS




Switch 7000

Common
Industrial
Protocol (CIP)

Ethen ‘et/IP

i Automation protocols (

k-3

= Integration into
EtherNet/IP control
systems

i 7 Diagnosis = _-J
7
/

Ethen'et/IP
i Common Industrial Protocol T
(cIP) : |
.
@
A

00D BT
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Ethen'et/IP

Common Industrial Protocol

-
(CIP) ‘
S

Configuration . !!l

i Automation protocols ( Q E ..- mchII‘IET.AICXI .-
INSPI s

RING INNOVATION




Switch 7000

= Multivendor
redundancy

. machanism for
Etherl 'et/lP EtherNet/IP

Device Level _
— Ring (DLR) = Recovery time < 3ms

9%
== | .‘_ — ‘."

redundancy

i Automation protocols ( Q E . ; mcpgl‘IETrAlcxl' .. .
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Backbone network

RSTP ring
Switch 7000 Switch 7000
T =
B
= # Il |
s |
Ethernet/IP Ethernet/IP
controller controller

v "
I | i%
Ethen ‘et/IP Ethen'et/IP
DLR ring | DLR ring

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-
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Switch 7000

= Pre-configured
visualization for
Rockwell control

Ethen ‘et/IP Sysiems |
_ = Diagnostic information

9%
== | .‘_ — ‘."

= Port configuration

. Faceplate
visualizations

i Automation protocols ( Q E . ; mcpgl‘IETrAlcxl' .. .
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DOLRRAC 0@ o
CONTACT
onfiguation

Device Type: FL SWITCH 7004-4GC-EIP IP Address: 192.168.10.110
Device Name: FL SWITCH 7004-4GC-EIP MAC Address: 00:A0:45:AA:16:6E
Node Status: Device Is Active Ring Supervisor
Ring Status: Ring Fault
Active Supervisor: 192.168.10.110
Active Precedence Value: 0
Ring Fault Count: 1

Clear Fault Counter:
Verty Faul Location:

Last Node Port 1: 192.168.10.110

Last Node Port 2: 192.168.10.110

SWITCH 7000 DLR Node Table

i Automation protocols ( Q E .. - mcng‘IET.ilcxl' .-
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Switch 7000

= Flexible choice of the
transmission medium
(copper or fiber) and
fiber (singlemode or
multimode)

Ethen 'et/IP

des |
== .‘_ — '."

= Cable length up to
80km (depending on
the SFP module)

Gigabit combo ports

i Automation protocols ( Q E : . mcpgchETrAlcxl'

INSPIRING INNOVATIONS




Switch 7000

= Analysis of incoming
multicast packets

= Packet forwarding only

" to ports, who need
Ethen 'et/IP them

= Reduction of the
network traffic

IGMP snooping/
querier —

i Automation protocols ( Q E . 4 mggﬁETﬂAlcxr .. .

INSPIRING INNOVATIONS




Reduction of network load: Multicast packages are only forwarded to those ports who need them

Multicast Multicast

without IGMP snooping with IGMP snooping

i Automation protocols ( Q E ..- [ﬂchII"IET.AICXI .-

INSPIRING INNOVATIONS




Switch 7000

FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
7008-EIP 7006/2FX-EIP 7005/FX- 7006-2GC-EIP 7004-4GC-EIP 7004-2TC-
2FXSM-EIP 2GC-EIP
Ports 8x RJ45 6x RJ45 5x RJ45 6x RJ45 4x RJ45 4x RJ45
2x SC-MM 1x SC-MM, 2 x Gigabit 4 x Gigabit 2x Fast
2x SC-SM combo combo Ethernet combo
2 x Gigabit
combo
Transmission 10/100 MBit/s 10/100 MBit/s 10/100 MBit/s 10/100/1000 10/100/1000 10/100/1000
speed MBit/s MBit/s MBit/s
Order number 2701418 2701419 2701420 2701554 2701553 2702175

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




Managed Switches 2000

1 Easy configuration — st @

|+
L= @ 8- 58 !‘ i
I ‘ 7*‘*
@ |11} -
e T T

niiinini

o ke
FIiEmfi-l
it

GG ==
1 Redundancy — ] o ‘
DHCP server i

Profinet and '
EtherNet/IP™ support 1

Unmanaged
mode i

—

b=

Security 1

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000

= Several options for
easy configuration

SD card ' Smart mode button
Easy replicatian of configuration Configuration on the device
%

Web based management i) CLI and SNMP

Configuration from the PLC

Easy configuration

Canfigurstionfram the brawser

PROFINET device
Confguracio

AL Management software
cionirom PC WORX or TIAPoral 110

Configuration ia FLNETWORK MANAGER,

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS
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Managed Switches 2000

= QOperation like
unmanaged switch

— Unmanaged mode = No IP configuration

= Enabled management
features

SWITCH 2000

gemhoin M
hﬂl"ﬂﬂ . 1t

+ Noconfiguration effort
+ Passive network davice (no IP address)

gl g
e

+ No configuration effort
+ Passive network device (no IP address)

+ Loop protection (RSTP)
(MRP,

network lo0ps, < )

Droadcast stoms, device failures, etc.) BroadcastMullicast fiter (IGMP snooping)
* Network fraffic prioritization (Q0S)

Mo redundancy mechanisms o il

Possibla access o configuration during runtima via DIP fetwork segmentation (VLAN)

switches + Protected against access to configuratiof

A\

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Unmanaged
Switch
(no IP address)

£ 8 FL SWITCH 1000
SRR

-

No configuration effort
Passive network device (no IP address)

No protection against network failures (unwanted loops,
broadcast storms, device failures, etc.)

No redundancy mechanisms

Possible access to configuration during runtime via DIP
switches

<

i Automation protocols

Alternative
solution

+

+ + + + + +

A

o

FL SWITCH 2000 in
Unmanaged Mode

+ SD card with prepared
configuration during first

(no IP address) boot process

No configuration effort
Passive network device (no IP address)

Loop protection (RSTP)

Media redundancy (MRP)

Broadcast/Multicast filter (IGMP snooping)

Network traffic prioritization (QoS)

Network segmentation (VLAN)

Protected against access to configuration during runtime

k-3

O 0 ReoRaa
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Managed Switches 2000 " Device replacement
without IP

reconfiguration of the
network

Ew

00:0c 29616683 3

92 1681060

= Easy IP address
assignment*

SWITCH 2000

—— DHCP server

*Only for models 22xx and 23xx

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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\ Device fallure

MAC address 00:0c:29:61:¢6:75

IP address 192.168.10.60

DHCP server

MAC address 00:0c:29:61:¢c6:83

IP address 192.168.10.60

DHCP leases Client ID Local Port !

192.168.10.60 00:0¢:29:61:¢c6:83

i Automation protocols ( Q E .. - mch‘IET.AICxI' .-
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MAC address 00:0c:29:61:¢5:75
IP address 192.168.10.50

‘ :

o
EY |

DHCP server

MAC address 00:0c:29:61:¢c6:83
IP address 192.168.10.51

2= =2 |
lzmEne I

DHCP leases Client ID Local Port
3

192.168.10.50 00:0c:29:61:¢5:75
192.168.10.51 00:0c:29:61:c6:83 4

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-

INSPIRING INNOVATIONS




= PROFINET device

= Link Layer Discovery
Protocol (LLDP)

= MRP redundancy
= PROFINET prioritization

Managed Switches 2000

Vides traffe 3
Prio = a
W PROFINET
— | Conroter
B — %
|
1 [5+) s -
=  Prioritizec rding of |
nnnnnnnnnnnnn [’f* OF bosddl]
Prio=6 | +

= Extended multicast
filtering (IGMP

snooping/querier)
Qq) Reduction of network load: Multicast packages are only forwarded to these ports who need them
Profinet and i% e =
EtherNet/IP™ support —
Etheni'et/IP ot o

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Reduction of network load: Multicast packages are only forwarded to those ports who need them

Multicast Multicast

11111

iddid

11111

Without IGMP snooping With IGMP snooping

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-
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Video traffic:
Prio=6

PROFINET
Controller

B ey ¥ 2
el i T B

Prioritized forwarding of
PROFINET frames

PROFINET traffic:
Prio=6

i Automation protocols ( Q E .. - mcpgﬁﬂmlx .-

INSPIRING INNOVATIONS




Managed Switches 2000

= Media Redundancy
Protocol (MRP)

= Client
= Manager (optional)*

= Rapid Spanning Tree
Protocol (RSTP)

= RSTP Extensions*
= Fast Ring Detection

Redund
edaundaancy = Large Tree Support

*Only for models 22xx and 23xx

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000

= Secure Interfaces
= HTTPS
= SSH

= MAC-based port
security*

= RADIUS authentication
(IEEE 802.1x)*

*Only for models 22xx and 23xx

Security

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000

FL SWITCH 20xx/21xx/22xx/23xx 1 FL SWITCH 24xx/25xx 1 FL SWITCH 26xx/27xx 1

Variants in narrow design Variants in flat design Variants for field applications

A
g 0|5~ @y - EE
AN s = .
AR AR | @ ||/l ==
R AR v "i"i’”i i"‘lf'!!!!u »
) o i )= i s
e ’ J . e
$S 5 mmmmu 4
e e 8,
- e |

i Automation protocols ( Q E . cpslﬁe'rulcxr
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Managed Switches 2000

FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH

2005 2008 2016 2105 2108 2116
Ports 5 x RJ45 8 x RJ45 16 x RJ45 5 x RJ45 8 x RJ45 16 x RJ45
Transmission 10/100 MBit/s  10/100 MBit/s  10/100 MBit/s  10/100/1000 10/100/1000 10/100/1000
speed MBit/s MBit/s MBit/s
Operating 0°C..60°C  0°C..60°C  0°C..60°C  0°C..60°C  0°C..60°C  0°C...60°C
temperature
Presetting - - - - - -
Order number 2702323 2702324 2702903 2702665 2702666 2702908

i Automation protocols ( Q E . mcpgﬁe'rglcxr

INSPIRING INNOVATIONS




Managed Switches 2000

[

Register

( Ports

Transmission
speed

Operating
temperature

Presetting

Order number

FL SWITCH
2205

5 x RJ45

10/100 MBit/s

-40 °C...70 °C

2702326

i Automation protocols

FL SWITCH
2208

8 x RJ45

10/100 MBit/s

-40 °C...70 °C

2702327

<

FL SWITCH
2208 PN

8 x RJ45

10/100 MBit/s

-40 °C...70 °C

PROFINET

1044024

A

FL SWITCH
2207-FX

7 x RJ45
1 x SC-MM

10/100 MBit/s

-40 °C...70 °C

2702328

FL SWITCH
2207-FX SM

7 x RJ45
1 x SC-SM

10/100 MBit/s

-40 °C...70 °C

2702329

@ 0 [LlebNrAdt
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Managed Switches 2000

— LQ Lloyd's & ‘ .§
DNV-GL Register :‘iéﬂ 'ﬁ?ﬂ e 1
1 g AR |
e 4 - 3
=« ABS 1y 22
\7) @ @ FL SWITCH 2206-2FX FL SWITCH 2206-2FX FL SWITCH 2206-2FX FL SWITCH 2206-2FX
SM ST SM ST
Ports 6 x RJ45 6 x RJ45 6 x RJ45 6 x RJ45
( 2 X SC-MM 2 X SC-SM 2 X ST-MM 2 x ST-SM
lg;zm'ss'on 10/100 MBit/s 10/100 MBit/s 10/100 MBit/s 10/100 MBit/s
el 40 °C...70 °C 40 °C...70 °C 40 °C...70 °C -40 °C...70 °C
temperature
Presetting - - - B
Order number 2702330 2702331 2702332 2702333
i Automation protocols ( Q E . mcpgﬁGTilcxr

INSPIRING INNOVATIONS




Managed Switches 2000
Ly

DNV-GL
e
“ABS
@ @ . FL SWITCH FL SWITCH FL SWITCH 2204-2TC- FL SWITCH FL SWITCH
2206-2SFX 2206-2SFX PN 2SFX 2216 2216 PN
4 x RJ45
6 x RJ45 6 x RJ45 )
( Ports 2 x SEX 2 x SEX 2 x Fast Ethernet combo 16 x RJ45 16 x RJ45

2 x SFX

Transmission
speed

Operating
temperature

Presetting

Order number

10/100 MBit/s

10/100 MBit/s

-40 °C...70°C -40°C...70°C
- PROFINET
2702969 1044028

i Automation protocols (

10/100 MBit/s

-40 °C...70 °C

2702334

A

10/100 MBit/s

-40 °C...70 °C

2702904

10/100 MBit/s

-40 °C...70 °C

PROFINET
1044029

mPH(ENIX
CONTACT

INSPIRING INNOVATIONS




Managed Switches 2000
Ly

=ABS gﬁ |
“@2“ @ i FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH 2212-2TC-
"""""" 2214-2FX 2214-2SFX 2214-2SFX PN 2214-2FX SM 2SFX
( Ports 14 x RJ45 14 x RJ45 14 x RJ45 14 x RJ45 ;ZXXSE‘;'E’ )
2 x SC MM 2 x SFX 2 x SFX 2 x SC SM
2 x Fast Ethernet combo

Transmission 10/100 MBit/s 10/100 MBit/s  10/100 MBit/s 10/100 MBit/s 10/100 MBit/s
speed
IPENEIG 40 °C...70°C -40°C...70°C -40°C...70°C  -40°C...70°C  -40°C...70 °C
temperature
Presetting - - PROFINET - -
Order number 2702905 1006188 1044030 2702906 2702907

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000
B o

DNV-GL Register _Eﬁ%
- TR HHA
‘E'%\'({f; .\‘/ . i .‘
ﬁl @ @ FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
2308 2308 PN 2304-2GC-2SFP 2306-2SFP 2306-2SFP PN
4 x RJ45
( Ports 8 x RJ45 8 x RJ45 2 x Gigabit combo  © X R945 R )
2 x SFP 2 X SFP
2 x SFP
Transmission 10/100/1000 10/100/1000 10/100/1000 10/100/1000 10/100/1000
speed MBit/s MBit/s MBit/s MBit/s MBit/s
Operating -40 °C...70 °C -40 °C...70 °C -40 °C...70 °C -40 °C...70 °C -40 °C...70 °C
temperature
Presetting - PROFINET - - PROFINET
Order number 2702652 1009220 2702653 2702970 1009222
i Automation protocols ( Q E . mcpgﬁe'rglcxr

INSPIRING INNOVATIONS




Managed Switches 2000

Lloyd's
Register

( Ports

Transmission
speed

Operating
temperature

Presetting

Order number

FL SWITCH 2316

16 x RJ45

10/100/1000
MBit/s

-40 °C...70 °C

2702909

i Automation protocols

FL SWITCH
2316 PN

16 x RJ45

10/100/1000
MBit/s

-40 °C...70 °C

PROFINET
1031673

<

f
- e

N T {
e L ]
—

FL SWITCH
2314-2SFP

14 x RJ45
2 x SFP

10/100/1000
MBit/s

-40 °C...70 °C

1006191

A

FL SWITCH
2314-2SFP PN

14 x RJ45
2 X SFP

10/100/1000
MBit/s

-40 °C...70 °C

PROFINET
1031683

FL SWITCH
2312-2GC-2SFP

12 x RJ45
2 x Gigabit combo
2 x SFP

10/100/1000
MBit/s

-40 °C...70 °C

2702910

mPH(ENIX
CONTACT

INSPIRING INNOVATIONS




Managed Switches 2000

Ports

Transmission
speed

Operating
temperature

Presetting

Order number

)
u.‘.‘.'.o

Dy :
ﬂ;“'g_y =)

FL SWITCH 2408

8 x RJ45

10/100 MBit/s

-40°C - 70°C

1043412

i Automation protocols

T .
g4 s

/////////i};;;/

Wi L 1Y
Wiiaag i ........'.....'. /

Lt
FL SWITCH
2406-2SFX

6 x RJ45
2 x SFX

10/100 MBit/s

-40°C - 70°C

1043414

<

-
oy A

///_//////)?))f
-?‘.-.‘ 1 '-'0'-'.'-’.'-'.'..

el 04
FL SWITCH 2404-2TC-
2SFX

4 x RJ45
2 x Fast Ethernet Combo
2 x SFX

¥

10/100 MBit/s

-40°C - 70°C

1088853

A

1111111141,
sy | .0‘...'.‘...‘.-.|.

FL SWITCH
2408 PN

8 x RJ45

10/100 MBit/s

-40°C —-70°C

Profinet

1089133

111171

LT 4
L1 . .I..‘i.... ..

" -~ 4
S

FL SWITCH
2406-2SFX PN

6 x RJ45
2 x SFX

10/100 MBit/s

-40°C - 70°C

Profinet

1089126

mPH(ENIX
CONTACT

INSPIRING INNOVATIONS
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Managed Switches 2000
Loyd's %g;ﬁj

Register

FL SWITCH 2208C

Ports 8 x RJ45

. 10/100 MBit/s
Transmission speed

Special feature Conformal Coating

Operating -40 °C...70 °C
temperature

Presetting -

Order number ?

i Automation protocols

FL SWITCH
2206C-2FX

6 x RJ45
2 x SC-MM
10/100 MBit/s

Conformal Coating

-40 °C...70 °C

k-3

@ 0 [LlebNrAdt
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Managed Switches 2000

111, A e, M 111, A 1, M P11,
ﬁeil':il‘.‘.‘:i:.i/ [ \ o-...-.- Seq .: : "'".'.'.‘2";'-‘.-: ‘ ';-.:‘:.0.-.-.. . | ‘0‘.‘..0_-.....,:.3 4
FL SWITCH FL SWITCH FL SWITCH 2412-2TC-  FL SWITCH FL SWITCH
2416 2414-2SFX 2SFX 2416 PN 2414-2SFX PN
12 x RJ45
( Ports 16 x RJ45 14 x RJ45 2 x Fast Ethernet Combo 16 x RJ45 14 x RJ45 )
2 x SFX 2 x SFX
2 x SFX
lg;zm'ssm 10/100 MBit/s 10/100 MBit/s  10/100 MBit/s 10/100 MBit/s  10/100 MBit/s
Operating ~40°C — 70°C 40°C —70°C  -40°C — 70°C -40°C —=70°C  -40°C — 70°C
temperature
Presetting - - - Profinet Profinet
Order number 1043416 1043423 1088875 1089150 1089139

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000

( Ports

Transmission
speed

Operating
temperature

Presetting

Order number

e

= o o

IIII/III//II//

o e
Ty | ‘t..‘.'...l.Q....'

. Wy / L) -! iy -

FL SWITCH FL SWITCH
2508 2506-2SFP
6 x RJ45

8 x RJ45 2 x SEP
10/100/1000 10/100/1000
MBit/s MBit/s
-40°C - 70°C -40°C - 70°C
1043484 1043491

i Automation protocols (

i,
2

///////II;I//;/
Ty | .t't'uf-'t.o'-'u‘.

e Saa
4
FL SWITCH 2504-

2GC-2SFP

4 x RJ45
2 x Gigabit Combo
2 x SFP

10/100/1000 MBit/s

-40°C - 70°C

1088872

A

-
- -
e

211111111107
g | .'.';'-‘.."‘;‘.:"

FL SWITCH
2508 PN

8 x RJ45

10/100/1000
MBit/s

-40°C - 70°C

Profinet

1089134

Wiy

FL SWITCH

2506-2SFP PN

6 x RJ45
2 X SFP

10/100/1000
MBit/s

-40°C - 70°C

Profinet

1089135

mPH(ENIX
CONTACT
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Managed Switches 2000

iy Ry Wy W Ly W
nn.‘.‘.‘.l‘u‘-....... Ssuse e S sses sae: NP LT ‘o‘-'.-.....-““. ‘." "l.o.-.-‘.........“ , - '“'f'.‘?-'-‘t'o'-'.'.'.ln. 4
FL SWITCH 2516 FL SWITCH FL SWITCH 2512- FL SWITCH FL SWITCH
2514-2SFP 2GC-2SFP 2516 PN 2514-2SFP PN
12 x RJ45
( Ports 16 x RJ45 14 x RJ45 2 X Gigabit Combo 16 x RJ45 14 x RJ45
2 x SFP 2 x SFP
2 x SFP
Transmission 10/100/1000 10/100/1000 10/100/1000 MBit/s ~ 10/100/1000 10/100/1000
speed MBit/s MBit/s MBit/s MBit/s
Operating -40°C - 70°C -40°C - 70°C -40°C - 70°C -40°C-70°C  -40°C —70°C
temperature
Presetting - - - Profinet Profinet
Order number 1043496 1043499 1088856 1089205 1089154

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Managed Switches 2000

FL SWITCH 2608 FL SWITCH FL SWITCH 2708 FL SWITCH 2708 PN
2608 PN
Ports 8 x M12
Transmission speed  10/100 MBit/s 10/100 MBit/s 10/100/1000 MBit/s 10/1000 MBit/s
ORI -40°C — 70°C -40°C - 70°C -40°C — 70°C -40°C - 70°C
temperature
Prl'\;;)eFtI:I]EdT PROFINET
Presetting - prese - preset and certified,
it status LEDs
status LEDs
Order number 1106500 1106616 1106615 1106610

i Automation protocols ( Q E . mcpgﬁe'rilcxr
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Switch 3000/4000

Easy configuration
and diagnostics

—_— 5

; Comprehensive —
security functions

i Automation protocols

<

Variants for
IEC 61850

A

1

Fast redundancy
—— mechanisms for  ;
large networks

Wide temperature
range

O 0 ReoRaa
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Switch 3000/4000

= Combination of IEEE
Fast fgnctions and extended
ring redundancy

redundancy

—— mechanisms = Switch-over times of
for large 15 ms with several
networks hundred switches in

the ring

=  Coupling of multiple
rings

i Automation protocols ( Q E . mCPgI‘IET.RICxI'

INSPIRING INNOVATIONS




Switch 3000/4000

= Particularly high
immunity to
electromagnetic and
electrostatic
interference

= Extended temperature
range

= Extreme shock and
vibration resistance

= Redundant,
replaceable power
supply and special
operating voltages

Variants for (optional)

IEC 61850

i Automation protocols ( Q E . mCPgI‘IET.RICxI'

INSPIRING INNOVATIONS




Switch 3000/4000

Secure interfaces
SNMPv3

HTTPS

MAC-based port security

RADIUS Authentification
(802.1x)

Comprehensive
security functions

i Automation protocols ( Q E : . mcpgchETrAlcxl'

INSPIRING INNOVATIONS




Switch 3000/4000

“

@

“’ @

- M

@ >

g q 3/ 3 | ; A
i i ] ] f 0 i
FLSWITCH FLSWITCH FLSWITCH FLSWITCH FLSWITCH FLSWITCH FL SWITCH
3005 3005T 3008 3008T 3016 3016T 3016E
Ports 5x RJ45 5x RJ45 8x RJ45 8x RJ45 16x RJ45 16x RJ45 16x RJ45
(Transmission (10/100 (10/100 (10/100 (10/100 (10/100 (10/100 (10/100
speed) Mbit/s) Mbit/s) Mbit/s) Mbit/s) Mbit/s) Mbit/s) Mbit/s)
Temperature -10 °C ... -40 °C ... -10 °C ... -40 °C ... -10 °C ... -40 °C ... -40 °C ...
range +60 °C +75 °C +60 °C +75 °C +60 °C +75°C +75 °C
IEC61850-3/ No No No No No No Yes
IEEE1613
Special features - - - ATEX - - -
approval
Order number 2891030 2891032 2891031 2891035 2891058 2891059 2891066
i Automation protocols ( Q E . mcpgﬁe'rilcxr
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Switch 3000/4000

Ports
(Transmission
speed)

Temperature
range

IEC61850-3/
IEEE1613

Special features

Order number

i

4
)

;

FL SWITCH FL SWITCH
3004T-FX 3004T-FX ST
4x RJ45 4x RJ45
(10/100 Mbit/s) (10/100 Mbit/s)
1x FX-SC- 1x FX-ST-
Multimode Multimode
-40 °C ... -40 °C ...
+75°C +75°C
No No
2891033 2891034

i Automation protocols (

€

FL SWITCH
3006T-2FX

6x RJ45
(10/100 Mbit/s)
2x FX-SC-
Multimode

-40 °C ...

+75 °C

No

ATEX approval

2891036

A

-
>

:

FL SWITCH
3006T-2FX ST

6x RJ45
(10/100 Mbit/s)
2x FX-ST-
Multimode

-40 °C ...
+75°C

No

2891037

&
>

FL SWITCH
3006T-2FX SM

6x RJ45
(10/100 Mbit/s)
2x FX-SC-

Singlemode )
-40 °C ...

+70 °C

No

2891060

mPH(ENIX
CONTACT
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Ports
(Transmission
speed)

Temperature range
IEC61850-3/
IEEE1613

Special features

Order number

Switch 3000/4000

FL SWITCH 3012E-
2SFX

12x RJ45
(10/100 Mbit/s)
2x SFP slots
(100MBit/s)

-40 °C ...
+70 °C

Yes

2891067

i Automation protocols

FL SWITCH 3012E-
2SFX

12x RJ45
(10/100 Mbit/s)
2x SFP

(100 Mbit/s)

-40°C ... 70 °C

Yes

2891067

€ 0O

=

FL SWITCH 3012E-
2FX

12x RJ45
(10/100 Mbit/s)
2x MM FX-SC
(100 Mbit/s)

-40°C ... 70 °C

Yes

2891120

7,

I
L

FL SWITCH 3012E-
2FX SM

12x RJ45
(10/100 Mbit/s)
2x SM FX-SC
(100 Mbit/s)

-40°C ... 70 °C

Yes

2891119

@ 0 [LlebNrAdt
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Switch 3000/4000

@ @ >
FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
4008T-2SFP - 4008T-2GT-3FX  4008T-2GT-4FX  4012T-2GT-2FX  4012T-2GT-2FX
SM SM ST
Ports 8x RJ45 10x RJ45 (8x 10x RJ45 (8x 14x RJ45 (12x 14x RJ45 (12x
(Transmission (10/100 Mbit/s) 10/100 Mbit/s und ~ 10/100 Mbit/s und ~ 10/100 Mbit/s und ~ 10/100 Mbit/s und
speed) 2x SFP slots 2x 10/100/1000  2x 10/100/1000  2x 10/100/1000  2x 10/100/ 1000
( (1000 Mbit/s) MBit/s) MBit/s) MBit/s) MBit/s)
3x FX-SC-D 4x FX-SC-D 2x FX-SC-D 2x FX-ST
(100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)

Temperature range  -40 °C ... +75 °C -40 °C ... +75°C -40°C ... +75°C -40 °C ... +75°C -40 °C ... +75°C

IEC61850-3/ No No No No No
IEEE1613

Special features ATEX approval
Order number 2891062 2891160 2891061 2891063 2891161

i Automation protocols ( Q E . mcpgﬁe'rilcxr
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Switch 3000/4000
Ay

FL SWITCH
4808E-16FX LC-
4GC
Ports 8x RJ45
(Transmission (10/100 Mbit/s)
speed) 16x LC-MM
( (100 Mbit/s)
4x Gigabit combo
(1000MBit/s)
Temperature -40 °C ...
range +70 °C
IEC61850-3/ Yes
IEEE1613
Special features
Order number 2891073

i Automation protocols

Ay

FL SWITCH
4808E-16FX SM-
4GC

8x RJ45

(10/100 Mbit/s)
16x SC-D SM
(100 Mbit/s)

4x Gigabit combo
(1000MBit/s)

-40 °C ...
+70 °C

Yes

2891080

<

Ay

FL SWITCH
4808E-16FX-4GC

8x RJ45

(10/100 Mbit/s)
16x SC-D MM
(100 Mbit/s)

4x Gigabit combo
(1000MBit/s)

-40 °C ...
+70 °C

Yes

2891079

A

Ay

FL SWITCH
4808E-16FX SM
LC-4GC

8x RJ45

(10/100 Mbit/s)
16x LC-SM

(100 Mbit/s)

4x Gigabit combo
(1000MBit/s)

-40 °C ...
+70 °C

Yes

2891074

<y

FL SWITCH
4824E-4GC

24x RJ45
(10/100 Mbit/s)

4x Gigabit combo
(1000MBit/s)

-40 °C ...
+70 °C

Yes

2891072

mPH(ENIX
CONTACT
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Switch 3000/4000
Ay

Ay

Ay

Ay

FL SWITCH FL SWITCH FL SWITCH FL SWITCH
4808E-16FX ST- 4808E-16FX SM 4800E-24FX-4GC  4800E-24FX SM-
4GC ST-4GC 4GC
Ports 8x RJ45 8x RJ45
(Transmission (10/100 Mbit/s) (10/100 Mbit/s)
speed) 16x ST-MM 16x ST SM 24x SC MM 24x SC SM
( (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
4x Gigabit combo  4x Gigabit combo  4x Gigabit combo  4x Gigabit combo
(1000MBit/s) (1000MBit/s) (1000MBit/s) (1000MBit/s)
Temperature -40 °C ... -40 °C ... -40 °C ... -40 °C ...
range +70 °C +70 °C +70 °C +70 °C
IEC61850-3/ Yes Yes Yes Yes
IEEE1613
Special features
Order number 2891085 2891086 2891102 2891104
i Automation protocols ( Q E . mcpgﬁe'rilcxr
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Switches fur PROFINET IRT

P20 and IP67
Diagnostics for fiber protection class

optic paths

i

-

—— 0

L EEPE Ea)

. Conformance
Class C

MRP N
redundancy

Prioritized PROFINET
communication

i Automation protocols ( Q E . mCPgI‘IET.RICxI'

INSPIRING INNOVATIONS




Switches fur PROFINET IRT

Proactive maintenance
for increased
availability and less
downtime

Improved assessment
of the path quality
through simultaneous
length measurement

— |
D Nren
o o
[
- Tr

Diagnostics
for fiber optic
paths

k-3 @

i Automation protocols

mPH(ENIX
CONTACT
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o

T

LLLLLLL

LLLLLL
LLLLLLL

T

v
'y

=Xm

v

fiber optic budget
POF > xdB

] I=xm =xm
.' ETHERNET FO
Axioling I
. fiber optic budget
—_— POF > xdB
i Automation protocols ( Q E

e

PHCENIX
CONTACT
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Switches fur PROFINET IRT

Ports
(Transmission
speed)

Degree of
protection

Order number

FL SWITCH IRT 4TX

4x RJ45
(10/100 Mbit/s)

IP20

2700689

i Automation protocols

21111111111,
:“““.‘.‘.‘.‘.‘. I

L 'Il...'”‘:o B

¥ é‘i ' . . '. ok

g,

FL SWITCH IRT 2TX
2POF

2x RJ45
(10/100 Mbit/s)
2x POF SC-RJ
(100 Mbit/s)

IP20

2700691

A I
“"om'h]’q,.; “

FL SWITCH IRT TX
3POF

1x RJ45
(10/100 Mbit/s)
3x POF SC-RJ
(100 Mbit/s)

IP20

2700692

k-3

FL SWITCH IRT IP
TX/3POF

1x RJ45 Push Pull
(10/100 Mbit/s)

3x POF SC-RJ Push
Pull (100 Mbit/s)

IP67

2700697

@ 0 [LlebNrAdt
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NAT Switch

: _ i Cost-effective integration
+ IP-Masquerading into higher-level networks
Flexible WAN/LAN %:i-i | || - | |
port configuration | e Virtual NAT i
L3-Routing and : -
L2-Switching Port Forwarding 1
i Automation protocols ( Q E . & mCPgI‘IET.AchI' é

INSPIRING INNOVATIONS




NAT Switch

i Automation protocols

NAT 2000

Virtual NAT

Integration of machines
with the same IP
address into higher-
level networks

Thanks to a virtual
intermediate level, only
one |IP address is
needed in the higher-
level network

) RdeoRiAa @ ¢
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PN 172.16.1.0/24

F-F

1?2.16.1.254‘ Routing
e @
ai 10.10.1.0/24 > 172.16.1.0/24

\!# 1:1 NAT
=% 192.168.1.1 > 10.10.1.1

s 192 168.1.2 > 10.10.1.2

192.168.1.1 — 192.168.1.10/24

i Automation protocols ( Q E . mcpleTNAchr
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NAT Switch

i Automation protocols

<

A

— Port Forwarding

k-3

OO LleoNAa @

Makes services of LAN
devices reachable from
WAN network

INSPIRING INNOVATIONS




PN 172.16.1.0/24

172.16.1.25

o 4

Port Forwarding
172.16.1.254 Port 3021-> 192.168.1.1 Port 80 T l
172.16.1.254 Port 4201> 192.168.1.2 Port 80

192.168.1.1 — 192.168.1.10/24

i Automation protocols ( Q E

000 [eosn
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NAT Switch

IP Masquerading ——

i Automation protocols

= NAT device works as a
representative for LAN
devices

= Differentiation of LAN
members via different
TCP/UDP ports

-'F 1161024
e e — ‘
4 Misquerading
172161.254 -i” ‘ 19216811 » 172.16.1.254 Port XY
& | 192168.1.2 5 172.16.1.254 Port XYZ
=
¥
|
b )
o A

INSPIRING INNOVATIONS




P 172.16.1.0/24

172.16.1 .254| ‘

i ';.'.,_._.m
Masquerading EE
192.168.1.1 > 172.16.1.254 Port XY 'lﬂ
192.168.1.2 > 172.16.1.254 Port XYZ K

192.168.1.1 — 192.168.1.10/24
%

i Automation protocols ( Q

k-3

OO [UeonAd @
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NAT Switch = Parallel operation of

identical machines in
one network

= Save configuration
time

A

Automation protocols ( Q E .. - mcng‘lET.ilcxl' . -

INSPIRING INNOVATIONS

| =S




PN 172.16.1.0/24

IFF

172.16.1.1 -172.16.1.10

192.168.1.1 — 192.168.1.10/24

i Automation protocols (

= i .

A

- 1:1 NAT

192 168.1 v2>112/16.1 1

k-3

T“} 192.168.1.2 > 172.16.1.2

OO [LESRAT
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NAT Switch

-:ii;iéﬂ e Rediatar
,HD [ l e (AR
’.. ‘ ”@ABS \ybes/
FL NAT 2008 FL NAT 2208 FL NAT 2304-2GC-2SFP
4 x RJ45
Ports 8 x RJ45 8 x RJ45 2 x Gigabit combo
2 x SFP
Transmission speed  10/100 MBit/s 10/100 MBit/s 10/100/1000 MBit/s
DaniEiing, 0°C...60 °C -40 °C...70 °C -40 °C...70 °C
temperature
Feature set Basic Extended Extended
Order number 2702881 2702882 2702981
i Automation protocols ( Q E . mcpgﬁGTilcxr
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Mounting rail devices and PCI cards

i

Optimized designs for — Firewall and VPN

different industrial
applications  §

Functions especially tailored
to industrial applications

—_—
—

Quick and easy —
configuration ;

<€ O = O 0 [LeoNAG
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Mounting rail devices and PCI cards

Optimized designs
for different
industrial
applications

< O = OO RecoRa @«
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Mounting rail devices and PCI cards

=  Web interface
= Optional configuration
memory on SD card

Quick and easy
configuration

< O ¥ @ 0 ReoRiAa
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Mounting rail devices and PCI cards

Functions
especially
tailored to
industrial
applications

€ 0O =

= Conditional firewall
= User firewall
= DPI (OPC Inspector)

= Firewall and VPN
redundancy

= Switchable via I/Os

O 0 ReoRaa
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mGuard 1100

Easy Protect Mode

Cost-effective
security routers

- ! Network Address
B s Translation (NAT) to
- -ﬂ efficiently adapt IP
D M addresses

Test Mode: a

— straightforward test of
the created firewall rules
without limiting system
| availability

Firewall Assistant 1

i Automation protocols (

N = O 0 [LeoNAG
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mGuard 1100

i Automation protocols (

Access is generally
only permitted in one
direction

Network cells can be
easily protected
without having to
assign an IP address
or configure the device

Easy Protect Mode

mPH(ENIX
CONTACT
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Easy Protect Mode

=)

|

| Answer to Request B :
| B
unprotected zone protected zone

i Automation protocols ( Q E .. - mcng‘IET.ilcxl' .-
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mGuard 1100

Firewall Assistant

i Automation protocols (

A

k-3

active
(€D Record communication and create rules © eply rues +)
= -\
7 = A
1] | -
[l , '__:' - % §—| }
||_[_];!~:,,4r il - “ | g!‘f = = "
Firewall Assistant (& Firewall Assistant
. EJPH(ENIX
CONTACT

= Record communication
and create rules

= As soon as the Firewall
Assistant is switched
off, the rule set is

INSPIRING INNOVATIONS




Firewall Assistant: helps you create firewall rules

° Record communication and create rules

Firewall Assistant m Firewall Assistant  (__JoJ3;

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-
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mGuard 1100

= Secure machine
integration with NAT
without having to

Network Address change the IP address

Translation (NAT) to

k- ‘ efficiently adapt IP
addresses

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




VPN tunnel
optionally
expandable

Firewall
Integrated switch
Special features

Extended
functionalities

Order number

FL MGUARD
1102

Firewall Assistent

No

1153079

FL MGUARD
RS2000
TXITX-B

2-Click-Firewall

No

2702139

<

Mounting rail devices and PCI cards

TF
ot

1
|

FL MGUARD
RS2000
TX/ITX VPN

2

2-Click-Firewall

No

2700642

A

)
FL MGUARD

RS2005 TX
VPN

2

2-Click-Firewall

5-Port unmanaged

No

2701875

=

TC MGUARD
RS2000 3G
VPN

2
2-Click-Firewall
4-Port unmanaged

Mobilfunk

No

2903441

@ 0 [LlebNrAdt
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Mounting rail devices and PCI cards

FL MGUARD FL MGUARD FLMGUARD FL MGUARD FL MGUARD FL MGUARD TC MGUARD

RS4000 TX/TX RS4000 TX/TX RS4000 TX/TX RS4000 RS4004 TX/ RS4004 TX/ RS4000 3G
VPN VPN-M TX/TX-P DTX DTX VPN VPN
VPN tunnel - 10 10 10 - 10 10
( optionally expandable up to 250 up to 250 up to 250 up to 250 up to 250 up to 250 up to 250 )
Firewall Multifunction Multifunction Multifunction Multifunction Multifunction Multifunction Multifunction
firewall firewall firewall firewall firewall firewall firewall
Integrated switch - - - - 4-Port 4-Port 4-Port
managed managed managed
Special features - - Maritime ATEX, IECex DMZ-Port DMZ-Port WAN, mobile
approvals approvals phone network
Extended functionalities Optional Optional Optional Optional Optional Optional Optional
Order number 2700634 2200515 2702465 2702259 2701876 2701877 2903440

€ O = O 0 [LeoNAG
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Mounting rail devices and PCI cards

VPN tunnel
optionally expandable

Firewall

Integrated switch

Special features

Extended functionalities

Order number

TC MGUARD
RS4000 4G VPN

10
up to 250

Multifunction
firewall

4-Port managed

WAN, mobile
phone network

Optional

2903586

S
X ':5

-y

B
il
\ 7

FL MGUARD
GT/GT

up to 250

Multifunction
firewall

Gigabit, SFP,
maritime
Zulassung

Optional

2700197

<

ey
FL MGUARD
GT/GT VPN

10
up to 250

Multifunction
firewall

Gigabit, SFP,
maritime
Zulassung

Optional

2700198

A

FL MGUARD
PCI14000 VPN

10
up to 250

Multifunction
firewall

PCIl-Format

Optional

2701275

4

FL MGUARD
PCIE4000
VPN

10
up to 250

Multifunction
firewall

PCIE-Format

Optional

2701278

@ 0 [LlebNrAdt
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Other Designs

— Firewall and VPN

~ Optimized designs for
L different industrial
applications

Functions especially
—— tailored to industrial
applications

Quick and easy

configuration

« O = © @0 [LeoNiad
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Other Designs

= Portable u~~

g.)

Optimized

designs for = Desktop apphi~ntn~=~
different i /
industrial m 5
applications .

= |nstallation in a 19 rack

<

< O = OO RecoRa @«
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Other Designs

=  Web interface

= Optional configuration
memory on SD card

Quick and easy
configuration

<€ O = OO [eonird @
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Other Designs

= Conditional firewall
= User firewall
= DPI (OPC Inspector)

= Firewall and VPN

Functions redundancy
especially tailored

—— to industrial
applications

< O ¥ @ 0 ReoRiAa
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Other Designs

Application area

VPN-Tunnel
optionally expandable

Firewall

Special features

Extended functionalities

Order number

@)

FL MGUARD
SMART2

Mobile

up to 250

Multifunction
firewall

uUSB

Optional

2700640

é.)

FL MGUARD
SMART2 VPN
Mobile

10
up to 250

Multifunction
firewall

USB

Optional

2700639

<

75 '3 ://
FL MGUARD
DELTA TX/TX

Desktop

up to 250

Multifunction
firewall

230V

Optional

2700967

A

FL MGUARD
DELTA TX/TX
VPN

Desktop

10
up to 250

Multifunction
firewall

230V

Optional

2700968

<7

FL MGUARD
CENTERPORT

19" rack

up to 3000

Multifunction
firewall

High
performance

Optional

2702547

mPH(ENIX
CONTACT
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Extended functionalities

Licence for 1

i VPN extensions Lifetime updates

—— Redundancy functions i

CIFS Integrity
Monitoring

OPC Inspector i

<€ O = © @0 [LeoNiad
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Extended functionalities

Licence for
— Lifetime = Lifetime licence for
updates actualization of the
software

= |deal protection for
your network

< O ¥ @ 0 ReoRiAa
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Extended functionalities

Redundancy
functions

k-3

= Higher availability

= For Firewall or for
Firewall & VPN

'@ 10 [LleoNTA
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Extended functionalities

OPC Inspector

<

A

k-3

Deep Package
Inspection for OPC
Classic

Stateful Inspection
Firewall for OPC
Classic

mPH(ENIX
CONTACT
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OPC Client OPC Inspector OPC Server

T = 7__7
OPC Connect Request OPC Connect Request Cl—=
TCP Port 135 TCP Port 135 e ==
B it >
‘ OPC Connect Reply OPC Connect Reply
! . Use Port 4711 Use Port 4711
OPC Data Request OPC Data Request
pre=e=mme TCP Port 4711 TCP Port 4711
| OPC Data OPC Data
~ QEESREERERERE - TCP Port 4711 TCP Port 4711
e — Client / Server Client / Server
| invalid invalid
ez Content / Port Content / Port

« O = OO LleoNAa @
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Extended functionalities

= |deal for non patchable
systems

= Detection of system
changes

CIFS Integrity —,—” " 'ﬁﬂ
Monitoring i e W
‘Windows Window: Windows Programs é{
4 A B D00 oo

INSPIRING INNOVATIONS




Ethernet

mGuard
Firewall/Router
1:1 NAT

CIFS
Integrity Monitoring

Windows Windows Windows Programs

« O = OO LleoNAa @
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Extended functionalities

= For all mGuard

VPN security appliances

extensions = Extension in steps of
10, 100 und 250
simultaneous

connections

< O ¥ @ 0 ReoRiAa
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Extended functionalities

Function Lifetime software  Firewall/router Firewall/router OPC-Inspector CIFS Integrity

update redundancy and VPN function Monitoring (CIM)

function redundancy
function

Order number 2700184 2701356 2702193 2702191 2701083
Function up to 10 additional Up to 100 additional Up to 250 additional

VPN online connections VPN online connections VPN online connections
Order number 2700194 2702546 2700193

« O ¥ OO KRG @D
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Central device management software

1 Free start-up support Efficient device

management  *

Flexibly 1
upgradeable

<€ O = O 0 [LeoNAG
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Central device management software

= Central creation and
ST Efficient administration of all

- mGuard settings

management = Selective or overall
transmission on all
remote mGuards

MGuarg C

arrsgs DM = Roll-out of firmware
O i g " upgrac{es and licence
R extensions

<€ O = O 0 [LeoNAG
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Central device management software

"\7
A

support

Free start-up _‘_ e

« FL M
T mGuarg g:,nUnARD DM

Buration Tool

k-3

= For an easy start-up of
the software, a remote
support with a Phoenix
Contact employee is
included

@ 0 [LlebNrAdt
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Central device management software

Y = Scalable up to several
’ :
thousand devices
- FLM
I N S mGuarg g,nuﬁ::‘ ’_‘EET?QF
Flexibly —Homg

upgradeable

<€ O = © @0 [LeoNiad
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Central device management software

-
3 LMSUARy
LL LT

s oo T -

FL MGUARD DM UNLIMITED

Function Central device management
software for any number of
MGUARDs

Order number 2981974

@ 0 [LlebNrAdt
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Power over Ethernet Injectors

Surge protection i
and shield current
monitoring on the

field cable side

Multiple connection i

technologies and

Different performance i

- — standards and electrical
isolation

Tool-free shield i
connection

covered wiring space

<€ O = © @0 [LeoNiad
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Power over Ethernet Injectors

= |EEE 802.3 at
= |EEE 802.3 af up to 30

Different watts
performance = |EEE 802.3 bt Up to 60
standards and watts will be supported

electrical isolation

= supply voltage and
Power over Ethernet
port are electrically
isolated in certain
versions

< O ¥ @ 0 ReoRiAa
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Power over Ethernet Injectors

Surge protection
and shield current
monitoring on the
field cable side

k-3

'@ 10 [LleoNTA

integrated surge
protection protects
devices and application
against sudden high
voltages in the data
cables

An LED indicates
differences in potential
or other shield currents
caused by the effects
of EMC

INSPIRING INNOVATIONS




Power over Ethernet Injectors

= |DC, Push-in, screw,
and RJ45 connections.

= Covered cable wiring
space

Multiple
connection
technologies
and covered
wiring space

€ 0O = OO REEFE O
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Power over Ethernet Injectors

= Quick and easy
connection of the cable
shielding without tools

= strain relief is assured

=  Simply lay the cable in
the shaft provided and
close the shroud

Tool-free shield
connection

< O m OO GRESE
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Power over Ethernet Injectors

INJ 2101-T

INJ 1000 INJ 1000-T INJ 1100-T INJ 2102-T INJ 2103-T FL PSE 2TX
INJ 1010 INJ 1010-T INJ 1110-T INJ 2112-T INJ 2113-T  INJ 2111-T
Connection RJ45 / Push- 2 X
technology RJ45/RJ45 RJ45/RJ45 RJ45/RJ45 RJ45/1DC In RJ45 / Screw RU45/RJA5
Temperatur range 0°C ... +60°C -40 °C ... +75°C 0°C ... +55°C
Galvanic isolation No Yes
Overvoltage
protection, shield No Yes No
current diagnosis
Order number .
POE af*/at, 15%/30W 2703005 2703006 2703009 2703012 1004065 2703011 2891013
Order number
POE bt, 60W 2703007 2703008 2703010 2703014 1004066 2703013 -
¥ ¢ Q & . mPH(ENIX
CONTACT
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Power over Ethernet Switches

Applicable across

—— manufacturers: conform
to IEEE 802.3
Reduced
cabling efforts
; Installation
in field - I Installation in

Managed features i control cabinet

< O = @ 0 ReoRiAa
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Power over Ethernet Switches
= |nstallation of cameras,
IP phones or WLAN
access points with only
one cable

= Saving of power supply
and related installation

Reduced costs

cabling efforts

Treee

€ 0O = OO REEFE O
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g
3
3

Ethernet data

&
3
2
0
z
E

Power

Power and Ethernet data

B

k-3

ar

OO LleoNAa @
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Power over Ethernet Switches

= Gigabit und
Jumboframe support

= |EEE 802.3at (30W)

=  Typically used in
industrial image
processing

Installation
in field

< O = OO LleoNAa @
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Power over Ethernet Switches = PoE Scheduling

Fowr Mz
Faewer Power over £3

: ®
= PoE Watchdog
= o o —
E aaaaaaaa
2

Managed features

<€ O = OO LleoNAa @
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Power

Ethernet

PoE-Switch

Power over Ethernet

/¢ xj"

Switch off or restart
automatically

'@ 10 [LleoNTA
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Power =

Ethernet

Power over Ethernet

PoE-Switch

k-3

D00 [
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Power

Ethernet

Prio 1

PoE-Switch

Prio 2

Prio 3

OO LleoNAa @
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Power over Ethernet Switches

= Easy integrable in
control cabinet

= 24V DC supply
= |EEE 802.3 af/at/bt

(15 W/ 30 W/ 60 W)
Installationin = Endspan and Midspan
—— control
cabinet

€ 0O = OO REEFE O
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Power over Ethernet Switches

] 9 e
<& y w 4 £
& f ; oy .
nl ) ﬂ/ 4 | i
FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
1001T-4POE 1708 M12 POE 1000T-2POE- 1001T-4POE- 1001T-4POE-GT 1000T-8POE-GT-
2SFP GT-SFP 2SFP
Function Unmanaged Switch
Ports 4x RJ45 8x M12 2 x RJ45 4 x RJ45 4 x RJ45 8 x RJ45 )
1x RJ45 2 x SFP 1 x RJ45 1 x RJ45 2 x SFP
1 x SFP
Transmission  10/100 Mbit/s 10/100/1000 Mbit/s
speed
Power budget 30 W per port, 30 W per port, 30 W per port 30 W per port
max. 120 W max. 200 W max. 60 W max. 120 W
PoE-Standard IEEE 802.3 af/at (PoE+)
Order nr. 2891064 2701883 1026765 1026932 1026937 1026929

€ O = O 0 [LeoNAG
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Power over Ethernet Switches

N

Ih

FL SWTICH FL SWITCH
40:()'}3":(';: I;FP 4000T-8POE- 4004T-8POE- FL IF 2PSE-F
2SFP 4SFP
Function Managed Switch Media module for Modular
( Managed Switch
Ports 4 x RJ45 8 x RJ45 8 x RJ45 2 x RJ45
1 x SFP 2 x SPF 4 x RJ45, 4 x SFP
Transmission 10 /100 / MBit/s (RJ45) 10/100/1000 MBit/s 10/100 Mbit/s
Speed 1000 MBit/s (SFP)
Power budget 60 W per port, 60 W per port, 15 W
max. 180 W max. 240 W
Standard IEEE 802.3 af/at (PoE+), prepared for PoE bt (PoE ++) IEEE 802.3af (PoE)
Order number 1026924 1026923 1026922 2832904

€ O = O 0 [LeoNAG
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Power over Ethernet Splitter

Robust metal housing
and extended

 Gigabit transmission

temperature range

Output power
upto 21 W

Compliant with
IEEE 802.3af/at

24 V DC output voltage
suitable for the control
cabinet

< O = @ 0 ReoRiAa
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Power over Ethernet Splitter

Function
Ports

Transmission
speed

Power budget
PoE-Standard

Order number

,

FL PD 1001 T GT

PoE splitter

1x RJ45 PoE (output)
1x RJ45 (data input)

10/100/1000 Mbit/s

30 W

IEEE 802.3 af/at
(PoE+)

2891042

@ 0 [LlebNrAdt
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Unmanaged Switches 1000

FL SWITCH 1000

1
— Flexible installation
i Slim design
i
 Prioritization of the
High data rates —— data traffic
Status LEDs
i Automation protocols ( Q E ..- chgETNAchr .-




Unmanaged Switches

= particularly narrow at
2.25 cm (5 & 8 ports)
and 4 cm (16 ports)

can also be used in
applications where
space is limited

FL SWI'?CH 1000

Slim design

LNK/
ACT
| 8}
|
|
u
|
u

O |l ol

" . § — -
Mo EEEmEOZ
el -

i)
2
3

W
W

S SWITCH 1000
AREE

Ultra slim

B |

2

i Automation protocols ( Q E .. - mcng‘IET.AICxI' .-
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HT 3
A ! Unmanaged
-—mn-4 Switches
a ;=
Iz 9a
ol
=
« O ¥ OO LleoNAa @
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Unmanaged Switches

= Can be mounted flat on
the mounting rail using
mounting accessories

FL SWITCH 1000

— Flexible installation = The outgoing direction

of the connections can
be selected as
required.

FL SWITCH 1000

P
o .il

e o w w W m [ FL SWITCH 1000

e aaas
ila==== :,!!!-

Flexible mounting options

i Automation protocols ( Q E .. - chgETNAchr .-

INSPIRING INNOVATIONS
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4%
‘48
4k
4R
==
—_E | &
by
Flexible mounting options
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Unmanaged Switches - Product Mounting

Mounting capable in 5
different orientations

288 (

N =

LEDs and port
designation
visible

Accessories for both 22.5mm and
40mm variants

OOC LleoNAa @
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Unmanaged Switches - The real-time
properties of
PROFINET and
EtherNet/IP™
automation networks
are supported

= More stable networks

and increased system
availability

FL SWITCH 1000

FL SWITCH 1000

<
S

2
o
(5]
k=
&
=
.
g
ACT |
w
'm
W'
w
B“
h.l i
'

=mahz

-=--II
el a2 Sxk I s

Prioritization of the
data traffic

Prioritization of Automation Protocols (IEEE 802.1Q)

Standard Traffic Levels

i Automation protocols ( Q E .. - chgETNAchr .-
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FL SWITCH 1000 Series

Prioritization of Automation Protocols (IEEE 802.1Q)

Standard Traffic Levels

Al [

FL SWITCH 1000

FL SWITCH 1000

Ethen'et/IP

b
u

lh;
i
u Start animation

Standard Traffic

As traffic is received, it is transmitted as supplied

« O ¥ OO LleoNAa @
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FL SWITCH 1000 Series

Prioritization of Automation Protocols (IEEE 802.1Q)

High Traffic Levels

-

FL SWITCH 1000

PRIORITY QUEUED

Ethen'et/IP

%

=3
=3
!
E.
E
3
=
i
1]
N
3
.

1
L E

lh;
i
u Start animation

Standard Traffic

€ 0O = 000 [RESFAEGOC
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Prioritization of Traffic (IEEE 802.1Q)

PRIORITY QUEUED NON-PRIORITY QUEUED
= |
o Lo Standard Traffic )
~
0 .
. ; s L
s BACNhet” CCLinkIE@es i m

Queues assigned in accordance with standard recommendations

<€ O = OO LleoNAa @
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FL SWITCH 1000

FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
1005N 1008N 1016N 1105N 1108N
Application area Basic Basic Basic Basic Basic
Design Slim Slim Slim Slim Slim
Copper Ports 5x RJ45 8x RJ45 16x RJ45 5x RJ45 8x RJ45 )
(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100/1000 (10/100/1000
Fiber optic Ports - - - Mbit/s) Mbit/s)
Quality of Service No No No No No
Temperature range -10°C ... 60 °C -10°C ... 60 °C -10°C ... 60 °C -10°C ... 60 °C -10°C ... 60 °C
Special features - - - - -
Order number 1085039 1085256 1085255 1085254 1085243
i Automation protocols ( Q E . mcpgﬁe'rilcxr
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FL SWITCH 1000

Application area
Design

Copper Ports

Fiber optic Ports
Quality of Service
Temperature range
Special features

Order number

|

|.‘."

-4

FL SWITCH
1004N-FX

Basic
Slim

4x RJ45
(10/100 Mbit/s)
1x FX

No
-10 °C ... 60 °C

1084159

]_ Automation protocols

< mrrest g

i
< 0

FL SWITCH
1004N-FX ST

Basic
Slim

4x RJ45
(10/100 Mbit/s)
1x FX ST

No
-10 °C ... 60 °C

1085179

<

iy
3

'E' (|
.‘!-‘
1
-

FL SWITCH
1004N-FX SM

Basic
Slim

4x RJ45
(10/100 Mbit/s)
1x FX SM

No
-10 °C ... 60 °C

1085214

A

y
H

N

FL SWITCH
1004N-SFX

Basic
Slim

4x RJ45
(10/100 Mbit/s)
1x FX

No
-10 °C ... 60 °C

1084159

i

y

FL SWITCH
1005N-2SFX

e

Basic
Slim

5x RJ45
(10/100 Mbit/s)
2x SFX

No
-10 °C ... 60 °C

1085176

mPHCENIX
CONTACT
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FL SWITCH 1000

Application area
Design

Copper Ports

Fiber optic Ports
Quality of Service
Temperature range
Special features

Order number

i

i

3

v
FL SWITCH 1104N-
SFP

Basic
Slim

4x RJ45
(10/100/1000 Mbit/s)
1x SFP

No
-10 °C ... 60 °C

1085173

i Automation protocols

i

£
5

| 4

FL SWITCH 1105N-
2SFP

Basic
Slim

5x RJ45
(10/100/1000 Mbit/s)
2x SFP

No
-10°C ... 60 °C

1085171

€ 0O
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Application area
Design

Ports

Quality of Service
Temperature range

Special features

Order number

FL SWITCH 1000

&

woww |

il

FL SWITCH
1001T-POE

Harsh environmenr
Slim

4x PoE+
1x RJ45
(10/100 Mbit/s)

No
-40°C ... 75°C

PoE
IEEE802.3at

2891064

i Automation protocols

@

FL SWITCH
1008E

- -

Harsh environment
Slim

8x RJ45
(10/100 Mbit/s)

No
-40°C ... 75°C

IEC61850-3
IEEE 1613

2891065

€ 0O
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FL SWITCHES 1000 equipment

= )| )
) ) | '}
FL PANEL FL PANEL FL DIN-RAIL FL DIN-RAIL
ADAPTER 22.5 ADAPTER 40 ADAPTER 22.5 ADAPTER 40
Assembly Wall mounting Wall mounting Rail mounting Rail mounting
( Width 22,5 mm 40 mm 22,5 mm 40 mm
Order number 1085488 1085486 1085485 1085484

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Application area
Design
Ports

Quality of Service
Temperature range
Special features

Order number

SFNB-Switches

]

FL SWITCH
SFNB 5TX

Basic
Slim

5x TP-RJ45
(10/100 Mbit/s)

No
-10 °C ... 60 °C

2891001

i Automation protocols

FL SWITCH
SFNB 8TX

Basic
Slim

8x TP-RJ45
(10/100 Mbit/s)

No
-10 °C ... 60 °C

2891002

<

L

|

FL SWITCH
SFNB 4TX/FX

Basic
Slim

4x TP-RJ45
(10/100 Mbit/s)
1x SC-D MM
(100 Mbit/s)

No
-10 °C ... 60 °C

2891027

A

&

E g

FL SWITCH
SFNB 4TX/FX ST

Basic
Slim

4x TP-RJ45
(10/100 Mbit/s)
1x ST-D MM
(100 Mbit/s)

No
-10 °C ... 60 °C

2891028

FL SWITCH

SFNB 4TX/FX
SM20

Basic
Slim

4x TP-RJ45
(10/100 Mbit/s)
1x SC-D SM
(100 Mbit/s)

No
-10 °C ... 60 °C

2891029

mPH(ENIX
CONTACT
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SFNB-Switches

Application area

Design
( Ports

Quality of Service
Temperature range

Special features

Order number

i

FL SWITCH
SFNB 5TX-PNE

Basic

Slim

5x TP-RJ45
(10/100 Mbit/s)
Yes

-10°C ... 60 °C

PROFINET &
EtherNet/IP
prioritization,
PTCP filtering

1071801

i Automation protocols

FL SWITCH
SFNB 8TX-PNE

Basic
Slim

8x TP-RJ45
(10/100 Mbit/s)

Yes
-10°C ... 60 °C

PROFINET &
EtherNet/IP
prioritization,
PTCP filtering

1071800

<

A

. chH(ENIX

INSPIRING INNOVATIONS
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SF-Switches

n

FL SWITCH SF FL SWITCH SF FL SWITCH SF FL SWITCH SF FL SWITCH SF
8TX 16TX TTX/IFX TTX/IFX ST 15TX/FX
Application area Standard Standard Standard Standard Standard
Design Flat Flat Flat Flat Flat
( Ports 8x TP-RJ45 16x TP-RJ45 7x TP-RJ45 7x TP-RJ45 15x TP-RJ45
(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)
1x SC-D MM 1x ST-D MM 1x SC-D MM

(100 Mbit/s)

(100 Mbit/s)

(100 Mbit/s)

Quality of Service No No No No No
Temperature range  0°C ... 55°C 0°C ... 55°C 0°C ... 55°C 0°C ... 55°C 0°C ... 55°C
Special features - - - - -

Order number 2832771 2832849 2832726 2832577 2832661

€ 0O = O
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SF-Switches

R

v v+

FL SWITCH SF FL SWITCH SF FL SWITCH SF FL SWITCH SF
6TX/2FX 6TX/2FX ST 14TX/2FX 4TX/3FX ST
Application area Standard Standard Standard Standard
Design Flat Flat Flat Flat
( Ports 7x TP-RJ45 7x TP-RJ45 14x TP-RJ45 4x TP-RJ45
(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)
2x SC-D MM 2x ST-D MM 2x SC-D MM 3x ST-D MM
(100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
Quality of Service No No No No
Temperature range  0°C ... 55°C 0°C ... 55°C 0°C ... 55°C 0°C ... 55°C
Special features - - - -
Order number 2832933 2832674 2832593 2832603
i Automation protocols ( Q E . mcpgﬁe'rglcxr
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Application area
Design

Ports

Quality of Service
Temperature range

Special features

Order number

SFN-Switches

4
y

FL SWITCH SFN
5TX

Standard
Slim

5x TP-RJ45
(10/100 Mbit/s)

Yes
0°C ...60°C/
2891152

i Automation protocols

E=

J
a

FL SWITCH SFN
5TX-PN

Standard
Slim

5x TP-RJ45
(10/100 Mbit/s)

Yes
0°C...60 °C

Optimized for
PROFINET

2891151

<

FL SWITCH SFN
5TX-24VAC

Standard
Slim

5x TP-RJ45
(10/100 Mbit/s)

Yes
0°C ...60°C

24 V AC/DC
supply voltage

2891021

A

FL SWITCH SFN
8TX

Standard
Slim

8x TP-RJ45
(10/100 Mbit/s)

Yes
0°C...60°C
2891929

FL SWITCH SFN
8TX-PN

Standard
Slim

8x TP-RJ45
(10/100 Mbit/s)

Yes
0°C ...60 °C

Optimized for
PROFINET

2891018

mPH(ENIX
CONTACT
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SFN-Switches

FL SWITCH SFN

FL SWITCH SFN

=)

£
ad

:] .
4] /

FL SWITCH SFN

)

Y

FL SWITCH SFN

FL SWITCH SFN

8TX-24VAC 16TX 4TX/FX 4TX/IFX ST TTX/IFX
Application area Standard Standard Standard Standard Standard
Design Slim Slim Slim Slim Slim
Ports 8x TP-RJ45 16x TP-RJ45 4x TP-RJ45 4x TP-RJ45 7x TP-RJ45
( (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)
1x SC-D MM 1x ST-D MM 1x SC-D MM
(100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
Quality of Service Yes No Yes Yes Yes
Temperature range  0°C ... 60 °C 0°C ...60 °C 0°C ... 60 °C/ 0°C ...60 °C 0°C ...60 °C
Special features 24 VV AC/DC - - - -
supply voltage
Order number 2891020 2891933 2891851 2891453 2891097

€ 0O = O

mPH(ENIX
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SFN-Switches

.
o
ac
SCd

FL SWITCH SFN

¥

FL SWITCH SFN

FL SWITCH SFN

=

-
i
E

FL SWITCH SFN

TTX/FX-NF TTX/IFX ST 15TX/FX 6TX/2FX 6TX/2FX-NF
Application area Standard Standard Standard Standard Standard
Design Slim Slim Slim Slim Slim
Ports 7x TP-RJ45 7x TP-RJ45 15x TP-RJ45 6x TP-RJ45 6x TP-RJ45
( (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) )
1x SC-D MM 1x ST-D MM 1x SC-D MM 2x SC-D MM 2x SC-D MM
(100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
Quality of Service Yes Yes No Yes Yes
Temperature range  0°C ... 60 °C 0°C ...60 °C 0°C ...60 °C 0°C ...60 °C 0°C ...60 °C
Special features flow control - - - flow control
disabled disabled
Order number 2891023 2891110 2891934 2891314 2891024

€ 0O = O
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SFN-Switches

Application area

Design

( Ports

Quality of Service
Temperature range
Special features

Order number

FL SWITCH
SFN 6TX/2FX
ST

Standard
Slim

6x TP-RJ45
(10/100 Mbit/s)
2x ST-D MM
(100 Mbit/s)

Yes
0°C ...60°C

2891411

i Automation protocols

)

FL SWITCH
SFN 14TX/ 2FX

Standard
Slim

14x TP-RJ45
(10/100 Mbit/s)
2x SC-D MM
(100 Mbit/s)

No
0°C ...60°C

2891935

<

A
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INSPIRING INNOVATIONS




SFN-Gigabit-Switches

Application area
Design
Ports

Quality of Service

Temperature range

Special features

Order number

FL SWITCH
SFN 5GT

Gigabit
Slim

5x RJ45
(10/100/1000
Mbit/s)

Yes

-25°C ... 75
°C

2891444

i Automation protocols

SFN 8GT

Gigabit
Slim

8x RJ45
(10/100/1000
Mbit/s)

Yes

-25°C ... 75
°C

2891673

<

FL SWITCH
SFN 7GT/SX

Gigabit
Slim

7x RJ45
1x SC-D MM
(10/100/1000
Mbit/s)

Yes

-25°C ... 75
°C

2891518

FL SWITCH
SFN 6GT/2SX

Gigabit
Slim

7x RJ45
2x SC-D MM
(10/100/1000
Mbit/s)

Yes

-25°C ... 75
°C

2891398

A

&,

FL SWITCH
SFN 6GT/2LX

Gigabit
Slim

6x RJ45
2x SC-D SM,

10 km (10/100/

1000 Mbit/s)
Yes

-25°C ... 75
°C

2891987

jaialE |

Y
CH
FL SWITCH

SFN
6GT/2LX-20

Gigabit
Slim

6x RJ45
2x SC-D SM,

20 km (10/100/

1000 Mbit/s)
Yes

-25°C ... 75
°C

2891563

PHCENIX
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SFNT-Switches

Optimized for the
process industry

i

Protective coating for
— particularly harsh
environments

Simple diagnosis of errors

i Automation protocols ( Q E . mCPgI‘IET.AICxI'

INSPIRING INNOVATIONS




SFNT-Switches

= wide temperature
range from

= 40°Cto+75°C
Industry specific
approvals ATEX,
IECEx and UL Class 1
Div 2

Flexible installation

i Automation protocols ( Q E . mCPgI‘IET.RICxI'
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SFNT-Switches

= Provides special
protection against
environmental failures
and damage caused by
external influences
such as high humidity,
dust or chemicals

Protective coating
for particularly harsh
environments

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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SFNT-Switches

4 & ‘, 4 ®
S g oo T
og 0g
blal | bal |
! I ol o]

FL SWITCH SFNT FL SWITCH SFNT FL SWITCH SFNT FL SWITCH SFNT FL SWITCH SFNT

QQaa

[eN=N=N=1 '

5TX 5TX-C 8TX 8TX-C 16TX
Application area Harsh environment Harsh environment Harsh environment Harsh environment Harsh environment
Design Slim Slim Slim Slim Slim
( Ports 5x TP-RJ45 5x TP-RJ45 8x TP-RJ45 8x TP-RJ45 16x TP-RJ45 )
(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)

Quality of Service  Yes Yes Yes Yes No
Temperature range -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C
Special features ATEX approval Conformal coating ATEX approval Conformal coating ATEX approval
Order number 2891003 2891043 2891005 2891045 2891952

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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SFNT-Switches
g @ "0 @ =

FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH
SFNT 4TX/ FX SFNT 4TX/ FX- SFNT 7TX/ FX SFNT 7TX/ FX- SFNT 7TX/ FX SFNT 7TX/ FX

C C ST ST-C
Application area Harsh environment Harsh environment Harsh environment Harsh environment Harsh environment Harsh environment
( Design Slim Slim Slim Slim Slim Slim )

Ports 4x TP-RJ45 4x TP-RJ45 7x TP-RJ45 7x TP-RJ45 7x TP-RJ45 7x TP-RJ45

(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)

1x SC-D MM 1x SC-D MM 1x SC-D MM 1x SC-D MM 1x ST-D MM 1x ST-D MM

(100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
Quality of Service Yes Yes Yes Yes Yes Yes
Temperature range -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C
Special features ATEX approval Conformal coating ATEX approval Conformal coating - Conformal coating

Order number 2891004 2891044 2891006 2891046 2891007 2891047

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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SFNT-Switches
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FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH FL SWITCH

SFNT SFNT 6TX/ SFNT SFNT 6TX/ SFNT SFNT

15TX/FX 2FX 6TX/2FX-C 2FX ST 6TX/2FX ST-C 14TX/2FX
Application area Harsh environment Harsh environment Harsh environment Harsh environment Harsh environment Harsh environment
Design Slim Slim Slim Slim Slim Slim

( Ports 15x TP-RJ45 6x TP-RJ45 6x TP-RJ45 6x TP-RJ45 6x TP-RJ45 14x TP-RJ45 )

(10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s) (10/100 Mbit/s)

1x SC-D MM 2x SC-D MM 2x SC-D MM 2x ST-D MM 2x ST-D MM 2x SC-D MM

(100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s) (100 Mbit/s)
Quality of Service No Yes Yes Yes Yes No
Temperature range -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C -40°C ... 75°C
Special features - - Conformal coating - Conformal coating -

Order number 2891953 2891025 2891048 2891026 2891049 2891954

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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SFNT-Gigabit-Switches

(R |

[si=i=i=]
focoo)

FL SWITCH FL SWITCH
SFNT 5GT SFNT 5GT-C
Application area Harsh environment Harsh environment
Design Slim Slim
( Ports 5x TP-RJ45 5x TP-RJ45
(10/100/1000 (10/100/1000
Mbit/s) Mbit/s)
Quality of Service Yes Yes
Temperature range  -40°C ... 75°C -40°C ... 75°C
Special features - Conformal
coating
Order number 2891390 2891391

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Switch 1800 and 1900

Simple LED diagnosis —

High port density
i
Power supply

adapted to the
mounting location

i Automation protocols ( Q E . ; mcpgl‘IETrAlcxl' .. .

INSPIRING INNOVATIONS




Switch 1800 and 1900

= Operated with
alternating current (100
VAC ... 240 V AC) for
use in 19" cabinets

Power supply
adapted to the
mounting location

i Automation protocols ( Q E . . mcpslﬁe'rﬁlcxr

INSPIRING INNOVATIONS




Switch 1605

Flexible choice of ~ b _ Protection class
mounting location "(\ / /' P67

Trouble-free use in 1

automation networks
Power supply

also possible as
line topology

i Automation protocols ( Q E : . mcpgchETrAlcxl'
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Switch 1605

= Guarantees real-time
capability, e.g. of time-
sensitive process data,
even with high data
loads

=  Support of automation
protocols such as
PROFINET

Trouble-free use in
automation networks

i Automation protocols ( Q E . mCPgI‘IET.RICxI'
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Switch 1605

Protection class
P67

i Automation protocols ( Q E

= |P67 protection rating
makes the unmanaged
switch resistant to
external influences
such as moisture or
dust

'@ 10 [LleoNTA
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Application area
Design

Ports

Quality of Service
Temperature range

Special features

Order number

Further variants

S/

FL SWITCH 1824

Standard
1 9“

24x TP-RJ45
(10/100 Mbit/s)

Yes
0°C ... 55°C
2891041

i Automation protocols

==

FL SWITCH 1924

Gigabit
19¢

24x RJ45
(10/100/1000
Mbit/s)

Yes
-25°C ...75°C

2891057

<

/

FL SWITCH 1605
M12

Field
Wall mounting

5x M12
(10/100 Mbit/s)

Yes
-40°C ... 70°C

Degree of
protection IP67

2700200

A
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Secure remote maintenance

Encrypted i
communication with the
machine or plant

Integrated Firewall

No modification of the Optimized designs for
machines and plant — different industrial

no software needed applications .

Scalable 1

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Secure remote maintenance

Encrypted
~__communication _
with the machine ° VPN connection
or plant = |psec protocol
= Encryption according
to Advanced
Encryption Standard
(AES)

i Automation protocols ( Q E . mCPgI‘IET.RICxI'
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Secure remote maintenance

i Automation protocols (

A

Optimized
designs for

— different

industrial
applications

k-3

= Slim
= Flat
|
= PCI(E) -
QO LEEFE O
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Secure remote maintenance

= From one temporary
VPN tunnel up to
several thousand
simultaneous VPN
connections

= From a simple VPN
router up to a
professional security
appliance with
intelligent diagnose,
alert and firewall
functions

Scalable

i Automation protocols ( Q E . mCPgI‘IET.AICxI'
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Secure remote maintenance

FL MGUARD FL MGUARD TC MGUARD FL MGUARD FL MGUARD
RS2000 TX/TX RS2005 TX VPN RS2000 3G RS4000 TX/TX RS4000 TX/TX-
VPN VPN VPN P
VPN tunnel 2 2 2 10 10
optionally expandable No No No up to 250 up to 250
Firewall 2-Click-Firewall 2-Click-Firewall 2-Click-Firewall Multifunction Multifunction )
firewall firewall
Integrated switch 5-Port 4-Port - -
unmanaged unmanaged
Special features - - Mobilfunk - ATEX, IECex
approvals
Extended functionalities No No No Optional Optional
Order number 2700642 2701875 2903441 2200515 2702259

i Automation protocols ( Q E

@ 0 [LlebNrAdt
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Secure remote maintenance

VPN tunnel
optionally expandable

Firewall

Integrated switch

Special features

Extended functionalities

Order number

FL MGUARD
RS4004 TX/ DTX
VPN

10
up to 250

Multifunction
firewall

4-Port managed

DMZ-Port

Optional

2701877

i Automation protocols

TC MGUARD
RS4000 3G VPN

10
up to 250

Multifunction
firewall

4-Port managed

WAN, mobile
phone network

Optional

2903440

€ 0O

i

R a Y
‘1= /

FL MGUARD
GT/GT VPN

10
up to 250

Multifunction
firewall

Gigabit, SFP,
maritime approval

Optional

2700198

=

FL MGUARD
PC14000 VPN

10
up to 250

Multifunction
firewall

PCI format

Optional

2701275

|
¥

FL MGUARD
PCIE4000 VPN

10
up to 250

Multifunction
firewall

PCIE format

Optional

2701278

mPH(ENIX
CONTACT
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Remote access via internet and mobile phone
network

Universal data links —
worldwide and control-

highly flexible site independant

networking

Long range and high

Robust hardware for data throughput ;

harsh industrial |
environments

Alarm via e-mail or SMS

€ O = O 0 [LeoNAG
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Remote access via internet and mobile phone
network

Long range and
—— high data
throughput

€ 0O =

@ 0 [LlebNrAdt

Mobile highspeed data
links up to 150 Mbit/s
via 4G LTE networks

Mobile data links up to
21 Mbit/s via 3G
networks

Industrial ADSL
broadband connections
according to Annex A,
B and J with up to 25
Mbit/s

INSPIRING INNOVATIONS




TC Router

Function

Mobile radio Interface
Transmission speed
Switching inputs and
outputs

General

Order number

TC ROUTER 3002T-
4G

Industrial 4G router
European version

4G

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail
transmission

2702528

W
TC ROUTER 3002T-
3G

Industrial 3G router
European version

3G

21 Mbit/s HSPA
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail
transmission

2702529

<

TC ROUTER 2002T-
4G

Industrial 4G router
European version

4G

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT

SMS and e-mail
transmission

2702530

A

"

i 1'/

TC ROUTER 2002T-
3G

Industrial 3G router
European version

3G

21 Mbit/s HSPA
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT
SMS and e-mail
transmission

2702531

o

é

TC ANT MOBILE
WALL 5M

Multiband mobile
phone antenna with
mounting bracket for
outdoor installation,

5m antenna cable
(SMA)

2702273

mPH(ENIX
CONTACT
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TC Router

Function

( Mobile radio Interface

Transmission speed

Switching inputs and
outputs

General

Order number

verizon’

TC ROUTER 3002T-4G VZN

Industrial 4G router
USA

For communication in Verizon Wireless

mobile network

4G
150 Mbit/s LTE Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail transmission

2702532

<

TC ROUTER 3002T-4G ATT

Industrial 4G router

USA

For communication in AT&T Wireless
mobile network

4G
150 Mbit/s LTE Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail transmission

2702533

A

==

TC ANT MOBILE WALL 5M

Multiband mobile phone antenna with
mounting bracket for
outdoor installation,

5m antenna cable (SMA)

2702273

@ 0 [LlebNrAdt
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Extension of complex IT networks

Status and 1 Economical Ethernet
diagnostics communication i
display

Managed and 1
unmanaged extenders in
one network

Remote diagnostics of
all devices and paths

1

Replaceable 1

surge protection

<€ O = O 0 [LeoNAG
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Extension of complex IT networks

Economical = Distances up to 20
—— Ethernet kilometers
communication

= Using existing two-wire
cables

= Expanding the system
during operation

< O ¥ @ 0 ReoRiAa
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Extension of complex IT networks

= Easy installation via
Plug-and-Play

= Automatic topology
and data rate
recognition

= Diagnostics of all
devices and paths via

Managed and
unmanaged extenders in
one network

« O = OO LleoNAa @
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@

= Multi-stage signaling
and remote signaling of
the protective devices
via SNMP, e.g.

= Performance limit
reached,
replacement
recommended

= QOverloaded,
replacement
required

« O ¥ OO LleoNAa @
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Extension of complex IT networks

= Automatic alarming via
SNMP

= Point-to-point, line and
ring topologies

R_emote : = Data rates up to 30
diagnostics of all :
: — Mbit/s
devices and
paths

< O ¥ @ 0 ReoRiAa
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Extension of complex IT networks

{ i

TC EXTENDER 2001 ETH-2S TC EXTENDER 4001 ETH-1S TC EXTENDER 6004 ETH-2S

.y
] o

Function Unmanaged Ethernet- Managed Ethernet-Extender Managed Ethernet-Extender
Extender

Topologies Ring, line, point-to-point Point-to-point Ring, line, point-to-point

Replaceable surge No Yes Yes

protection

Diagnostic indicators LEDs LEDs Display

Ports 2x SHDSL, 1x Ethernet 1x SHDSL, 1x Ethernet 2x SHDSL, 4x Ethernet

Order number 2702409 2702253 2702255

€ O = O 0 [LeoNAG
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Industrial Bluetooth — FL EPA 2

i

- Various i
Interference-free | application areas

parallel operation with
WLAN networks

Integrated special
antennas for
reliable wireless
connections

—— Quick and easy startup

Optimized for operation
in PROFINET networks

<€ O = O 0 [LeoNAG
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Industrial Bluetooth — FL EPA 2

= Point-to-point
connection (Cranes,
traveling bridge
collectors, robots)

= Multipoint connection
(I/O components,
Various scanners, PCs)

application areas

et \:‘a
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Eihernec i ) («

Safety via
Bluetooth QL

s
I
N
—r
—
Nal ot
Ethernet/PROFINET

A
D
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Industrial Bluetooth — FL EPA 2

= Adaptive frequency
hopping (AFH)

= |Low emission mode
(LEM)

= Black channel list
(BCL)

Interference-free
parallel operation with
WLAN networks

<€ O = O 0 [LeoNAG
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Industrial Bluetooth — FL EPA 2

Function

Antenna

Frequency band
Connection type

Degree of
protection

Temperature range

Order number

FL EPA 2 (BT Mode)

Bluetooth Ethernet Client
Adapter

Internal panel antenna

2,4 GHz
M12 connection
IP65

-40°C...65°C
1005955

<

FL EPA 2 RSMA (BT Mode)
Bluetooth Access Point

Omnidirectional antenna
supplied as standard

2,4 GHz
M12 connection
IP65

-40°C ...65°C
1005957

A

FL BT EPA 2

Bluetooth Ethernet Client
Adapter

Internal panel antenna

2,4 GHz
M12 connection
IP65

-40°C ...65°C
1005869

@ 0 [LlebNrAdt
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Industrial Bluetooth — FL BLE 1300

: GATT

Protection class
IP65 ’

—— Status LEDs

Bluetooth
LowEnergy

Up to 8 sensors via TCP i

<€ O = © @0 [LeoNiad

INSPIRING INNOVATIONS




Smart vice with
Bluetooth LE Sensor

FL BLE 1300

TCP
command

< O ¥ OO LleoNAa @
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344

Sensor

Read

Notification

Measured values >
—
Dealing with
: - measured values

Data structure

Measured value

GATT
Server

Actuator

. h %
-—

Data structure

GATT-Server

A

=

Application

GATT-Client

OO LleoNAa @
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Industrial Bluetooth — FL BLE 1300

a/

Function

Antenna

Frequency band

Degree of
protection

Temperature
range

Order number

FL BLE 1300
Bluetooth LE 5.0
wireless module

Internal antenna

2,4 GHz
IP65

-40 °C ... 65 °C

1118418

@ 0 [LlebNrAdt
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Industrial WLAN 1100 & 2100

Integrated antennas and ” s .

wireless module in one single o~ . o -

device Reliable communication
o thanks to MIMO technology

PHCGENIX
CONTACT
WLAN 1100

(N Emm

( ; T N )

Easy to mount

All-in-one-

L solution

Video ( Q E . mcpchETNAIer
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Industrial WLAN 1100 & 2100

= Interruption-free

roaming
Reliable [eHE
thanks to MIMO == ‘
J_J:HA.‘?HI_‘I_%I HIH !W

technology

i

<€ O = © @0 [LeoNiad
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Yy
S
| T

() () (NR)

“".4 WLAN 5110 WLAN 5110 WLAN 5110
I J Access Point Access Point Access Point

Industrial Ethernet / Profinet

Roaming Roaming

7 @) e

WLAN 1100 WLAN 5110

| Client Client WLAN 1100
e Client = =

« O = OO LleoNAa @
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Industrial WLAN 1100 & 2100 - Integraded antennas

and wireless module in
one single device

= Single-hole mounting
directly on machines,
mobile vehicles or
control cabinets

T W = Shockproof according
¥ to K08

g

mPHGNIX
CONTACT
WLAN 1100

All-in-one-
solution — |

<€ O = O 0 [LeoNAG

INSPIRING INNOVATIONS




Industrial WLAN

Extremely robust
housing, shockproof in
accordance with IKO08, 7
Joule at -50°C

Protection Class IP 54
Powerful WLAN Board

802.11a/b/g/n
Dual band, 2,4 & 5 GHz

Special antennas
For fast and reliable )
communication

Powerful Access Point
Linux operating system

Biiiiiidiii

<€ O = OO [Leonird @
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Industrial WLAN

Power connection
Push-in

O iiiididiii

Ethernet connection
Standard RJ45

00D BTZ O
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Industrial WLAN

M32 inside thread
For optional IP67-connection ?"40 external thread
adapter or mounting

(if not mounted on cabinet)

Seal
up to IP67

€ O = D@ [LcoNiad
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Industrial WLAN

Fast and easy connection
thanks to single-hole
mounting

contact @ 10

INSPIRING INNOVATIONS




Industrial VWLAN

e
e

Fast and ec
thanks

Quick fastening®

OO« Llcontaa ® D

INSPIRING INNOVATIONS




Industrial WLAN

.
IR
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Industrial WLAN

« O ¥ OO LleoNAa @
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Industrial WLAN 5010

External antenna connections
for the flexible use of
antennas

Compact design — also suitable
for control boxes in the field l

Powerful WLAN

Secure and compatible ——

. |EEE 802.11n
module for more
range

Cluster i
Management

Video ( Q E . mcpchETNAIer
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Industrial WLAN 5100

— Compatible with

standards IEEE
802.11 a/b/g/n

_ Quick and
easy startup

= Cluster Management

WLAN network
Configuration !)D JAssembly 1 !)D
e a3
| S
Industrial Ethernet |
)
\
\\

O 0 ReoRaa
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WLAN network
,Assembly 1* )>>

Industrial Ethernet

A

k-3

OO LleoNAa @
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Industrial WLAN 1010 & 2010

<

Compact and flexible mounting

Connection for
external antennas

<

A

Temp 0°...60°C

High security
through two virtual
access points and IP
filters

@ 0 [LlebNrAdt
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Industrial WLAN 1010/2010

= Can be easily
configured by a PC or
PLC via a REST-API or

Easy control through the SPS .
| = controlled during
runtime

i WLAN 1010

Ord. No 0001088872 o :\' :
SIN i

2034564650

<€ O = © CONTACH
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(S
wt i http CLI command
""% F Configuration & controlling B T
ol =
B
_— WLAN 1010
Controller
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Industrial WLAN

Function

Antenna

Wireless standard

Frequency band
Connection type
Degree of protection
Temperature range

Order number

i, v ‘.o?

FL WLAN 1100
(Europe)

FL WLAN 1101
(USA, Canada)

Wireless access point and client

2 x integrated Antennas
with MIMO technology

IEEE 802.11 a/b/g/n

2,4 and 5 GHz
RJ45
IP54 above, IP20 below
0°C..60°C
2702534 2702538

<

i W (‘v’

FL WLAN 2101
(USA, Canada)

FL WLAN 2100
(Europe)

Wireless access point and client

2 x integrated Antennas
with MIMO technology

IEEE 802.11 a/b/g/n

2,4 and 5 GHz
RJ45
IP66/68 above, IP20 below
-40°C ... 60 °C
2702535 2702540

A = e
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Industrial WLAN

FL WLAN 1010 FL WLAN 1011 FL WLAN 2010 FL WLAN 2011

(Europe) (USA, Canada) (Europe) (USA, Canada)

Function Wireless access point and client Wireless access point and client
Operating modes Access Point, Client, Access Point, Client,

2 virtual Access Points 2 virtual Access Points, Mesh
Wireless standard IEEE 802.11 a/b/g/n IEEE 802.11 a/b/g/n
Frequency band 2,4 and 5 GHz 2,4 and 5 GHz
Max. Number of 10 Clients 60 Clients
WLAN clients
Degree of protection P20 P20
Temperature range 0°C..60°C -40°C ... 60 °C
Order number 2702899 2702900 1119246 1119248
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Industrial WLAN

FL WLAN 5110 FL WLAN 5111

(Europe) (USA, Canada)

Function Wireless access point and client

Antenna 2 x external Antennas (not included in
( _scope of supply)

with MIMO technology

Wireless standard IEEE 802.11 a/b/g/n

Frequency band 2,4 and 5 GHz

Connection type RJ45

Degree of protection IP20

Temperature range -40 °C ... 60 °C

Order number 1043193 1043201

€ O = O 0 [LeoNAG
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Industrial Bluetooth

Function

( Antenna

Frequency band
Connection type

Degree of
protection

Temperature range

Order number

FL EPA 2 (WLAN Mode)

Bluetooth Ethernet Client
Adapter

Internal antenna

2,4 and 5 GHz
M12 connection

IP65

-40°C...65°C
1005955

FL EPA 2 RSMA (WLAN Mode)

Bluetooth Access Point

Omnidirectional antenna
supplied as standard

2,4 and 5 GHz
M12 connection
IP65

-40°C...65°C
1005957

=
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Media conversion

Maximum
interference immunity;,

FOT: Maximum
transmission distances
with an extremely high
data rate

Link-fault-pass-
through function:
constant connection
monitoring

—— approved for zone 2

=
z
=
o
-]
-]
~N
4]
=
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Media conversion

FL MC FL MC FL MC FL MC FL MC 2000T FL MC 2000T

1000 SC 1000 ST 2000T SC 2000T ST SM20 SC SM40 SC
Transmission Multimode fiberglass Singlemode fiberglass
SO SC duplex B-FOC (ST*) SC duplex B-FOC (ST*) SC duplex
method )
Temperature range 0°C...+60°C -40°C...+75°C
Range Up to 9.6 km Up to 20 km Up to 40 km
Light wavelength 1310 nm
Special features Store-and-forward or pass through mode can be selected via DIP

Auto negotiation and MDI (x) switch with a short latency time of 835 ns. They can therefore be
used for realtime Ethernet protocols

Order number 2891320 2891321 2891315 2891316 2891317 2891318
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Media conversion

Transmission

( Connection method
Temperature range
Range
Light wavelength

Special features

Order number

v &1 <
i/ 1/
FL MC EF 1300 FL MC EF 1300 FL MC EF 1300 FL MC 2000E
MM SC MM ST SM SC Aol SM40 LC
Multimode fiberglass S|_nglemode Multlmode Sl_nglemode
fiberglass fiberglass fiberglass
SC duplex B-FOC (ST¥) SC duplex LC duplex
-40°C...+65°C -40°C...+75°C
Up to 10 km Up to 36 km Up to 9.6 km Up to 40 km
1310 nm
LFPT and FEF diganostic functions, auto negotiation and Accordance to IEC 61850/IEEE1613
auto MDI (x), backplane bus for redundant or alternative 4 kV insulation voltage, high EMC
power supply protection
2902853 2902854 2902856 2891056 2891156

€ O = O 0 [LeoNAG
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Media conversion

FL MC EF FL MC EF WDM-A FL MC EF WDM-  FL MC ETH/FO FL MC EF 660

WDM-SET SC SC B SC 660 T SCRJ
Transmission Multimode and single mode fiberglass Polymer fiber PCF
Connection method SC simplex SC-RJ
( Temperature range -40°C...+65°C -20°C ...55°C
Range Up to 38 km Up to 100 m
HeEnt e 1310/1550 nm 660 nm
Special features T-coupler with two
Converters FO connections Single-port
Aand B COMEMET A CEMENE = and two RJ45 media converter
sockets
Order number 2902660 2902658 2902659 2313164 2702944

€ O = O 0 [LeoNAG
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Software

1 FLNETWORK MANAGER:
Network startup and
monitoring

SNMP OPC Products: 1
—— Linking of standardized
protocol types

@ 0 [LlebNrAdt
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- i
1
Initial IP assignment
Via BootP, DHCF, DCP O & A — Multi Device Firmware Update
':-.' Easy Firmware update for many devices in
— parallel, thanks to the integrated TFTP server

- “ — Configuration File Handling 1
// a» Simple up- and download of configuration files for
back up and reconfiguration

1

lu- A3 aeas HASAAID N |
wepLy SaoAnIDNg T1d
B
vw®
C\
e

|
0
Multi Device Configuration ¢ FL Network Marager
Quick configuration of same parameters for é’ Network startup and m
different devices in parallel ; # Pg,?{,{'c’f-. ¢
1 _ -
SNMP based Scripting Topology overview 1
SNMP configuration and information Static topology overview with focus on
independend of device vendor redundancy systems (RSTP, MRP....)
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Initial IP assignment

BOOTP/DHCP SERVER H A X

192.168.0.111 Ethemet 2 [ | Cplions T ieal d’
| MAC address | IP address | Protocol | Status | Reserved | Lease expires |
| 00:AD:45:0B:TE:6D | 192.168.0.1 BOOTP [P assigned
BOOTP/DHCP Reservations Wi RE%
LE T : I
! MAC address IP address Subnet mask Default gateway
D0-AD:45.0B:7E6D 192.168. 0 . 1 255.255255.0
Enter MAC

| oniine v|
‘ ‘ Time Stamp ‘ Code | Description

W 27.09.2016 13:22:42 BOOTPDHC BOOTP reply to client (MAC address: 00:A0:45:27:AD:6F) with IP address 192.168.200.14 sent
@ 27.09.2016 13:23:19 BOOTPDHC BOOTP request from client (MAC address: 00:A0:45:27:AD:6F) received

@ 27.09.2016 13:23:20 BOOTPDHC BOOTP reply to client (MAC address: 00:A0:45:27:AD:6F) with IP address 192.168.200.15 sent
@  27.09.2016 13:24:01 BOOTPDHC BOOTP request from client (MAC address: 00:A0:45:08:55:F7) received

W 27.09.2016 13:24:02 BOOTPDHC BOOTP reply to client (MAC address: 00:A0:45:08:55:F7) with IP address 192.168.200.14 sent

@ 27.09201613:24:11 BOOTPDHC BOOTP request from client (MAC address: 00:A0:45:5F:F6:69) received

W 27.09.2016 13:24:12 BOOTPDHC BOOTP reply to client (MAC address: 00:A0:45:5F .F6:69) with IP address 192.168.200.191 sent

€ 0O =

Initial IP assignment via
BootP/DHCP/DCP

= All needed server
integrated

= |P address, subnet
mask and gateway

= Detailed status
information

= Detailed logging

ol B
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Multiple Firmware Update

Firmware Update

~ Update firmware on the selected device(s)
%' Select the TFTP server and the firmware file for each device type.

@® Local TFTP server
) Remote TFTP server

IP address:
Type File Name
FL SWITCH MCS 16TX ~
FL SWITCH 7008-EIP EUPL-EN.pdf

FL_NAT_SMN_v3_25 bin
FL_SWITCH_3000_4000_v1_22 bin
FL_SWITCH_3000_4000_v1_30.bin
fi_switch_7000_v1_21.bin
fi_switch_7000_v2_00_00.bin
FL_SWITCH_GHS_02_62_00.stk
FL_SWITCH_GHS_03_00_00 stk
I_swilch_irl_v2_00.bin
swilch_irl_v2_01.bin
FL_SWITCH_LM 3_49.bin

FL SWITCH MCS v4 77 bin

Update Cancel

‘ | Time Stamp Code Description
W 27.09.2016 14:05:07 UPDOGO3 Successfull firmware update on the device with ip-address 192.168.200.205. Old version: 4.77. New version 4.90
CD" 27.09.2016 14:06:29 TFTPOOOT The device 192.165.200.205 requesis the local TFTP server to write the file 'C:\Users\PubliciDocumenis\FL NETWO...
W 27092016 14:06:28 TFTP0003 TFTP request from device 192 165200 205 accepted TFTP server started to write the file 1o the device
@ 27.09.2016 14:06:34 TFTPO012 Transfer of file 'FL_SWITCH_MC3S_v4_77.bin' compleied
W 27.09.2016 14:08:27 UPDOG03 Suctessfull firmware update on the device with ip-address 192.168.200.205. Old version: 4.90. New version 4.77

€ 0O =

Easy update for different
Switches at the same
time
= Needed server
integrated

= No need to think
about topology

= Roll picker to
choose the right
firmware

= One click to start all
updates

= Progress bar for
firmware
transmission

mPH(ENIX
CONTACT
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Configuration file handling

Read Cenfiguration >
Read configuration from the selected device(s)

“ Select the TFTP server and start reading the configuration files.

(® Local TFTP server

() Remote TFTP server

IP address

Write Canfiguration
q; Write configuration to the selected device(s)

u Select the TFTP server and the configuration file for each device.

@ Local TFTP server
) Remote TFTP server

Read Cancel IP address

Type i File name |

192 168.1.9 (FL SWITCH 2005) | - |

192.168.1.7 (FL SWITCH 2206-2FX-ST) || 192.168.1.3_08-15_102972cq
192.168.1.4_08-15_102922.7og
182.168.1.6_08-15_102922 feg

182 168 4.3_09-19_092213 fog

182 163 4.4_00-19_092213.cg
192.168.10.150_01-11_135256.fcg
192.168.10.150_06-20_105721 fcg
192.168.10.151_01-11_135256.fcg

182 163 10.151_06-20_105721 fcg

182 163 10.152_06-20_105721 feg
FL_SWITCH_2000_v2_01_withBL110.kin
FL SWITCH GHS 03 30 00tk

192.168.1.6 (FL SWITCH 2207-FX SM}

92 168:1.3 (FL SWITCH 2005,

< 0O

Comfortable mechanism
for up and download of
configuration files

= Back up the
configuration

= Timestamping

= The up or download
will be executed with
a few clicks

@ 0 [LlebNrAdt
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MDC for easy network start up Multi Device
Configuration (MDC)

= Clearly arranged

(Rapid) Spanning Tree Fast Ring Detection Large Tree Support Status Category ¥

| ' = arameter
activated @ Clone Default p H
actvated —grerrer categories
activated = activated Alarm Contacts
(M Exit multi configuration mode - Set Of Slngle

Metwork Redundancy

Systemname Typ | Status | Anzeigename parameters (eg
e e RSTP activation)

- [_['] Clone .
EMExphectng2017 i ret for several devices
EthExpMeeting2017 ) .

=r Fill with suffix at the same tlme
() Exit multi configuration mode
= Suffix and Preffix
Subnetzmaske Standard-Gateway Systemname Typ .
! —— for easy namin
= o | Y TETS
255-255'255-0 hoso00 ‘ - Conseq Utive
i - § B 255.255.0.0 | .
C 255255255.0 numberlng for IP-
(M) Exit multi configuration mode pa ra meter

376 ( Q E . mcpgﬁrwcxr
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SNMP based Scripting for SNMP devices Extensive functions

= Configuration and

e - I diagnostic for
Seript code eve ry S N M P

| Script code deVICe

i

2 // writes the value systemnams (administratively-assigned name) for the deviece

3§ SET ("1.2.6.1.2.1.1.5.0" ,OceeeSering; 'EfhExpMecting20i? ") ;

= SET and GET
5 S/ writes .a simple text into the output window

6 WRITECONESOLE ("Device Name:'): d
comman

g

[/ reads the wvalue systemname (administratively-assigned name) Ffor the device

g BET('1.3.6.1.2.1.1.5.0',DetetScring);

= Loops and
branches

= % |29 Options
04.10.2017 The script Script Devicename is started. Ca” SCrI pt In Scrlpt
04.10 7 ) 1.1.5.0. Value: EthExpMeeting2017
command
04.10.20 10:38:22: . OID: 1.3.6.1.2.1.1.5.0. Value: EthExpMeeting2017
4.10.2017 A5.220.2 Tt AL om0 Trndoacun.ome—oanmel i successfully.

() Kopieren = Command for
structuring the

¢ output

F;;g Export console tabs to * txt files

377 ( Q E ) . mCchNET.AICxl'

INSPIRING INNOVATIONS




Topology Overview

i S \”\ v,\ =] d .
= 0 A e ‘_ —— 5] : evices
e A T T A /1N !
™ = 4l \ / | \\ saans = Views for different
2 \\\ | o e redundancy
i ) \ \ mechanisms with
|
J i 7 raphical detail
L1 WIS B information
3| / \7\ sl \2\\7\
P rl | W = Easy topology
B e g s comparison between
) s S0, 5 REE saved and online
T

Static Network Topology
= Graphical overview

= Detection of
switches and end

topology, thanks to

different colours

k-3
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[ FL NETWORK MAMAGER BASIC - FLNetMan.netmx® — x
File Edit Exiras Window Help

—— [(DESRTA

Eihemnel Device 192.168.200.18 - 00.A0:45.08:35:72

Eihemet Device 192.168 200.17 - 00-A0:45.08:31:9A

Ethernet Device 192.168.200.22 - 00:A0:45:B3:AF BE

FL SWITCH T008-2FX-EIP Elhernel Device BOOTP/DHCP scan

192168 200 21 - 00 A0 45°AD 1F:C1 o EEETERSEEN.

PLANT Project X COMPONENTS
d Project (20 of 20) Online Devices  BOOTP/DHCP . = BoxE Sean I
192 168.200.233 - Ethemet Device ———
192.168.200.17 - Ethernet Device Online Devices - & x [|v B Devices (s org)
11 192.168.200.237 : FLSWITCH MM HS| -
B21152.168.200.238 : FLSWITCH MCS 4| x L T I 5 Local
192 168.200.20 - Ethemet Device 24 enfries Last scan on 27.08.2016 13:57:22 ¥ [ Ethemet (2 0f 2)
BE1152.168.200.10 - FL SWITCH MCS 15 ~ Al E Factoryiine Ethemet (5 of 6)
s R e plesck | Potil sty | Home otin Trpe Status | Display Name (Online) ¢ [[mmenmma S Nnie SHMpocon @00 - © i Switch (6 of &)
[7192.168.200.7 - FL SWITCH GHS 126 2852550 | | mmhs.gerdde rLswircHmMMbs | | ] Select anline device here ] Enable @ | FL SWITCH 3008 Rey. »= 00/1 7]
I 192.168.200.1 - FL SWITCH SMCS 8| 255.255.0 mes.gerd FLswicHMES 167X [ | Timeout (msy (@ | 3000 B FL SWITCH 7008-EIP Rev. >= 0]
{1100 06 - Etemet Doince 2552550 f-swilch-mes- 14626 FLswircHmos teTx | [ | 192168.2002  00:A0450SSEFE 255.255 255 0 Netodcadapter: | 1 132 = lit z::;;: :';‘z :z:’f;“ >:‘
192.168.200.15 © Ethemst Device = s >
152155.200.16 - Ethemet Device 255.255.0 fl-switchirt-be-3pof Ethemnet Device M 19218320020 00:20:45:03:03.04 255255255 0 R
192.153.200.4 - Ethemet Device Y | 192168178200 00:0E0C50.C7:30 | 2652552550 1492l B pep scan 1] FL SWITCH SMCS BGT Rew »=
[l 192.168.200.3 - FL SWITCH 7008-EIP 255.255.0 fl-switch-mes-stempunkt FL SWITCH MCS 16TX D 182 168,200.10 - 00:A0-45:07.:8F A9 2552552550 Enable ()
TR el Tiedon 2552550 | 1921662001 FLSWITCH MCS 16TX rLswrcHmcsters | ] | 152168200205 00A0as038955 | 2552552550 1920 | N oo apter ™
192.168.200.19 : Ethemet Device
A B TS 255.255.0 FL SWITCH SMCS 86T rLswrcHsucsaeT | [ | 19216820011 00:A0:45:0A02D5 2552552550
192.168.200.21 - Ethernel Device 255255.0 FLNAT SM Ethemet Device A | 192168200233 00A0as:ADRATC | 2552552550 Ping scan
ARLIGOII T Elhomel Howice 2552550 | 1924682001  FLMGUARD RS 2000 Ethemet Device 162.168.200.6 : 00:A0:45D6:62EB 2552552550 19211 3
Enable @
[21152.168.200.2 - FL SWITCH MCS 16T =
4574686572 6E 65 742D 4T6572E4T4  Ethemet Device M | 19216820016 - 00:h0:45:08:55F7 Timeout (ms): @
FL SWITCH LM 5TX Ethernet Device M 19216820015 : 00:a0:4527:ADSF
Mazimum concurrent requests: (
FL SWITCH 7008-EIP FL SWITCH 7008-EIP [ te2.1682003: 00:a0:45:0A D965
255.255.0 FL SWITGH 3008 Efhemet Device M 1921682004 00:8045.61:01.59 255.255.255.0 | IsEnabled | sta

TFTP SERVER

I L] || Sear I

‘ | Time Stamp ‘ Code ~ ‘ IP address Progress Actiol
27.09.2016 14:03:24 TFTP0012 Transfer of file f_switch_7000_v2_00_00.b
© 7092016140336 UPDD001 Firmiware image fl_switch_7000_v2_00_00.
@ 2002016140507 UPDO003 Successfull firmware update on the device |
@ 27092016 140620 TFTROOOT The device 192.168.200.205 requests the Ic
@ 2roo2016140629 TFTPO0DS TFTP request from device 192.168.200.205

@ 2709201614064 TFTPOO12 Transfer of file FL_SWITCH_MCS_v4_77. r:
)] < >
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Software
= Easy converting of

SNMP in OPC

= Converting of SNMP
variables and alarms

= Easy start-up thanks to

: Linking of preconfigured profiles
; . ﬂfi;,j - — standardized protocol
iﬂ\\; ol - types

<€ O = O 0 [LeoNAG
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FOUNDATION

Simple Network Management Protocol

OO LleoNAa @

INSPIRING INNOVATIONS




Software

Function

Language
Base

Order number

FL Network Manager
Basic

Configuration and
monitoring of network
components

English
SNMP
2702889

@ 0 [LlebNrAdt
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Software

Function

Language
Base

Order number

FL SNMP OPC SERVER V3 -

Monitoring and configuration of SNMP-
capable equipment in HMI and SCADA
systems

German and English
Conversion of SNMP in OPC
2701139

FL SNMP OPC SERVER V3 LIC 100

Extension license for 100 devices for the
SNMP OPC server

2701138

@ 0 [LlebNrAdt
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Device server

Connects devices with i
an RS-232, RS-422 or — R ~ Simple configuration and

RS-485 serial ] built-in diagnostics
interface to a LAN

L ’—|_ 256-bit AES encryption
User authentication for secure transfer of

to prevent — sensitive data
unauthorized access

< O ¥ @ 0 ReoRiAa
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Serial Device Server

k)

o

\‘, ,—’i/ n: 4 !I ) !1_.'1:1/
FL COMSERVER FL COMSERVER GW DEVICE GW DEVICE GW DEVICE GW DEVICE
BASIC BASIC-T SERVER 1E/1DB9 SERVER 1E/2DB9 SERVER 2E/2DB9 SERVER 2E/4DB9
Protocol Protocol transparent )

Ethernet interface 1x RJ45 1x RJ45 2x RJ45

Serial interface
(RS-232/422/485) 1x D-SUB 9 1x D-SUB 9 2x D-SUB 9 4x D-SUB 9

. ATEX. UL L
Special features (Class I, Division 2) ATEX, IECEXx, UL (Class I, Division 2)
Order number 2313478 2904681 2702758 2702760 2702761 2702763

< O @ 0 [LlebNrAdt

INSPIRING INNOVATIONS




Gateways

Protocol

<

Ethernet
interface

Serial interface
(RS-
232/422/485)

Special features

Order number

o ) 4 & # L
S s ., T - o
N I | ' N L 1} ns - - | o L LI L L)
B | / Y 1 "W/ 4 it/ LR W
FL FL GW GW GW GW GW GW GW GW
COMSERVER COMSERVE MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS
UNI R UNI-T TCP/RTU  TCP/RTU TCP/RTU TCP/RTU  TCP/ASCIl TCP/ASCIl TCP/ASCIl TCP/ASCII
1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9 1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9
Modbus/RTU to Modbus/TCP RAW, ASCII to Modbus/TCP
1x RJ45 1x RJ45 2x RJ45 1x RJ45 2x RJ45
1x D-SUB 9 1x D-SUB 9 2x D-SUB 9 4x D-SUB9 1x D-SUB9 1x D-SUB 9 4x D-SUB 9
ATEX, UL ATEX, IECEX,
(Class |, Divisson 2) UL (Class I, Division 2)
2313452 2904817 2702764 2702765 2702766 2702767 2702768 2702769 2702770 2702771
¥ ¢ N . mPH(ENIX
CONTACT
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Gateways

Protocol

Ethernet interface

<

Serial interface
(RS-232/422/485)

Special features

Order number

& = L & $ E & a8 &
' H . e . e .”.. "
':’/f '- . = ﬂl“: / ‘: 4 ' / m 5 / ._]!1}
GW PN/ASCII GW PN/ASCII GW PN/ASCII GW PN/ASCII GW EIP/ASCII GW EIP/ASCII GW EIP/ASCI GW EIP/ASCII
1E/1DB9 1E/2DB9 2E/2DB9 2E/4ADB9 1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9
RAW, ASCII to PROFINET RAW, ASCII to EtherNet/IP
1x RJ45 2x RJ45 1x RJ45 2x RJ45
1x D-SUB 9 2x D-SUB 9 2x D-SUB 9 4x D-SUB 9 1x D-SUB 9 2x D-SUB 9 2x D-SUB 9 4x D-SUB 9
ATEX, IECEXx, UL (Class I, Division 2)
1021080 1021058 1021056 1020882 2702772 2702773 2702774 2702776
¥ ¢ Q . mPH(ENIX
CONTACT
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Gateways

Ether'et/IP  #iModbus 0 W ' B W
ay N/ (4 W/
GW GW
G";’EF;:'I’)‘;%C" PN/ASCII  PN/ASCII GV;’;%‘;SQC"
1E/2DB9 2E/2DB9
Protocol Modbus to Ethernet/IP
= lieie. 1x RJ45 2x RJ45
interface
Serial interface
(RS- 1x D-SUB 9 2xD-SUB9 2xD-SUB 9 4x D-SUB 9
232/422/485)
Special features ATEX, IECEXx, UL (Class |, Division 2)
Order no. 1062540 1062423 1062380 1062388

< O @ 0 [LlebNrAdt
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TIMESERVER NTP

1 Receives accurate geo-
location information

i Time synchronisation

k-3

Supports Power over
— Ethernet for one cable
operation

. IP67/68 outdoor housing
with integrated antenna

O 0 ReoRaa
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TIMESERVER NTP

= GNSS receiver for
GPS, Galileo and
GLONASS

= NTP time server for
Ethernet networks

Receives accurate geo-
location information

= Precise position
determination via web-
based management,
SNMP, NMEA or JSON
streaming

<€ O = © @0 [LeoNiad
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TIMESERVER NTP = Accurate time

synchronization of
Ethernet devices in a
network via NTP
protocol

= No Internet access
necessary for more
security

Time synchronisation

< O ¥ @ 0 ReoRiAa
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%

S

GPS, Galileo and
GLONASS

Remote station

Service PC

PoE

FL TIMESERVER NTP

reference

PoE Switch

HMI

OO LleoNAa @
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TIMESERVER NTP

TIMESERVER NTP

Type FL TIMESERVER NTP
Temperature range -40°C...+70°C
Order number 1107132
Description NTP timeserver with GNSS

receiver

@ 0 [LlebNrAdt
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Smart Camera Box

Integrated fiber i
optic splice
cassette

(Variants)

g T T

Enhanced PoE
functionalities

-

-

Ly '
L
e
o
.
AN ¢
Uk
-
-
-
s

Management functionality:
Network management All-in-one device i
PoE management i

i Automation protocols ( Q E . m

INSPI

2 x fiber optic SFP
‘ 2 x Standard
L Sabotage Alarm 1

i Uplink to video center

Ethernet

PHCENIX
CONTACT
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Smart Camera Box

Enhanced PoE
functionalities

i Automation protocols

TN T

YT

Full control and
monitoring through PoE
management
functionalities

Automatic restart of
malfunctioning cameras

Prevent overload through
power budget
information

Alarm message when
temperature or power
budget is exceeded

ve

EET

mPH(ENIX
CONTACT
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Smart Camera Box

Integrated fiber R

optic splice
cassette

k-3

TR

YT

= No additional splice
box needed

= Secure connection of
all fiber optic cables

= Enhanced cable
routing inside the box

Smart Camera Box 4_ \
Installation - Splice Box -4

Iemgrosed PO aphee censene

OO RGO
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Smart Camera Box
Installation - Splice Box

Integrated FO splice cassette
= No additional splice box required

= Secure connection of all fibre optic cables

= Improved cable routing within the box

= |deal for direct fiber optic connection to SFP
modules and connecting field cables

crosswise.

« O ¥ OO LleoNAa @
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Smart Camera Box

= Reliable networks
Redundancy with
RSTP

= Power over Ethernet:
Flexible power
management on all
ports

ﬂ“ ‘l“' "

Management functionality:
Network management
PoE management

= Flexible configuration
options:
Web interface in
responsive design, FL
NETWORK
MANAGER support,
SNMP, CLI

YT

<€ O = O 0 [LeoNAG
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Smart Camera Box

Sabotage alarm

k-3

TN

YT

= Integrated sensor
detects whether the
door is open or closed

= Alarm message via
Ethernet as soon as
the door gets opened

= No additional
equipment needed

O 0 ReoRaa
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= All-in-one device
replaces modular
control cabinet and
saves time during
planning and
installation

Smart Camera Box

= Connects installed
cameras with the local
network to transmit
camera images to the
video server

TN T

All-in-one device

Cameras

(1’

YT

Video server

=

Smart Camera
Box

<€ O = @ CONTACH
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Smart Camera Box

el reill | s |
il { : ¢ e, 3 L 3
- EA ﬁ T b ﬁ b ﬁ

SCX 4POE 2LX SCX 2POE 2LX SCX 4POE 2T SCX 2POE 2T

Uplink ports 2x fibre optic 2x fibre optic 2x Ethernet 2x Ethernet
cable cable copper copper

PoE ports 4 2 4 2

Order number 1102626 1108543 1108542 1108544
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Modular Ethernet HART multiplexer

Transmit critical HART — Enrerimsn el B
process data over  —
Ethernet

1 HART master per
—— channel ensures
maximum update rate

Connect expansion
i modules

Access process data via i

« O = OO LleoNAa @
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Modular Ethernet HART multiplexer

__ Environmental

= -40...+70°C
= ATEX, IECEX,

UL Zone 2 @
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Modular Ethernet HART multiplexer

= Modbus TCP
= HART/IP

=  Profinet

= FDT/DTM configure with
a web browser

Access process data via

« O ¥ OO LleoNAa @
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Modular Ethernet HART multiplexer

= 4 channel HART
= 8 channel HART

= 8 channel HART with
loop supply

= 4 channel digital in/
4channel digital out

Connect expansion
modules

« O = OO LleoNAa @
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Modular Ethernet HART multiplexer

12 . w i | b
h/ L’ ~od - 4 4 wi/
Modular gateway Expansion modules
Ethernet head station
Type GW PL GW PL ETH/UNI- GW PL HARTS8- GW PL GW PL GW PL DIO4-
ETH/BASIC- BUS BUS HART4- HART8+AI-BUS BUS
BUS BUS
Order number 2702321 2702233 2702235 2702234 2702236 2702237
Description Head station Head station with 8 channel HART 4 channel 8 channel HART 4 channel digital
with Profinet, Modbus module HART module with I/O0
Modbus TCP, TCP, HART IP, module analog loop
HART IP, FDT/DTM supply
FDT/DTM
¥ ¢ N & . mPH(ENIX
CONTACT
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Remote control via Cloud

Intuitive operation of
Cost-effective entry into web interface
cloud-based remote

maintenance

Simple startup due to
configuration assistants in _I
the mGuard secure

remote service

—— Flexible communication with the
cloud via operator or 4G LTE
networks

<€ O = © @0 [LeoNiad
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Remote control via Cloud

verizon’
TC CLOUD CLIENT TC CLOUD CLIENT TC CLOUD CLIENT TC CLOUD CLIENT
1002-4G 1002-TX/TX 1002-4G VZW 1002-4G ATT
Transmission medium 4G LTE Operator‘s network 4G LTE Verizon, US 4G LTE AT&T, US
Description Industrial VPN gateway for Industrial VPN gateway for Industrial VPN gateway for Industrial VPN gateway for
mGuard Secure remote mGuard Secure remote mGuard Secure remote mGuard Secure remote
service, Cloud service, cloud service, cloud communication  service, cloud
communication via 4G LTE, communication via operator via 4G LTE, Verizon (US) communication via 4G LTE,
European version network, AT&T (US)
Special features Device configuration in mGuard secure remote service, simplified Web-Interface
Firewall No No No No
VPN Tunnel 1 VPN tunnel to the mGuard Secure remote service
Order number 2702886 2702885 2702887 2702888
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Copper-based network installation

; Fast data

360° shielding
4 concepts

transmission

Solutions from IP20 to

<

IP69K

A

— Fastassembly {

—— Wide range of plugs 1

@ 0 [LlebNrAdt
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Copper-based network installation

= No special tools
needed

= |DC und pierce fast
connection

—— Fast assembly

« O = OO LleoNAa @
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Copper-based network installation

= From RJ45 to M12

~ Wide range of
plugs

< O ) L DI o)
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Copper-based network installation

= 360° EMC shielding

= High level of resistance
to EMI and ESD

360° shielding
concepts

< O ¥ @ 0 ReoRiAa
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Copper-based network installation

= Data rates up to 10
Gbps

= Components that meet
the CAT6, standard

Fast data
transmission

<€ O = O 0 [LeoNAG
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Fiber optic-based network installation

— Wide choice of

High data rates :
versions ;

up to 40 Gbps

Integrated locking
prevents accidental
disconnection

Fast assembly in
the field

Solutions from P20 to
IP67

€ O = O 0 [LeoNAG
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Fiber optic-based network installation

Wide choice of

versions

Connection types:
= SC-RJ
= LC
= SC
FSMA
= ST

Fiber types:
= POF
= PCF
= GOF

@ 0 [LlebNrAdt
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Fiber optic-based network installation

= Professional tools

. Fast assembly in
the field

<€ O = © @0 [LeoNiad
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Patch panels

Quick and easy

mounting Shield current

monitoring

Surge protection to
ensure high system —
availability

Large selection of different
connection technologies

Wiring space covered with
front panel cover

<€ O = © @0 [LeoNiad
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Patch panels

Connection type
Description

Shielding
Shield connection
Order number

With Surge protection and
Shield current diagnosis

PP-RJ-RJ(-F)
RJ45/RJ45

Via RJ45 socket
2703015

2703020

PP-RJ-SC(-F) PP-RJ-SCC(-F) PP-RJ-IDC(-F)

RJ45/Scre

w RJ45/Push-In

8-pole,
10/100/1000 MBit/s

Directly on the DIN-rail

2703016

2703021

RJ45/IDC

Tool-free via shield current contact

2703018

2703022

2703019

2703023

@ 0 [LlebNrAdt
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Patch panels

( Connection type

Description

Shielding

Shield connection

Order number

y
|
;
b
i
M

o

BT

FL CAT5
TERMINAL BOX

RJ45/Screw

4-pole,
10/100 MBit/s

Directly on the
DIN-rail

2744610

FL-PP-RJ45-SC FL-PP-RJ45-SCC FL-PP-RJ45-LSA
RJ45/Screw spring-cage LSA-connection
connection

8-pole,
10/100/1000 MBit/s

directly on the DIN rail or optionally via RC combination

Bracket clamp with screws
2901643 2901642 2901645

<€ O = O 0 [LeoNAG
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Patch panels

Connection type

Description

Shielding

Shield connection

Order number

FL-PP- FL-PP-RJ45/
RJ45/RJ45 RJ45-B
RJ45/Screw RJ45/Screw
8-pole, Extended temperature
10/100/1000 range -40 °C ... 85 °C,
MBit/s narrow width
Directly on the
DIN rail or . .
optionally via RC Continuous shield
combination
Via RJ45 port
2901646 2904933

FL-PP-RJ45-SCC/ FL-PP-RJ45-SCC/
SC041 SC045

spring-cage connection LSA-connection

Cable sharing module Cable sharing module
with cable outlet to the  with cable outlet
front upwards

Directly on the DIN rail or optionally via RC
combination

Bracket clamp with screws
2904577

@ 0 [LlebNrAdt
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PRP redundancy modules

Easy setup of high-

i Integration of non- 1
PRP-capable devices

availability network
infrastructure without
configuration

No switching times
for uninterrupted
operation in the
event of an error

: [ in parallel networks

for maximum
availability

=l RED 2000E

according to IEC 61850-3

and IEEE 1613

No loss of packets in the
event of network failure

<€ O = O 0 [LeoNAG
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PRP redundancy modules

«fl RED 2000E

Integration of
non-PRP-
. [ capable
devices in
parallel
networks for
maximum
availability

= Parallel Network
Redundancy Protocol
(PRP)

= Standardized
according to
IEC62439-3

No switch-over time
E F Control Room

Switch q ! Redundancy
module

O e

Terminal devices (SAN®)

*$AN = Single Attached Node

O 0 ReoRaa
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=
- W' Control Room

Network A Network B

Station 1 L Station 2 Station 3

Redundancy
module

Redundancy
module

Redundancy
module

Switch 1

r] Terminal | Terminal
devices g devices
(SAN¥) (SAN¥)

Terminal devices (SAN¥)

*SAN = Single Attached Node

€ O ¥ OO esEnx
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PRP redundancy modules

Function

Design

Ports
(Transmission
speed)

Special features

Temperature range

Order number

i

FL RED 2003E
PRP

Redundancy
module

Slim

3x RJ45
(10/100 Mbit/s)

-40°C ... 70 °C
2701863

f

FL RED 2001E
PRP 2LC

Redundancy
module

Slim

1x RJ45
(10/100 Mbit/s)
2x LC MM
(100 Mbit/s)

-40°C ... 70 °C
2701864

<
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SFP modules

Rapid data

e — Versatile in use

Optimal port usage
on the switch

High transmission
distances

<€ O = O 0 [LeoNAG
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SFP modules

Function

Connection type
(Transmission
speed)

Max. transmission
length

Wavelength
Temperature range

Order number

FL SFP SX
SFP module

LC Multimode
(1000 Mbit/s)

1 km

850 nm
-40°C ...75°C
2891754

FL SFP FX
SFP module
LC Multimode

(100 Mbit/s)
2 km

1310 nm
-40 °C ... 85°C
2891081

<

FL SFP LX10-B
SFP module
LC Singlemode

(1000 Mbit/s)
10 km

1310 nm
0°C...60°C
1025401

A

FL SFP LX
SFP module
LC Singlemode

(1000 Mbit/s)
30 km

1310 nm
-40 °C ... 85°C
2891767

FL SFP FX SM
SFP module

LC Singlemode
(100 Mbit/s)

40 km

1300 nm
-40 °C ... 85°C
2891082

mPH(ENIX
CONTACT
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SFP modules

Function

Connection type
(Transmission
speed)

Max. transmission
length

Wavelength
Temperature range

Order number

FL SFP LH

SFP module

LC Singlemode
(1000 Mbit/s)

80 km

1550 nm
-40 °C ... 85°C
2989912

FL SFP SX2
SFP module
LC Multimode
(1000 Mbit/s)

2 km

1310 nm
-40 °C ... 75°C
2702397

<

FL SFP
WDM10-A

SFP module
LC Singlemode

(1000 Mbit/s)
10 km

1310/1550 nm
-40°C ... 75°C
2702440

A

FL SFP FE
WDM20-A

SFP module
LC Singlemode

(100 Mbit/s)
20 km

1310/1550 nm
-40°C ... 75°C
2702437

FL SFP
WDM10-B

SFP module

LC SM
(1000 Mbit/s)

10 km

1550/1310 nm
-40°C ...75°C
2702441

mPH(ENIX
CONTACT
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SFP modules

Function

( Connection type

(Transmission
speed)

Max. transmission
length

Wavelength
Temperature range

Order number

FL SFP FE
WDM20-B

SFP module

LC SM
(100 Mbit/s)

20 km

1550/1310 nm
-40°C ... 75°C
2702438

FL SFP
WDM10-SET

SFP module
LC Singlemode

(1000 Mbit/s)
10 km

1310/1550 nm
-40°C ... 75°C
2702442

<

FL SFP FE
WDM20-SET

SFP module

LC Singlemode
(100 Mbit/s)

20 km

1310/1550 nm
-40°C ... 75°C
2702439

A

FL SFP GT

SFP module

RJ45
(1000 Mbit/s)

100 m

-40°C ...85°C
2989420

@ 0 [LlebNrAdt
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Memory media

Function

Special

features

Order number

&

FL MEM
PLUG

Exchangeable
Configuration
memory

2891259

o

FL MEM
PLUG/MRM

Configuration
memory

MRM
functionality

2891275

SD FLASH
512MB

Program and
configuration
memory

2988146

SD FLASH
2GB

Program and
configuration
memory

2988162

7S 7=

FL SD FL SD

FLASH/MRM FLASH/L3/MR
M

Program and Program and

configuration configuration

memory memory

MRM MRM and

functionality Layer 3
functionality

2700270 2700607

@ 0 [LlebNrAdt
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Switches for PROFINET and EtherNet/IP

(o) (o) ° ° ° ° ° ° °

Class B (®) (®)
Quality of Service, LLDP topology detection, = = (only 22xx- = = © = (only 22xx-
Profinet device, redundancy (MRP), DCP 27xx variants) 23xx variants)

Class A
Quality of Service, PTCP filter

Class C

Quality of Service, LLDP topology detection,

Profinet device, redundancy (MRP), DCP, IRT - - - - - . - - -
(ERTEC) technology for prioritized Profinet data

transmission, diagnostics for fiber optic paths

Basic

IGMP snooping, IGMP querier, Multicast source - - ° . ° - . ° °
detection

Basic plus

IGMP snooping, IGMP querier, Multicast source - - - = = o . - -

detection, DLR, CIP

- not available, e available, () available in selected models Q -g . . - mme"m . -
CONTACT

INSPIRING INNOVATIONS




