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Cybersecurity Becomes Law, 

Are You Ready?

1

▪ Lesson learned from the most destructive cyberattack

▪ What is NIS2 and how will it affect you?

▪ What should you do? 

▪ Phoenix Contact as an example

Jiunn-Jer Sun

Network & 
Cybersecurity

Approved specialist by TÜV Rheinland 
Cyber Security training program with 20-
year experience in industrial networking.

jsun@phoenixcontact.com
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Maersk

▪ Shipping, port operation, supply chain 
management and warehousing

▪ Copenhagen Danmark

▪ > 130 countries

▪ > 900 subsidiaries 

▪ >105K employees

▪ > 51 Billion USD (2023)

▪ 174th largest public company in world

▪ Move 12 million containers every year

Story: The Most Devastating Cyberattack

2

The Global Shipping and Logistics Giant
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Story: The Most Devastating Cyberattack

3

The Giant Victim

Linkos Group
M.E.Doc

Update server

Ransomware
NotPatya

2017.6.27

Maersk
Ukraine

office
Hard drive

from
Ghana

7,000 servers
49,000 pc
150 domain controller

24/7
Recovery center
400+200 
Blank check

Recovered
+5Month
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▪ 870M USD Pharmaceutical company Merck

▪ 400M USD Delivery company FedEx

▪ 384M USD French construction company
Saint-Gobain

▪ 300M USD Danish shipping company Maersk

▪ 188M USD Snack company Mondelēz

▪ 129M USD British manufacturer
Reckitt Benckiser

▪ …

▪ 10B USD Total damages
Estimated by the White House

Story: The Most Devastating Cyberattack

4

Wide and Devastating
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Story: The Most Devastating Cyberattack

5

What we learn from the story?

▪ Awareness & Leadership

▪ Unexpected, accidentally, unfortunately, …

▪ From somewhere else (country, supplier)

▪ Backup and recovery plan (offline backup)

▪ Business continuity plan 
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▪ Network and Information Security, version 2

▪ EU Directive: defines the minimum national 

requirements and needs to be implemented into 

national law

▪ What’s new?

▪ Increase collaboration

▪ Wider scope of coverage 

▪ Strengthen security requirements

▪ Incident reporting obligations

▪ Enforcements

Cybersecurity becomes law

NIS2 Directive
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NIS2 directive

Increase Collaboration

ENISA

MSBCFCS NCSCNCSC BSI …

Essential Entities
Important Entities

SME

Suppliers Suppliers

CSIRT (Computer Security Incident Response Team)

CERT-EU

CERT-SE

CERT

CERT
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Supply 
Chains
• Products with digital 

elements

• Cloud infrastructure 
and applications

• Service providers

Important Entities

• Postal and courier services

• Waste management

• Manufacture, production and distribution of chemicals

• Food production, processing and distribution

• Manufacturing

o Medical devices and in vitro diagnostic medical 
devices

o Computer, electronic and optical products

o Electrical equipment

o Machinery and equipment

o Motor vehicles, trailers and semi-trailers

o Transport equipment

• Digital providers

o Online marketplaces, online search engines

o Social networking services platforms

Essential Entities

• Energy

o Electricity, district heating and  
cooling, oil, gas, hydrogen

• Transport

o Air, rail, water, road

• Banking

• Financial market infrastructures

• Health

• Drinking water

• Wastewater

• Digital infrastructure

• Public administration

• Space

Providers of electronic communications networks, providers of publicly available electronic communications services, 

trust service providers, top-level domain name (TLD) name registries, public administration, certain other entities

Medium
< 250 employees &
< 50 MEUR turnover

Micro

Small
< 50 employees &
< 10 MEUR turnover

Large

10   -

50   -

250   -

Company 
size

Sector

Wider Scope of Coverage
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▪ Risk analysis and information systems security;

▪ Incident handling; prevention, detection and report 
of cyber incidents

▪ Business continuity, such as backup management 
and disaster recovery, and crisis management;

▪ Supply chain security, including security-related 
aspects concerning the relationships between each 
entity and its direct suppliers or service providers;

▪ Security in network and information systems 
acquisition, development and maintenance, 
including vulnerability handling and disclosure;

NIS2 directive

9

Strengthen Security Requirements

▪ Assessment of the effectiveness of cybersecurity 
risk-management measures;

▪ Basic cyber hygiene practices and cybersecurity 
training;

▪ The use of encryption;

▪ Human resources security, access control and asset 
management;

▪ The use of multi-factor authentication or continuous 
authentication solutions, secured voice, video and 
text communications

CSMS (Cybersecurity Management System)
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▪ Entities are obliged to report all significant cyber incidents

▪ “it has caused or is capable of causing severe operational disruption 

of the services or financial loss for the entity concerned”, or

▪ “it has affected or is capable of affecting other natural or legal 

persons by causing considerable material or non-material damage.”

NIS2 directive

10

Incident Report Obligations

Early warning

Is it by unlawful or malicious 

acts, or could have a cross-

border impact?

24h
Initial assessment

Its severity, impact, and, 

where available, the 

indicators of compromise

72h
Final report

Type of threat, root cause, 

applied and ongoing 

mitigation measures, …

1M
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NIS2 directive

11

Enforcements Fines and Sanctions

Essential Entities Important Entities

Fines at least 10.000.000 €, or 

at least 2 % of the total 

worldwide annual turnover

(whichever is higher)

at least 7.000.000 €, or

at least 1,4 % of the total 

worldwide annual turnover 

(whichever is higher)

Sanctions Management bodies of essential and important entities shall 

oversee the implementation and can be held liable for 

infringements 
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NIS2 directive

12

Current Status

2023 2024 2025 2026 2027

18 October 2024

Implementation 

into national law

2026/2027

Entry into force 

on national level

16 January 2023

Entry into force on 

European level
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Cybersecurity becomes law

13

What are the differences?

NIS2

Network & Information 

Security Directive, v2

Cybersecurity 

management in essential 

entities or important 

entities

CER

Critical Entities Resilience 

Directive

Physical and 

cybersecurity threats to 

critical infrastructure and 

resilience

CRA

Cyber Resilience

Act

Product with digital 

element needs to be 

secure (securely 

designed, developed and 

maintained)

DORA

Digital Operational 

Resilience Act

IT security for financial 

entities such as banks, 

insurance companies and 

investment firms.
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Are you ready?

14

Two Areas, Three Aspects

Organizational

Operational

Technical

ISO
27000

IEC
62443

IT OT
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General
1-1 Technology, 

concepts, and 
models

1-2 Master glossary of 
terms and 
abbreviations

1-3 System security 
compliance 
metrics

1-4 System security 
lifecycle and use 
case

1-5 Rules for 
IEC62443 profiles 

1-6 Application of the 
62443 standards 
to industrial IoT

Policies & 
Procedures

2-1 Requirements for 
an IACS security 
management 
system

2-2 Security 
protection rating

2-3 Patch 
management in 
the IACS 
environment

2-4 Requirements for 
IACS solution 
providers

2-5 Implementation 
guidance for IACS 
asset owners

System
3-1 Security 

technologies for 
IACS

3-2 Security risk 
assessment for 
system design

3-3 System security 
requirements and 
security levels

Component
4-1 Secure product 

development 
lifecycle

4-2 Technical security 
requirements for 
IACS components

Profiles

6-1 Security 6-2 Security 

15

IEC62443 

OT security standard
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Cybersecurity in Phoenix contact

16

Your Most Trustworthy Supplier



15,4015,40 5,40 0,20 5,0

8,20

7,00

5,20

6,60

7,40

8,40

P16a 17

A Holistic 
Approach
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Cybersecurity in Phoenix contact

18

High Management Team
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xxxxxxxx

Cybersecurity in Phoenix contact

Awareness Training
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login
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IT consultant

IT consultant
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Global Cyber Defence Center

25

Incidents

A ransomware was detected 

in a software which was 

downloaded from a 

fake/malicious internet link.

(downloading and installing  

software is generally 

forbidden)

An auto-execution virus 

downloader was detected 

in an USB drive, which 

was a gift in an exhibition.

(stick to security policy, 

ban USB drive)

A malware was detected in 

office database. The malware 

came from an opensource 

web hosting module from the 

development department.

(network segmentation)
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Cybersecurity in Phoenix contact

26

Your Most Trustworthy Supplier
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PLCNext Technology

mGuard Secure Cloud
Industrial firewalls since 2001

FL TSN, NAT and Managed Switches

Secure Remote Access
Security Between Zones

Security In Zone

Security All-around

Cybersecurity in Phoenix Contact

27

Secure Components
Your Security
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Cybersecurity in Phoenix Contact

28

IEC62443 Certificates

IEC62443-4-1

certified product 

development process

IEC62443-4-2

certified products

IEC62443-3-3

certified blueprint remote 

monitor and control

IEC62443-2-4

certified service provider
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▪ Challenges

▪ Missing high manager attention and 

missing resources

▪ Unmanaged switches

▪ Edge devices connect to the core 

switches to the office network

▪ Various communication paths into the 

machines, control, ip camera, etc

▪ Different remote maintenance solutions

▪ …

Cybersecurity in Phoenix Contact

29

Secure The Production Sites
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Cybersecurity in Phoenix Contact

30

OT Security Box
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Cybersecurity in Phoenix Contact

31

Network Segmentation in Production Plant



15,4015,40 5,40 0,20 5,0

8,20

7,00

5,20

6,60

7,40

8,40

P16a 

Cybersecurity in Phoenix Contact

32

▪ Solution for Remote 

Monitoring and Control

▪ Certification according to 

IEC 62443-2-4 and 3-3

Main process

Subprocess

DCS

Management

Remote maintenance

Security Solutions
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Source: Robert M. Lee, The Sliding Scale of Cyber Security, SANS

ARCHITECTURE
PASSIVE 
DEFENSE

ACTIVE 
DEFENSE

INTELLIGENCE OFFENSE

Summary

Plan Your Journey With Cybersecurity Strategy
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Source: Robert M. Lee, Value Towards Security vs. Cost, SANS

ARCHITECTURE

PASSIVE DEFENSE

ACTIVE DEFENSE

INTELLIGENCE

OFFENSE

Value of 

Risk Reduction

Cost

Summary

Plan Your Journey With Cybersecurity Strategy
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Network & Security Service

Contact me

35

Jiunn-Jer Sun

Network & 
Cybersecurity

Approved specialist by TÜV Rheinland 
Cyber Security training program with 20-
year experience in industrial networking.

jsun@phoenixcontact.com
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7 Feb. Functional Safety And The New Machinery Regulation – An Overview

21 Feb. Risk Assessment - An Essential Part

14 Mar. Designing And Calculating A Safety Function

28 Mar. News In ISO 13849-1:2023

11 Apr. News In IEC 62061:2021

36

Functional Safety Webinars

Axel Baur Siby
Machine Safety Expert 

Approved safety specialist by 

TÜV Rheinland # 3435 / 22 -

Machinery-CE Practice
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