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Webinar
PLCnext Control

nueva tecnologia de
plataformas de control
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Webinars

Agenda

» Fundamentos de la plataforma PLCnext Control
» Plataforma abierta - modelos

» Integracion de Seguridad Funcional

» Seguridad por disefio IEC 62433

» Links a videos de inicio con PLCnext Control

» Starterkit PLCnext Control

» Sistema Ecosystem PLCnext Technology
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PLCnhext Technology ™. .-
“.enhance your automation thinking
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' PLCnext Technology
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‘ PLCnext Control




PLCnhext Technologym
PLCnext Technology in a nutshell Designed by PHOENIX CONTACT

Open Control Platform
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D= I[RFC 40728 =
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PLCnext Contr- ]”“im
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Open Control Platform

PLCs in various performance classes including
PLCnext Runtime System and accessories for PLCnext Technology

PHCENIX
CONTACT




PLGrext Technology ICHUEIT

The reliability and robustness with the openness and flexibility
of the classical PLC world of Smart Devices.
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. PLCnext 'TeqhnoIOgym.
enhanced connectivity — Intelligent Networking B Designed by PHOENIX CONTACT . ¢

Future-proof Connectivity

INTERBUS
MQTT
CANopen
D0 D ——— DN\P3
PROFIBUS
~——{FTP
PROFINET DD
———g OPC UA
Modbus L—/ — \
oo D
e TEC 60370-5-10;)
I0-Link
IEC 61850
EtherNet/IP

PLCnext Technology enables the integration of current and future interfaces and protocols
for open communication in highly networked automation systems.
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PLCnext 'Teqhnology[ﬂ-
enhanced connectivity — Intelligent Networking 8 “Designed by PHOENIX CONTACT 1 ¢

Integrated OPC UA Server

=M=

ERP MES,
SCADA

%

O
U

Data Access, Alarms and Conditions, Programs, Historical Access, Global Discovery Server
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- PLCnext '.Teqhnolégym -~

. * Designed by PHOENIX CONTACT

Lo
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R

enhanced connectivity — Edge Device or PLC connecting all Levels

PLCnext Control as Edge Device

PLCnext Store PROFICLOUD

Cloud Level aws / S
AN Azure . §
. > T C_J - j
l © " \iwe. . Alibaba Cloud
A
@ python n.@gle :
Factory Level ¥\ N = emﬂ :
Mys0. (R & i .
... < @ e iR 3 -
Field Level v DataiFigi
3rd Party
PLC
4 ..........................................
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enhanced convenience

> >= »= =1 |}

Use the innovative and easy to use features of PLCnext Engineer.
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ucwj _
PLCnxt?echJo V-

enhanced development

Convenient Engineering & Application Developm

] IEC 61131-3 \ I C++and CH# ) (" MATLAB Simulink f.
—l =0
P¢ PLCnext Microsoft eclipse MATI../’LBg ' 1
ErEngineer Visual Studio Simulink ||
——_—I]

= &

T - -

N
olf ol olf o
| , L ) i

A HE
PLCnext Technology '='[|i
Designed by PHOENIX CONTACT

With PLCnext Technology, several developers from different generations, with different skill sets and expertise can
work on one controller program, in parallel and yet independently, using different programming languages.
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PLCnext Technologym
PLCnext Technology Architecture Designed by PHOENIX CONTACT

Flexibility of Linux plus the Reliability of a PLC

D / = PLCnext Technology is based on Linux...

= Open source Linux Packages

\\ r— VPN

\ D = = ... but as performant as a “classic” PLC!
| J = Easy task management
gn D = Precise synchronization
- | = Cycle-consistent data exchange
0 B} -
Firewall ! sQL No Linux knowledge needed

" @ 0 [LlebNrAdt

INSPIRING INNOVATIONS




PLCnext Technology — Security

IEC 62443: IT-Security for Industrial Automation Control Systems

Authentication

tegri
= User accounts ]Eg eglr 1;Y| ot
= Authentication of credentials rinciple of least privilege
= Authorization =Defense in depth |
=Network segmentation

Confidentiality el

=Use of secure protocols
= Secure remote maintenance

=Cryptography
-Protection of expertise

\ Availability

= Monitoring und attack detection
= Tamper protection

12

Designed by RHOENIX CONTACT

PLCnelI] Te nology[ﬂ

IEC €

Indust [
Ba '\
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PLCnext Target Applications

Typical Application Scenarios for PLCnext Technology

PLC Applications PLC + PC Applications IOT Applications

PLCnext Benefits
= OPC UA
= Cloud Connection
= Code Generation
= Automation Modules

PLCnext Engineer
= Security

PLCnext Benefits
= High Level Languages
= Realtime and Non Realtime
= Cost Efficiency

PLCnext Benefits

PLCnext Technology[ﬂ

Designed by PHOENIX CONTACT

Open Source

Raspberry PI

Edge Gateway

Linux

PLCnext on IPC

Industrial PLC Hardware and |0s

13
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PLCnext Control
PLCnext Control Portfolio Overview

>

Function

RFC 4072S

AXC F 3152
AXC F 2152

PLChext Technology[ﬂ

Designed by PHOENIX CONTACT

PLCnext Technologym

Designed by PHOENIX CONTACT

Rackmount

" OO LleoNAa @
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PLCnext Control

Modular Hardware Platform

A

Function

AXC F 1152

AXC F 2152

AXC F 3152

PLCnext Technology™@

Designed by PHOENIX CONTACT

PLCnext Technologym

Designed by PHOENIX CONTACT

........

16
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Performance
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PLCnext Control
Centralized Applications with decentralized I10s
A

Function

RFC 4072S

PLCnext Technology™@

Designed by PHOENIX CONTACT

>

Performance

" OO LleoNAa @

PLCnext Technologym

Designed by PHOENIX CONTACT

INSPIRING INNOVATIONS




PLCnext Control

Edge Computing

A

PLCnext Technologym

Designed by PHOENIX CONTACT

C
jel
E
=}
L
7 / g ";{D‘Tl = /
& _' \J-y;,ﬁ "ﬁi A
*'Dp‘ / Rackmount | |
uuu...,,,m““;:;ﬁ‘ﬁ! /
)
PLCnext Technology
Designed by PHOENIX CONTACT
=
Performance
18
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PLCnext Control

Entry Level — PLCnext Control AXC F 1152

19

@
ext Technology
oplﬁdnw PHOENIX CONTACT

A

443

PLCnext Technology[ﬂ

Designed by PHOENIX CONTACT

¥ Cyclone 5 with ARM Cortex-A9 CPU 1 x 800 MHz
“ Number Control-Tasks (IEC 61131): 8

 Min. cycle time (IEC 61131): 5 ms

 Profinet Controller & Device with 16 ARs

¥ 512 Mbytes RAM

 SD Flash card slot

¥ 1 x ETH-MAC interface (2 x 10/100 Mbit) switched

¥ Real-time clock
@ Supports INLINE and AXIOLINE 1/0O modules

¥ Trusted platform module (TPM) for security
 Temperature range: -25°C up to +60°C

OO LleoNAa @
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PLCnext Technologym
PLCnext Controls Designed by PHOENIX CONTACT

1st PLCnext Control: AXC F 2152

“ Cyclone 5 with ARM Cortex-A9 CPU 2 x 800 MHz
¥ 512 Mbytes RAM

 SD Flash card slot

¥ 1 x ETH-MAC interface (2 x 10/100 Mbit) switched
¥ Micro-USB type C

¥ Real-time clock

5]
' B
w B ; [ |
- IJ i
n 5 f ]- ¥ Axio field bus for up to 63 modules
] - ¥ Left side extension capability
@ Supports INLINE and AXIOLINE 1/0 modules

@ Trusted platform module (TPM) for security

@
Cnext Technology
fLmnw PHORNIX CONTACT

v/ Temperature range: -25°C up to +60°C

" OO LleoNAa @
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PLCnext Technology[ﬂ
PLCnext Controls Designed by PHOENIX CONTACT

Integrated Web-based Support and Tutorials

01 A

MAC Addr: 00.A0.45.9D.13.BC
3 | www.plcnext-community.net

B:‘f“m ~your auto
E] u '

= E password: 12345678 | Ord.No. 2404267 AXC F 2152 I

=
e

PLCnext Control

Many thanks for choosing a controller with PLCnext Technology. Discover the advantages of this open control
platform, which provides completely new levels of your freedom for automation.

2 OO LleoNAa @
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PLCnext Technology[fJ
PLCnext Control Designed by PHOENIX CONTACT

Feature Set Differences — AXC F 1152 vs. AXC F 2152

CPU Cyclone 5 with ARM Cortex-A9 Cyclone 5 with ARM Cortex-A9
1 x 800 MHz 2 x 800 MHz

Approvals UL, CE UL, CE, Marine, ATEX
Max. number of control
tasks 8 (1x8) 32 (2 x 16)
PLCnext extension NG Yes
support (left-hand side)

Controller & Device Controller & Device
PRI Szainmes with max. 16 ARs with max. 64 ARs
Min. task cycle time 5 ms 1 ms

2 @ 0 [LlebNrAdt
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PLCnext Control

Creating Projects in PLCnext Engineering

File Extras Help

Qs hec@®

INSPIRING INNOYATIONS

PLCnext Engineer 2020.0

(Build 4.0.250.0)
Recent projects Try one of our sample projects Need help?

Weicome to PLCnext Engineer

Empty AXC F 4152 v00 / 2020.0.0 project The Stat Page welcomes you introducing PLCnext Engineer. The Start Page is shown every time you start PLGnext Engineer and is automatically ciosed when opening or creating a project

Recent projects
The ‘Recent projects' list shows the projects thal you have recently opened in PLCnext Engineer. Click the project name to open the desired project

Sample projects.
The "Sample projects’ list provides a list of predefined project templates. A project template contains a completely configured PLChext Engineer project vihich you can adapt as required for your specific application. Click
on the sampie project to open it
. :
Empty AXC F 2162 v00 1 2018.9.0 project | £yiinor hetn
If you do not know what 1o do after a project is opened, you can find further help here

Empty AXC F 2152 w00 / 2020.0.0 project

Sample project for AXC F 2152
A simple sample project for the AXC F 2152.

HMI User Management sample project f...
Provides sample for the AXC F 2152
demonstrating HMI User Management

[LeonTact @ €0

INSPIRING INNOVATIONS

Visit our web sile for more sampies, lemplales, and updates!




PLCnext Technolo,gy[ﬂ
Hardware Extensions Designed by PHOENIX CONTACT

PLCnext Technology with the Inline I/O System

¥ Inline IO system enhanced by g_ iy
features of PLCnext Technology, |52 | | ¢
performance and cloud = 0] 1ol ol Gl olo%]le Jte cJfe .
technology %iz .'.§{§;4'4"'4;4""4"‘
=D - ®
¥ Wide range of functions due to = ; .
the great variety of the Inline 1/0 §
portfolio {
¥ Powerful PLC for the Inline I/O Fha
system [=lpaan

v Economic combination of the
Inline 1/0O system and PLCnext
Control

24 G.
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Hardware Extensions

PLCnext Technology with Intrinsically Safe I/0 Modules

25

Intrinsically safe 1/O for the safe
zone installation

Allows PROFINET &
PROFICLOUD connectivity

Up to 10 intrinsically safe
modules with up to 40 1/O points

Universal digital /0 and analog
I/O modules

Connectivity to
Zone 0, 1 & 2 devices

PLCnext Engineer function
blocks for all 3 module types

Module width: 48 mm each

PLCnext TechnologymI

Designed by PHOENIX CONTACT

I § & F N §N N |
~ — N — kAl PSR N e, A
w SD-CARD
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Q=4 «l |2
<=t L
g B ¢ §
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o B ml5
s=1 | "¢
o R
PLCnext Technology®
E Do by PHOLNGE CONTAGT
= BF-C [] [&] RUN
e BF—B|§| FAII_.
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[
E:zm
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[=] §b
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PLCnext Technologym
Hardware Extensions Designed by PHOENIX CONTACT

AXC XTETH1TX

¥ Left-hand side pluggable —5 |ee =1
Ethernet interface extension EREE :l £
¥ 2nd MAC address :§§§ ! g
Imi s
¥ Enhanced network functions §§§ i
= Separate PROFINET e 2
Control & Device interfaces ————]
= Separate Ethernet-based & §§
PROFINET interfaces e

[
M
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PLCnext Tech nology[ﬂ
PLCnext Control Designed by PHOENIX CONTACT

More Performance — PLCnext Control AXC F 3152

@ Intel ATOM x5-E3930 dual-core CPU (2 x 1,3 GHz)
¥ 2 GB DDR4 dual-channel RAM
@ 3 independent ETH-MAC interfaces (3 x 1 Gbit)

™ Supports 2 PLCnext Control extensions
(internal PCle bridge)

™ Supports INLINE and AXIOLINE 1/0 modules

¥ Integrated uninterruptible power supply (UPS) for
targeted application shutdown

™ SD card slot
 Diagnostic LEDs
¥ Real-time clock

¥ Temperature range: -25°C up to 60°C
¥ Optional fan to increase service life

a OO LleoNAa @
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PLCnext Control

More Performance — PLCnext Control AXC F 3152

28

PLCnext Tech nologym

Designed by PHOENIX CONTACT

¥ Based on PLCnext Technology

™ Linux operating system

¥ Supports high-level programming languages

¥ PROFICLOUD Connection
¥ PROFINET Controller (up to 128 devices) + Device
v OPC UA

 Easy integration of other fieldbus protocols (Linux OS)
¥ Prepared for TSN
¥ Trusted platform module (TPM) for security
v Approvals

@ UL (Hazloc), CUL

“ DNV/GL, LR, BV, ABS, ...

© |EC Ex, ATEX

OO LleoNAa @
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PLCnext Control

PLCnext Control RFC 4072S

29

PLCnext Technologym

Designed by PHOENIX CONTACT

¥ Intel i5 6300U 2 x 2,4 GHz processor

¥ 4 GB DDR 4 dual channel RAM

¥ Profisafe integrated (up to 300 F-Devices)
¥ Operation Mode Switch

¥ Touch display

 SD Flash card slot

¥ 3 ETH-MAC interfaces
(2 x 1 Gbit, 1 x 100 Mbit switched)

¥ Real-time clock
 Trusted platform module (TPM) for security
v Temperature range: 0°C up to 55°C with fan

OO LleoNAa @
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PLCnext Control
PLCnext Controls Performance Bench

Intel i5 — 6300U dual core

811 Intel E3930 1,3GHz dual core

1 Cyclone 5 Cortex-A9 800 MHz single core (Comparable with ILC 390)

(&)
o

30

AXC F 1152

PLCnext Technologym

Designed by PHOENIX CONTACT

mark

300 Cyclone 5 Cortex-A9 800 MHz dual core (Comparable with AXC 3050)

OO LleoNAa @
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PLChext Technologym

PLCnext Control Designed by PHOENIX CONTACT

PLCnext Control Left-hand Side Extensions Portfolio

A

INTERBUS PCle Switch PROFIBUS
Master functionality Master

B " T

] 3
=
,"i i ‘
]
2
H
1
| -

AXC F XT ETH AXCF XT IB AXC F XT EXP AXC F XT PB

Ethernet

>

Time

’ OO [leoNis @«
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PLCnext Control

PLCnhext Technolo,gy[ﬂ

Designed by PHOENIX CONTACT

PLCnext Extension AXC F XT ETH

32

-
:

— mi—

AXC F XY ETH 11X
2403118

K K K K K K

™

Additional 1Gbit MAC interface
Temperature range: -25°C up to 60°C
Profinet Control capability
Security due to separated interfaces
Modularity and Flexibility
- Approvals

¥ UL (Hazloc), CUL

¥ DNV/GL, LR, BV, ABS, ...

v IEC Ex, ATEX
Temperature range: -25°C up to 60°C

000 eSS
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PLCnext Technology[ﬂ
PLCnext Control Designed by PHOENIX CONTACT

PLCnext Extension AXC F XT IB

¥ Additional INTERBUS Master
¥ Up to 512 Devices, up to 255 Remote Devices
¥ Up to 126 PCP Devices
¥ Up to 16 Remote Bus Level
¥ 4096 Bit Processdata
¥ 500kBit und 2 Mbit
¥ ldeal for Retrofit applications

v Approvals
¥ UL (Hazloc), CUL
¥ DNV/GL, LR, BV, ABS, ...
¥ IEC Ex, ATEX
¥ Temperature range: -25°C up to 60°C

= Mmmmum

u-'l"ln

. @ 0 ReoRiAa
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PLCnext Tech nology[ﬂ
Functional Safety Integration Designed by PHOENIX CONTACT

Functional Safety Integration °
El%i 6 PROFisafe
e
v

PLCnext Engineer'

3
P 8
v

—

PLC SAFETY
E L1 4 INERREN] E
7 C Jerur E|| 44— /£ \
T Core 1 |Core 2| : =
D ] "— il xE ope B B llllllllll.l.l "

Core 3|Core 4

L)
3
<
~n
TITrTrTy

I
11iy

TTT I TTT —

OO LleoNAa @
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Functional Safety Integration

Safety integrated

36

TEC 61131-3

MATLAB Simulink | | OPC UA

C/C++| | CH | | Web | | Safety } ﬁ

PLCnhext Technolog)/[ﬂ

Designed by PHOENIX CONTACT

e
||'|T|

Global Data Space (GDS)

Axioline

00D BT
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Functional Safety Integration

Safety integrated

PLCnext Engineer

Safety PLC

Safe
0OS 1

C++ eCLR

* * Exchange variables* * -

GDS

Safe
i - OS 2
PLCnext Technology

F-Host Layer

37

PLCnext Technologym

Designed by PHOENIX CONTACT

Safety integrated
(programming,
hardware configuration)

Consistent usability
SIL3
Separate Safety PLC

= 2 different cores

OO LleoNAa @
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Functional Safety Integration

PLCnext Control RFC 4072S

38

PLCnext Technology[ﬂ

Designed by PHOENIX CONTACT

¥ Intel i5 6300U 2 x 2,4 GHz processor

¥ 4 GB DDR 4 dual channel RAM

¥ Profisafe integrated (up to 300 F-Devices)
v Operation Mode Switch

 Touch display

¥ SD Flash card slot

¥ 3 ETH-MAC interfaces
(2 x 1 Gbit, 1 x 100 Mbit switched)

 Real-time clock
 Trusted platform module (TPM) for security
¥ Temperature range: 0°C up to 55°C with fan

OO LleoNAa @
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RFC 4072S
(F-Host)

Emergency Stop

Standard I/Os

;e [T

=

ny
]
]

DP/PA

H
b
I

Limit switch Sick Light curtain
Safety

Kuka Robot

Scanner ..- mcpgﬂir.i'cxr .-
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PLCnext Engineer
Functional Safety Programming

Fully integrated Safety Programming
= TUV Rheinland certified

PLCnhext Technolog)/[ﬂ

Designed by PHOENIX CONTACT

according to IEC 61508

= Editor with common behavior
as known from standard
FBD or LD editors

3 G PLChext Components & Programs

= Low Variability Language support

Safety Door_SG1

= Network granular CRC checksums
= PROFIsafe Support

40

3 . o)
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PLCnext Engineer
Functional Safety Programming

Fully integrated Safety Programming

= |ndividual safety functions can be
protected by a verification function

= Background signal path analysis
= Background safe semantic analysis

= Diversely-redundant code generator

X 26,
[L

5LS
EN_SLS

S_EnableSwitchOut_1 |==|TIP_1 EN_SLS_OUT |==| S_EnSIsQut
oo -
81_5G1_1 =) 5611
SI_Emor_FU  |==| Error

LRIR

I

Y|

PLCnhext Technologym

Designed by PHOENIX CONTACT

Safety_Door

SG1  Guard Locking for the safety door SG1

OO LleoNAa @
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PLCnext Safety / SafetyBridge Categorization

PLCnext Safety

. . PLCnext .

| =

ErharCAT EW Ethen 'et/IP

#iviodbus

sercos

the mtomation bus

Behalten Sie Ihr eigenes Netzwerk

PLCnext Technologym

Designed by PHOENIX CONTACT

SafetyBridge Technology
.. PLCnext .

Behalten Sie Ihr eigenes Netzwerk

oucir| EhrcAT®  Ethentetip  fioanus SEICOS _SO0GE" _googe’

Integrieren Sie SafetyBridge Technology

SafetyBridge Tethnologym
Dot by FCHMY COMNIALT

vy

OO Reoraa

INSPIRING INNOVATIONS



PLéﬁ'ext TechnoIog);‘m‘*-;._..;.:‘;;;. K

“enhance your automation thinking - = 7

-
s

Security by design
acc. to IEC 62443
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IEC 62443 - Security for Industrial Automation & Control Systems

PLCnhext Technologym

Designed by PHOENIX CONTACT

Effects of Security Incidents on Production Facilities

44

Plant downtime
Due to security problems, production has to be stopped
for hours or days. What are the costs of such a
production downtime?

Standing
What happens if your reputation for the reliability
and security of your company's data is compromised
Data loss . by your partners?
Suddenly all data is lost. What would be the
cost of reconstructing this data?

OO LleoNAa @
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OENIX

PLCnext Technolog)
IEC 62443 - Security for Industrial Automation & Control Syste Designed by PHOENIX CONTAC

Agenda

Applicable Security Laws and Standards

Terminology, Roles, and Tasks in Security Processes £

Secure Product Development

“ OO LleoNAa @
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PLCnext Tﬂ:«:chnology[‘EJ

Designed by PHOENIX CONTACT

Applicable Security Laws and Standards
Brief Overview of the Most Important Laws & Standards

Security Laws (\What must be done?) Recommendations (What should be done?)
R l fundesministerion | T Security Act (2015) B | GrSremetin cer BSI IT Basic Protection Catalogs
Informationstechnik (asset owner / device manufacturer)

Asset owner of critical infrastructures must
establish and certificate an ISMS
Version 20 (Information Security Management System)
preparation as well as fulfill a set of minimum technical
requirements

Basic Security Standards (How to implement?)

EU Cybersecurity Act (3/2019) IEC IEC 62443 Security for industrial automation
A comprehensive set of regulations, technical ==-4 (asset owner / device manufacturer)
requirements, standards and procedures for
certification or conformity assessment of I?b ISO/IEC 2700X Information Technology
products s>l (asset owner)
PHCENIX
4 o JeoNTACH
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PLCnext Technologym
Applicable Security Laws and Standards Designed by PHOENIX CONTACT

Sector-specific Security Standards

Geographical / Certification

T Main P
Standard arget Group ain Purpose Ty Fesie RSIEInT

. D,A, CH
Device manufacturers / . . .
. Security requirements for suppliers Energy & water No
system integrators
sectors
Device manufacturers / . T .
) Device manufacturer certification Oil & Gas sector Yes
system integrators
Asset owners / plant operators | IT security for control systems Energy sector Yes
Asset owners / plant operators | Technical security recommendations USA No
Asset owners / plant operators | Increasing reliability of energy supply infrastructure USA, Canada Yes
Device manufacturers / system | Requirements for secure products, General industry Yes
integrators / plant operators secure solutions, and secure operation sector

47 OO LleoNAa @
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PLCnhext Technologym

Designed by PHOENIX CONTACT

Applicable Security Laws and Standards

State of the Art Security Standard for Industrial Automation

1ISO 27001/27019 VDI/VDE

. | 2182

Industrial Automation
- Basis Standard

“ OO LleoNAa @
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IEC 62443 - Security for Industrial Automation & Control Syste

Agenda

Applicable Security Laws and Standards

Terminology, Roles, and Tasks in Security Processes

Secure Product Development

" OO LleoNAa @
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PLCnhext Technologym
Terminology, Roles, and Tasks in Security Processes Deslgned by RHOBNIX CONTACT

The “Automation Pyramid”

orﬁce'Network Z

——

T .-

Factory i \
< f -

Ol

Prod uction-Network

Machine"“et""'c’rkS

w OO LleoNAa @
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Terminology, Roles, and Tasks in Security Processes

Basic Roles & Purposes of the IEC 62443 Standard

Operation &
maintenance

of automation solutions

Interest

Secure operation

Design &
commissioning

of automation solutions

Secure solution

Design & management
of components

for automation solutions

Secure devices

51

PLCnhext Technologym

Designed by PHOENIX CONTACT

Companies can check their automation
technology for potential weaknesses and
develop protective measures

OO LleoNAa @
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PLCnext Technology

INEXC

Terminology, Roles, and Tasks in Security Processes

IEC 62443 Structure and Systematic

IEC-62443-1-1 IEC-62443-1-2 IEC-62443-1-3 IEC-62443-1-4
Concepts Master glossary of System security IACS security
and models terms and abbreviations conformance metrics life-cycle and use-cases .
Role:
Asset owner
IEC-62443-2-1 IEC-62443-2-2 IEC-62443-2-3 IEC-62443-2-4 IEC-62443-2-5
Security program IACS Patch management in Security program Implementation
requirements for IACS protection levels the |ACS environment requirements for IACS guidance for IACS
asset Owners service providers ASSET OwWners
Security technologies Security risk assessment System security Role: Tl
for IACS and system design requirements and .
S iy Tavele System integrator

: -
E__ Product security Technical securicy Role:

development life-cycle requirements for IACS Device manufacturer
8 requirements components

Process requirements

. Functional requirements

w OO LleoNAa @
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Terminology, Roles, and Tasks in Security Processes

Role Distribution in

iy et
n.:'!-—-

Security program
requirements for IACS
service providers

‘\.“ s AR 14
IEC 62443-2-4

i . __LIEC 62443-4-

N

Security program
requirements for
IACS asset owners

Security Level

IEC 2700x ISMS

IEC 62443%2-1

W yIeewrnn lntegrator

Security Level

System security
requirements and
system security levels

IEC 62443-3-3
e

Example: Planning & implementation of a new production plant

54
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d Chain according to IEC 62443

PLCnhext Technolog)rIE

Designed by PHOENIX CONTACT

Technical security
requirements for IACS
components

Product security
development life-cycle
requirements

IEC 62443-4-1
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Secure Product Development

PLCnext Technolog)/[‘EJ

Designed by PHOENIX CONTACT

Supported Security Features (Status as of 2019.0)

W LidcoNTACT

AXCF 2152
2404267

==

7

il
i

Information

Configuration

55

Security

System Message

System Status

General Configuration

Basic Configuration

ICMP Configuration

Incoming ICMP requests ac

Outgoing ICMP requests ac:

cepte:

cepted

d

Security Architecture: Configurable Linux using Yocto build system

OS components:
Bootloader, Syslog-ng, SSH, Open SSL, Firewall nf-tables, .....

Hardware design with TPM to store manufacturers roots of trust
Secure Communication: SFTP, VPN, NTP, HTTPS, .....

Role based User Management via WBM

Firewall configuration via WBM

Certificate handling; Crypto store via WBM

Firmware Update via WBM

VPN via Linux configuration files (more info => PLCnext Community)
OPC UA with security support

@ 0 [LlebNrAdt
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PLCnext Technologym
Secure Product Development Designed by PHOENIX CONTACT

Product Security Incident Response Team

Product Security Incident
Response Team

Improve product security: Exchange vulnerability-

related information about Phoenix Contact products " - ! o~
with us. o ] ﬁ

PSIRT — Public Website

. 00 e (e

CONTACT
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Security Certifications

Certifications according to IEC 62443

Component

57

IEC-62443-1-1

Concepts
and models

IEC-62443-2-1

Security program
requirements for IACS
ASSEL OWNETS

Security technologies
for IACS

IEC-62443-4-1

Product security
development life-cycle
requirements

IEC-62443-1-2 IEC-62443-1-3 ‘ IEC-62443-1-4
Master glossary of System security IACS security
terms and abbreviations conformance metrics life-cycle and use-cases

(n

IEC-62443-2-2 IEC-62443-2-3 IEC-62443-2-4 IEC-6244.
|ACS Patch management in Security program Implemem
protection levels the IACS enviranment requirements for IACS guidance fi

service providers ASSET oW

\

Security risk assessment System security
and system design requirements and
security levels

Technical security
requirements for |ACS
components

|IEC 62443

PLCnhext Technologym

Designed by PHOENIX CONTACT

Phoenix Contact is one of the first companies in Germany to have been certified by TUV
SUD in accordance with the IEC 62443-4-1 and 2-4 series of standards for IT security.

This confirms that the
company develops secure
by design products in
compliance with the IEC
62443-4-1 process and
that it designs secure
automation solutions in
compliance with the IEC
62443-2-4 process.

Standard IEC 62443
comprises a series of
documents handling the
IT security of industrial
automation and control
systems (IACS). The term
IACS represents all
elements, such as systems, components and pracesses, which are required for the secure operation
of an automated production system. By specifically focusing on industrial applications, IEC 62443
also sets itself apart from 1SO 27001, which deals instead with traditional IT systems. For operators of
critical infrastructure, ICE 62443 covers all the requirements for secure solution design, start-up,
operation, and maintenance. |EC 62443 has become the “in-house standard” in the process industry.

The central elements of part 4-1 and 2-4 of the IT security standard are, on the one hand, a threat and
risk analysis based on the application scenario. ie; application examples and the required hardening
measures are defined for devices and systems. For automation solutions, a security concept is
devised with the required precautionary measures. On the other hand, a product or solution
development process is established which ensures that all identified security requirements are
implemented, verified and documented with traceability.

OO LleoNAa @
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PLCnext Technolog)rEl
Secure Product Development Designed by PHOENIX CONTACT

IEC 62443-4-1 — Secure Product Development Lifecycle Certificate

CERTIFICATE

No. Q4B 029429 0007 Rev. 00

Holder of Certificate: PHD IX CCINTACT GmbH & Co. KG
Fla

ies): PHOENIX coN'lAcTElcclmmu GmbH
Factory(ies): Industry Management and Automatior

Business Unlt Control Systems i
Dringenauer Strasse 30, 3 1812 Bad Pyrmont, GERMANY / '.Irnggimﬁly /

PHOENIX T Software GmbH
Langenbru 57 Lamgo, GERMANY

Secure Product

Development Lifecycle
O assessed & monitored

according to

Certification Mark:

-
L4
[*]
=
=
=
]
(=]
*
o
[=]
L4
(=]
=
=
-4
I
o
*
=
<
x®
=
e
=
-
-
L
(5]
*

d W
i

IEC 62443-4-1
Scope of Certificate: ~ Secure Product Development Lifecycle
Applied 1EC 62443412018
PPP 1600242018 (IEC 62443-4-1 Full Process Profi)
Standard(s):
The Cartification Body of TOV SUD Product Service GmbH certifies that the company mentiohed
P above has estaniiched and i maintaining & management systam which meels the requiremants af the
listed standards. The resuits are documented n 2 report. See also notes overisa!
w
[
bedl  Report No.: 18CRO1S007
o
e
Pl Valid untit: 20210729
= ISR
=
w
o 2
/
*
: o
= I 2018-08-01 Zn}{m’mm;m i
= e
o
=
) o
oV
N
TOV S0 Produet Service GmbH - Cenficanan Bady - Ridierstrafia 55 - 80439 Munich - Genmany
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ICS-Security Service Provider

IEC 62443-2-4 -

CERTIFICATE

HNo. Q48 028429 0008 Rev. 00

Holder of Certificate: PHOENIX CONTACT GmbH & Co. KG
Flachamarkistr. &
32825 Biomberg
GERMANY

Certification Mark:

Scope of Certificate:  ICS Security Service Provider

mmm,umaﬂnmmwmmummmw
whorn bes establahiod and is mainkereg o sirmtem which mests
the listed stancerds. The results ane documenied in a reporl. See aoo notes overleal

Report Mo.: 1RCRT1S007

Valid untit; 20920317

PLCnhext Technologym

Designed by PHOENIX CONTACT

ICS-Security Service Provider Certificate

As an ICS service provider we are offering

= Security services

= Design and commissioning of an automation system

for acceptance as system integrator

CERTIFICATE

No. Q4B 029429

Factory{ies): PHOENIX CONTACT Eectrnics GibH
¥ \warical Markel Maragsmant

Dvangenymier Sir, 30 71812 Bod Pymord, GERMANY

FHOENIX CONTACT Deutschinnd GenbH

Wariical Marks| Marsgemenl

anms A 37835 . GERMANY

Applied IEC B2443-24:2015
Standardis): 1EC B24A3 24 20 VS AMED 1: 2007

PPP 150104:2018 (IEC S2443-2-4: Profio for o Genenc
intagration Senaos Providec)

ICS = Industrial Control System

|IEC 62443
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PLCnext Control
Videos para iniciar con PLCnext Control

PLCnext Technology Basics 3 YouTube plenext technology channel
[ —  Te—
L = 0 @ A Corthicats e oL TRYEGRL 2 uten A * w L |
ey e
S A A POIENT GNOIENIER IO ED EDOENeS 3

;;;;;;;

PLCnext Technology

Basics
.....

Welcome fo this interactive online course.

N . —
»
- Y » = 5
M On the left, the name of the controller is displayed as well as the product key. m
= i = = < 11 b 4 1issse: =s=o 0 B

Overview to the Web-based Management on PLCnext Control

..........

Link PLCnext Technology Basic

OO LleoNAa @
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PLCnext Control
Videos para iniciar con PLCnext Control

BB YouTube PLCnext Lesson 1 3 YouTube PLCnext Lesson 2

STARTER KIT

(= [ ) (/) Compile

PLCnext Technology

LEARNING MADE EASY

PLC to PC Communication

; M o) 003734
@ GERMANY ;LCnexI Lessm 2 - PLC to PC Communication
PLCnext Lesson 1 - Unhoxing PLCnext
" 0 [QEHGENIX
CONTACT
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PLCnext Control

STARTERKIT

= AXC F 2152 STARTERKIT

= Kit de inicio AXC F 2152 incluido PLCnext Control AXC F 2152,
interruptor de tension, modulo de entrada y salida digital,
modulo de entrada y salida analdgico, potenciometro, moédulo
de interruptores, licencia PROFICLOUD vy fuente de
alimentacion, patch cable, conectores para paises vy
documentacion.

1046568

62

AXC F 2152 STARTERKIT
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PLCnext Control

STARTERKIT

63

PLCNEXT TECHNOLOGY STARTERKIT

Kit de inicio PLCnext Technology que incluye PLCnext
Control AXC F 2152, moédulo de E/S AXL Smart Elements
DI16/DO16/Al4, potencidmetro deslizante, pulsadores,
adaptador de red, licencia de Proficloud y patch cable.

1188165

PLCNEXT TECHNOLOGY STARTERKIT

'@ 10 [LleoNTA
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PLCnhext Technologym
Ecosystem & PLCnext Store Designed by PHOENIX CONTACT

The Open Ecosystem for Limitless Automa

—

—— e
——— -

PLChext Technology[fJ

enhance your automation thinking

PLCnext Control PLCnext Engineer PLCnext Store PLCnext Community

Open Control Platform Engineering Software Software Store for Automation User Collaboration & Resources

PLCs in various performance classes Engineering tool for Apps for functional extension of PLCnext Information, support, and helpful resources
including PLCnext Runtime System and commissioning, configuring, and Control and PLCnext Engineer about PLCnext Technology including FAQs,
accessories for PLCnext Technology programming PLCnext Controls forums, tutorials and a GitHub presence

PHCENIX
CONTACT




PLCnext Technologym
Ecosystem & PLCnext Store Designed by PHOENIX CONTACT

PLCnext Technology Ecosystem

PLCnext Technology "

Designed by PHOENIX CONTACT

PLCnext Technology

' De5|gned by PHOENIX CONTACT

EEJ . .

The open ecosystem for limitless automation

* PLCnext Control - * PLCnext Engmeer "'“'g‘ PLCnextStore o PLChext Commumty *
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PLCnext Technologym
Ecosystem & PLCnext Store Designed by PHOENIX CONTACT

PLCnext Community — Global Exchange & Collaboration

More aboutPLCnext Technology Upload or download apps Ask a questionin the forum ‘Watch and learn with tutorials

plcnextcommunity.com plenextstore.com phoe.co/PLCnextForum phoe.co/PLCnextTutorials

Use or share open source code Share your experiences on Instagram Get intouch on Linkedin

#PLCnext PLChext Community
#lamPLCnext

github.com/plcnext @plcnext phoe.co/PLCnextLinkedin JOln and get inVO|VGd
#lamPLCnext
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