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Security Advisory for mGuard products [CVE-2013-6466]

Synopsis

CVE-2013-6466: Remote denial of service vulnerability of the IKE daemon.

Affected products

All Phoenix Contact and Innominate Security Technologies devices running the mGuard
firmware version 8.0.0 to 8.5.1.

Issue

Cited from the original report CVE-2013-6466: “Openswan 2.6.39 and earlier allows remote
attackers to cause a denial of service (NULL pointer dereference and IKE daemon restart) via
IKEv2 packets that lack expected payloads.”

Details

Specially crafted IKEv2 packets may force an IKE daemon restart and force a restart of all
IPsec connections. There is no access to sensitive information or tunnel content possible by
this attack.

Mitigation

Customers using Phoenix Contact or Innominate mGuard devices with affected firmware
versions are recommended to update to firmware version 8.5.2 or higher which fixes this
vulnerability.


