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You Really Shouldn’t Be Surprised.. 

�



The Evolution of Intelligent Buildings 



The Impending Edge Cyber Storm



Agenda
• Understanding the Threats

• Defending Against the Threats

• Best Practices



The Cyber-Physical Appeal to Hackers

#internetOfthingsIWantToHack

“If your industrial control system is 
connected to the Internet, it has 
almost a 100 percent guarantee to 
be hacked the first day.”

 E. Kaspersky, founder, Kaspersky Lab

Tucson digital traffic sign hacked, July 2015 



Shodan and Other “Hacker Friendly” Sites
They can find you…

And ruin your day.



Control Systems Exposed

“If you talk to these companies, they’ll swear up and down that their 
controller networks are “isolated” from other computer networks, including 
the Internet. But many, many times, there’s a connection that the engineers 
are not aware of…”

“Cyber Risk Isn’t Always in the Computer,” Seth Bromberger, WSJ,  Sept 24, 2015



Defending Against the Threats:
Organizational Best Practices 



People, Processes & Technology

• Security isn’t just an “IT thing”

• Policies  and procedures are critical
 Patch management
 Proper use of IT systems
 Proper use of building control systems
 Procedures for incident response

• Communicate: Make sure users
understand/respect the cyber threat and
follow organizational security policies

• Educate: Teach them how to follow the
correct procedures

• Enforce: Make sure everyone knows that
Cybersecurity is a priority from the top down
in your organization & enforce good behavior
through technical controls where possible.

Policies Procedures

User 
awareness

Best 
practices



An Organizational, Holistic View 



Who’s Involved in Security? 
Product Supplier (PS) 
Integration Provider (IP)
Asset Owner (AO)
Asset Operator (AOP)
Maintenance Provider (MP)
Service Provider (SP)
System Operator (SO)
Regulatory Authority (RA)
Compliance Authority (CA)

12
Principal Roles (from ISA 62443-1-1)



Lifecycles and Swim Lanes 

Security SDLC
Security Capabilities  
Security Testing
Product Support
Patches and Updates

Secure Setup 
Network Configuration
Securely Configured 
Integration Best Practices

Asset Management
Continuous Monitoring
Applying Patches 
Active Engagement 



OT and IT Need to Work Together 



Periodic Risk Assessments –
What are your assets & risks?  
• Understand your organization’s appetite

for risk & determine a risk threshold, re
CVSS score

• Identify the electronic assets you wish to
protect & document security
requirements re: confidentiality, integrity,
availability

• Engage an independent security team to
assess threats and potential
vulnerabilities for your network & those
assets

• Follow up with action items
• Do this on a periodic basis – assets

change, requirements change.



Product Manufacturers –
Enforce Good Behavior through Technology Controls 
One of our Key Cybersecurity principles at Tridium is to make security 
easier for end-users: 
• “Secure by Default”

 Forcing default credential changes immediately upon commissioning 
 Strongest authentication mechanism by default
 Enforcement of strong passwords
 Encrypted communications (FoXS and HTTPS)

• Role-based Access Control
 Make user management easier with Role-Based Abstractions (vs. fine-

grained permissions) 
• Do the Right Thing By Default, regardless of configuration:

 Encryption of Sensitive Information at Rest 
 Sandboxing of third-party code 
 Digitally-signed code, validated for integrity and source at run-time
 Secure Boot 

• Customer Education
 Security Guides, Hardening Guides
 Podcasts, Whitepapers, Presentations on Security Best Practices 



Networking: Defense-In-Depth 
From Rashid, Coladonato, Schaeffer, “Maintaining
Data Integrity from Creation to Collection to 
Consumption in an Infrastructure Environment”



Patch Management is Critical

TIP: NIST SP 800-40r3 Provides Guidance for Patch Management for Your 
Organization that can be helpful for all building systems (control systems, edge 
devices, etc.) . 



Protection against Ransomware 
1. Educate your people on the safe

use of IT assets and the dangers
of ransomware

2. Use anti-virus software on your
systems and keep them up to
date

3. Do periodic, scheduled backups
of your systems

4. If you have a supervisory system
(ex: Niagara Supervisor), treat it
as mission-critical infrastructure,
which means it shouldn’t be a
“web surfing” or “email checking”
machine

*Image – Santeri Viinamake, Creative Commons



Wireless Communications 
• Vulnerabilities with Wireless Protocols & Insecure Configuration of

Wireless Protocols have brought significant impacts and challenges
• Notoriously weak Wired Equivalency Privacy (WEP) & its quick

attempt at a replacement, WiFi Protected Access (WPA)
• WPA2 and KRACK (2017/2018)
• Insecure Configurations

• Countermeasures
• Complementing Wifi protocols with other security protocols (ex:

JACE8000 – all communications encrypted with TLS, over an
encrypted Wifi tunnel (if one fails, confidentiality still exists)

• Complementing Wifi protocols with other security infrastructure
(802.1x, RADIUS, etc.)

• Or.. Stick to wired..



Cryptography / Encryption Standards

• Symmetric (Secret Key) Crypto – used for encrypting data
• Asymmetric (Private/Public Key) Cryptography – very large keys, used for key

exchange of symmetric keys
• Ciphers are broken every day & become obsolete – check!

• What is effective today may not be tomorrow.
• NIST recommends AES 256 (Symmetric) & RSA 2048 (Asymm)

• Ciphers are best when Perfect Forward Secrecy is used
• TLS can be used for providing a lot of goodness:

• provides confidentiality & integrity
• can prevent man-in-the middle and many other attacks
• can provide non-repudiated assurance of both parties when using mutually-

authentication (2-way TLS) with digital certificates
• Watch for weak ciphers & downgrade possibilities where weaknesses can

be exploited
• Watch for implementations with known vulnerabilities.

• VPN tunnels (using various protocols – IPSEC) can be very effective, and much
like TLS, watch your implementations, ciphers.



People forget Physical Security 

• Even if you have great network
security, secure products, it
really doesn’t matter if someone
can gain physical access to
your control systems and edge
devices.

• Remember that many
successful cyberattacks can
also begin with a physical one

• Remember that malware can
also be introduced through USB
drives



People Are Often the Weakest Link

Policies Procedures

Technology 
Controls

Best 
practices

People are the most critical aspect of your building’s security. 
Image: Pixabay.com, available through Creative Commons CCO. 



Resources Where to find it 
“Maintaining Data Integrity from Creation to Collection to 
Consumption in an Infrastructure Environment” by         
H. Rashid, M. Coladonato, & D. Schaeffer

http://rd.phoenixcon.com/aspapps/GWIS/splashproc/
mediaDLs/287/
Maintaining_Data_Integrity_from_Creation_to_Collection_to_Co
nsumption_Final.pdf

NIST SP 800-50: Building an Information Technology 
Security Awareness and Training Program 

http://www.nist.gov/

NIST SP 800-82: Guide to Industrial Control Systems 
(ICS) Security

http://www.nist.gov/

NIST SP 800-61: Computer Incident Security Handling 
Guide 

http://www.nist.gov/

ICS CERT – “Improving Industrial Control Systems 
Cybersecurity with Defense-In-Depth Strategies” 

https://ics-cert.us-cert.gov

ICS-CERT – “Developing an Industrial Control Systems 
Cybersecurity Incident Response Plan”

https://ics-cert.us-cert.gov

ICS-CERT – “Remote Access for Industrial Control 
Systems”

https://ics-cert.us-cert.gov

Niagara 4 & AX Hardening Guides https://www.tridium.com/en/resources/library

Tridium Security Bulletins https://www.tridium.com/en/resources/library

Niagara Smart Building Guide Specification https://www.tridium.com/en/resources/library



Additional resources

https://Tridium.com/en/resources/library



Thank You!

Kevin T. Smith, CISSP, CSSLP

ksmith@tridium.com


