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Introduction to cellular networks

Learn more about

= How cellular routers can provide reliable Internet connectivity in remote
industrial locations.

= Improving the efficiency of the application by better understanding the
basics of cellular networks and key networking concepts.

= Features to consider when selecting a cellular data plan.
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Introduction

As industries become more automated, reliable and efficient networking solutions
have become essential for seamless operations. Cellular routers provide a versatile and
robust solution for remote monitoring and control applications in industrial automation.
However, understanding the various networking aspects of using cellular routers can
be daunting for those without a background in networking.

This white paper provides an overview of key networking concepts related to cellular
routers, including network address translation (NAT), access point names (APNs),

virtual private networks (VPNs), port forwarding, and the roles of mobile virtual network
operators (MVNOs) and mobile network operators (MNOs). By the end of this white paper,
readers will have a better understanding of how to effectively utilize cellular routers in
their industrial automation applications, with a focus on ensuring secure and reliable
network connectivity.

Network overview
A cellular network is a type of wireless network used for com- Contents
munication between mobile devices, such as smartphones or
tablets. Here is an overview of a cellular network considering Network overview 2
the major components: user equipment, radio access network APN (private and public) 3
(RAN), the carrier network, and the Internet (FIGURE 1).
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User equipment (UE): User equipment refers to the
mobile devices used to connect to the cellular network.
This includes smartphones, tablets, and other mobile
devices that use a SIM card to connect to the network.

Radio access network (RAN): The RAN consists of a
network of base stations or cell sites that connect user
equipment to the carrier network. This network uses
radio frequency waves to communicate with the user
equipment and transmit data to and from the carrier
network.

Carrier network: The carrier network consists of a

core network and a backhaul network. The core network
provides routing and switching functionality for voice
and data traffic, while the backhaul network connects
the RAN to the core network.

Note that the major mobile network operators (MNOs) in
the U.S. (AT&T Mobility, Verizon Wireless, and T-Mobile/

Sprint) each own and operate their own RAN and carrier
networks.

APN (private and public)

An access point name (APN) is a unique identifier that
mobile network operators use to establish a data connec-
tion for a device over their network. In the context of a
cellular router for industrial applications, the APN serves
as the gateway for the router to connect to the Internet or
a private network (FIGURE 2).
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Internet: The Internet is a global network of interconnect-
ed computers and servers that enables data communi-
cation between users and devices. In a cellular network,
data from the carrier network is often transmitted to the
Internet to allow users to access web-based services and
applications.

When a user makes a call or sends a message on a
cellular network, the user equipment sends the signal
to the nearest base station, which relays the signal to
the carrier network. The carrier network uses the core
network to route the signal to the recipient’s mobile
device, or to the Internet if the call or message is
intended for a web-based service.

A cellular network is a complex system of hardware

and software components that work together to enable
wireless communication between mobile devices. The
user equipment, RAN, carrier network, and Internet are
all essential components of a cellular network that allow
users to connect and communicate with each other. =

When a cellular router is deployed in an industrial
environment, it needs to connect to a mobile network

to access the Internet or a private network. The rout-

er communicates with the mobile network through the
APN, which is provided by the network operator. The APN
serves as the entry point to the network and provides the
necessary information for the router to connect,
including the authentication details and the net-
work settings.

Once the router is connected to the network
through the APN, it can transmit and receive data
over the cellular network. This allows the router
to provide Internet connectivity to devices in the
industrial environment, such as sensors, cam-
eras, and other equipment. The router can also
be configured to provide secure connections to

a private network, such as a corporate network,
using a virtual private network (VPN) connection.

The function of an APN in the context of a cellular
router for industrial applications is to provide

a secure and reliable connection between the
router and the mobile network. The router can
then transmit and receive data over the cellular
network and provide Internet connectivity to
devices in the industrial environment.

continued -
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What are the benefits of a private APN?

Enhanced security: A private APN provides a dedicated
and secure connection between the business’s devic-

es and their private network or cloud resources. Unlike
public APNs, which are shared among multiple users and
can be vulnerable to attacks, a private APN is dedicated to
a specific business and can be configured with additional
security measures, such as encryption and firewall rules,

to protect against unauthorized access and data breaches.

Customization: A private APN can be customized to meet
the organization’s specific business needs. For example,
the business can configure the APN to prioritize traffic
from critical applications or devices, or to limit access to
certain network resources based on user roles or device
types.

Compliance requirements: Some industries and busi-
nesses have strict regulations around data privacy and se-
curity. A private APN can help organizations comply with
these regulations by providing a secure and controlled
network environment.

While a private APN may require additional setup and
maintenance costs, it can provide significant benefits for
businesses that require a dedicated and secure cellular
network connection.

MVNO

A mobile virtual network operator
(MVNO) is a company that provides
mobile network services without

External
Network

MVNO

Using a public APN can also have several business bene-
fits, including:

Lower costs: Public APNs are often less expensive than
private APNs because multiple users share them. This
can be a cost-effective solution for businesses that do not
require a dedicated cellular network connection or have
limited budgets.

Easy setup: Public APNs are typically easier to set up
and manage than private APNs. Since the network in-
frastructure is already in place, businesses can quickly
connect their devices to the network without extensive
configuration or maintenance.

Scalability: Public APNs can be easily scaled up or down
to meet the changing needs of a business. As the number
of devices or data usage increases, businesses can simply
upgrade their subscription to a higher service tier without
investing in additional infrastructure.

While a public APN has its advantages, it might not
provide the same level of security or customization as
private APNs, making it vulnerable to network congestion
or latency issues. ®
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owning its own licensed spectrum

or physical network infrastructure
(FIGURE 3). Instead, an MVNO leas-
es network capacity from an MNO
and resells it under its own brand.
Notably, an MVNO can lease and
resell network capacity from multi-
ple MNOs. By aggregating data plans
from multiple MNOs, the MVNO

can offer a major value proposition
to users who have cellular devices
deployed across the country where
coverage from a single carrier may
not be available.
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mobile network services without the
high costs of building and maintain-
ing a physical network infrastruc-
ture. By leasing network capacity
from an MNO, an MVNO can offer mobile network ser-
vices at competitive prices while still maintaining its own
brand identity and customer base.
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Public static IP

In addition to providing mobile network services, an
MVNO may offer additional value-added services such
as mobile device sales, customer support, and billing
services. An MVNO may also specialize in serving spe-
cific customer segments, such as prepaid customers,
low-income customers, or international travelers. Some
MVNOs even have existing private APNs already built

Networking methods

Public static IP

A public static IP address is a unique IP address
assigned to a device or network that is reachable from
the Internet and remains constant over time. It is called
“static” because the address does not change, unlike
dynamic IP addresses that are assigned dynamically by
the Internet service provider (ISP) each time a device
connects to the Internet.

Public static IP addresses are typically used by servers,
web hosts, and other network devices that require
constant accessibility from the Internet. With a public
static IP address, devices can be easily accessed from
anywhere on the Internet without the need for dynamic
DNS services, which can be unreliable or require addi-
tional configuration.

Some benefits of having a public static IP address
include:

Remote access: A public static IP address allows

remote access to devices on the network, such as
servers, cameras, or other network devices, from

anywhere on the Internet.

PHOENIX CONTACT

and accessible to their customers. They can facilitate the
use of private APNs for improved security with minimal
upfront cost or development to the end user.

MVNOs play an important role in the mobile telecommuni-
cations industry by increasing competition and providing
more choices for consumers. ®

Hosting services: Public static IP addresses often host
services, such as websites or email servers, that need
to be accessible from the Internet.

Network identification: A public static IP address can
be used to identify a specific device or network on
the Internet, making it easier to manage and monitor
network traffic.

Stable network configuration: A public static IP address
allows network administrators to set up more stable
network configurations, such as firewall rules and port
forwarding, that can be relied on over time.

However, a public static IP address can also expose the
network to more security risks, as attackers can more
easily target specific devices or services. It is import-
ant to properly secure the network and use appropri-
ate security measures, such as firewalls and intrusion
detection systems, to mitigate these risks. Finally, a
public static IP address can add cost, so it is important
to consider the tradeoffs when opting for a public static
IP address. =
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NAT routing

NAT (network address translation) routing is a technique
that allows devices on a private network to share a single
public IP address for communication with the Internet.
NAT works by translating private IP addresses into a pub-
lic IP address and vice versa.

In the context of cellular routers, NAT routing allows
devices connected to the router to have private local IP
addresses (192.168.1.XX, for example), while the cellular
router has a public IP address (FIGURE 4).

Private IP addresses: Devices on a private network are
assigned private IP addresses, which are not directly
routable on the Internet. Private IP addresses are used to
create a separate address space for devices on the private
network, which can be reused across different networks.

[o=1I[VIE:T
Network

Public IP address: The network gateway, such as a router,
is assigned a public IP address that is routable on the
Internet. The gateway acts as a mediator between the
devices on the private network and the Internet.

Translation: When a device on the private network initi-
ates communication with the Internet, the NAT device
translates the private IP address of the device into the
public IP address of the gateway. The NAT device main-
tains a table of active translations, which allows it to route
incoming traffic back to the appropriate device on the
private network.

Reverse translation: When a device on the Internet
initiates communication with a device on the private
network, the NAT device translates the gateway’s public
IP address into the private IP address of the device. This
routes incoming traffic to the
correct device on the private
network.

Private
Network

NAT allows multiple devices
on a private network to share
a single public IP address,
which conserves the limited
supply of public IP address-
es. It also provides a degree
of security by hiding the
private IP addresses of de-

192.168.1.100

FIGURE 4

67.210.97.1 — 192.168.1.xx

The router translates the
public IP address to the
private IP addresses
behind it.
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vices on the private network
from the Internet, preventing
unauthorized access to the
network. However, NAT can
introduce latency, so it might
not work well with applica-
tions that rely on direct com-
munication between devices
on different networks.

192.168.1.101

192.168.1.102
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Port forwarding

Port forwarding allows incoming traffic initiated by a
device on the Internet to be directed to a specific device
or service on a private network. Port forwarding maps a
specific port on the public IP address of a network to a
port on a device or service on the private network
(FIGURE 5).

Public IP address: A device on the Internet initiates
communication with the cellular router that has a
public IP address. The router acts as the mediator
between the device on the Internet and the devices on
the private network.

Port number: Each service or application running on a
device or server has a specific port number associated
with it. For example, HTTP traffic typically uses port 80,
while HTTPS traffic typically uses port 443.

Cellular
Network

Inbound traffic: When incoming traffic arrives at the gate-
way on the specified port, the gateway forwards the traffic
to the mapped port on the private network. This allows
the incoming traffic to reach the specific device or service
on the private network.

Port forwarding allows devices or services on a private
network to be accessed from the Internet, which can be
useful for hosting a website, remote access to a server or
application, or online gaming. However, port forwarding
can also introduce security risks by exposing specific de-
vices or services on the private network to the Internet. It
is important to properly configure port forwarding and use
appropriate security measures to mitigate these risks. ®

Private
Network
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VPN

A VPN (virtual private network) allows users to securely
connect to a private network over the public Internet.
VPNs create a secure and encrypted connection between
a user’s device and a remote server, enabling users to
access resources on the private network as if they were
directly connected to it.

The main features of a VPN include:

Encryption: VPNs use encryption to secure the connection
between the user’s device and the VPN server, protecting
the data from being intercepted or viewed by unautho-
rized users.

Authentication: VPNs require users to authenticate them-
selves with a username and password or other credentials
to establish a secure connection.

Tunneling: VPNs create a virtual tunnel between the
user’s device and the VPN server, which ensures that
all data transmitted between them is encapsulated and
encrypted.

Privacy: VPNs provide users with privacy and anonymity
by masking their IP address and location, which helps
prevent tracking by advertisers and other third parties.

Use cases

Most industrial applications for VPN over a cellular
network are in a “hub-and-spoke” configuration. Typically,
the spokes (remote sites) initiate the VPN connection to
the hub (central site).

Having the spokes initiate the VPN can improve network
security, scalability, and availability. When the spokes
initiate the connection, the hub has no knowledge of the
network topology of the spokes, which provides an ad-
ditional layer of security. It also ensures that only autho-
rized spokes can access the central site.

As the number of spokes increases, it is easier to manage
the VPN configuration if each spoke is responsible for
initiating its own connection. And if a network fails, this
type of VPN can provide a higher level of availability, since
each spoke can establish its own connection. This ensures
that the network can continue to function even if one or
more spokes experience connectivity issues.

Finally, it also simplifies network configuration: The hub
only needs to be configured to accept incoming VPN con-
nections from the spokes, which is simpler than establish-
ing multiple outgoing VPN connections to each spoke. ®

Cellular routers are used in a variety of industrial applications where Internet connectivity is
required in remote or hard-to-reach locations. Some of the primary applications for cellular

routers in industrial settings are:

Legacy SCADA (remote monitoring
and control)

Cellular routers can monitor and control remote industrial
equipment, such as pumps, valves, and sensors. This can
help reduce downtime and maintenance costs by allow-
ing operators to quickly detect and respond to issues. In
many SCADA applications, the host system periodically
requests data from the remote sites, so the IP addresses
of those sites must be fixed and known.

In applications that have fewer than 10 remote devices,
the simplest and most cost-effective method is to obtain
public static IP addresses for each cellular router in the
field and use NAT routing or port forwarding to connect to
controllers or other devices behind the router.

PHOENIX CONTACT

However, having a public static IP address can also
expose the network to more security risks, as attackers
can more easily target specific devices or services.
Establishing a VPN connection between the cellular
router and the SCADA host will help protect the data.

If the router supports additional firewall rules, this can
further increase protection.

Larger SCADA systems may need to use both a private
APN and a secure VPN connection from the SCADA host
to the carrier network or MVNO. Establishing a private
APN includes a range of private IP addresses that reduce
networking complexity. =
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Internet access/IloT

Cellular routers can provide Internet connectivity to
mobile offices, field service vehicles, skids, or other
equipment. This can help improve productivity and
communication by allowing workers to access the
Internet and company resources from remote locations.
It can also be used to bypass IT infrastructure in some
cases.

In IIoT applications, the cellular device may establish
a network connection on a periodic or event-driven basis
to publish data to a cloud platform or other system.

In both cases, since the cellular router or device is es-
tablishing the connection and the destination is fixed,

a dynamic public IP address can be used. This can be
achieved using a standard “IoT” SIM card and data plan.
Cellular routers can be configured to route traffic to and
from devices below it using NAT routing or exposed host
functionality. =

|
Remote access

Remote access applications differ slightly from data
acquisition (SCADA or IIoT) using cellular routers. In
remote access applications, routers are used to allow
access to connected devices for maintenance purpos-
es such as firmware updates, configuration changes,

or troubleshooting. This may be in parallel with data
acquisition. Remote access is achieved through the use
of a VPN connection. The way in which the VPN connec-
tion is established dictates the requirements of the SIM
card, data plan, and services. Using a web-based VPN
allows users to use a standard IOT SIM card, as static IP
addresses are not necessary. ®

PHOENIX CONTACT

Conclusion

As cellular coverage continues to expand around the
globe, the use of cellular routers can provide a

flexible and reliable solution for Internet connectivity in
remote or hard-to-reach industrial locations. This tech-
nology will improve efficiency, safety, and productivity
across a wide range of applications. =

About Phoenix Contact

Phoenix Contact is a global market leader based in
Germany. Phoenix Contact produces future-oriented
components, systems, and solutions for electrical
controls, networking, and automation. With a
worldwide network reaching across more than

100 countries, and with over 20,300 employees,
Phoenix Contact maintains close relationships with its
customers, which is essential for shared success.

The company’s wide variety of products makes it easy
for engineers to implement the latest technology in
various applications and industries. Phoenix Contact
focuses on the fields of energy, infrastructure, process,
and factory automation.

For more information about Phoenix Contact or
its products, visit www.phoenixcontact.com,
call technical service at 800-322-3225, or email
us-info@phoenixcontact.com.
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