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MINT

Al-enhanced Energy Management

1 Master Slave certificate

For the Mint secure connection to work you also need SSL certificates, these certificates
can be obtained by contacting Phoenix Contact support. For installing these certificates
follow the following steps. Log in to the WBM, go to Security > Certificate Authentication. In
the trust store, klick on the "+" icon on the botom left of the table. A window should pop up
where you have to give a name to the new trust store. This name should be "MintSecure-

Server" this is important. In the new "MintSecureServer" trust store klick on the "+" icon.

Add Trust Store

Name [Mmtsecuresuver

m Cancel

Figure 1: Adding trust store.

under the certificates section. In this window you should browse to the certificate you’ve
generated and add it in the store. Once added you should see the certificate in the trust

Add Certificate
Trust Store I MintSecureServer

Certificate Type Trusted Certificate v
Certificate content in PEM Format:
Input Method

m MintSecureConnection.pem
s J

Figure 2: Adding the certificate.

store with it’s expiration date. Next up go to the "Identity store" tab and klick on the "+"
icon
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on the bottom left. In the window that opens add the name "MintSecureClient" (This is
important !) and browse to the certificate you’ve made earlier. After this is finished, you
should see the key pair in the store, now you have to add the certificate to this key. you can
do this by clicking on the pencil icon on the bottom right. After this a window opens.

MintSecureClient o -
No. Element Type Description Details &
> 1 Key Pair RSA 2048 RSA Key Pair B Iy

ﬂ 2 Certificate Key Certificate Certificate not available. Please add a Key Certificate via the "Set"
button on the right.

Figure 3: Adding a keystore.

where you once again have to browse to the certificate you’ve made and save it.

Set Key Certificate

Identity Store MintSecureClient
Certificate Source Enter Certificate v|
Certificate content in PEM Format:

Input Method File Upload v

m MintSecureConnection.pem

The issuer certificate(s) will also be reset or replaced.

m Cancel

Figure 4: Adding the SSL certificate.

After this is finished you are done setting up the certificates. All that is left now is to set up
an NTP connection to a NTP server to make sure that the PLC time is synchronised.
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2 Datahub Certificate

W.MINT

Al-enhanced Energy Management

Request the latest MQTT certificate from your Phoenix Contact, contact person. Import the
certificate into the PLC memory using a FTP tool (WinSCP is prefered). Log in using the user
and password of the PLC. Drag an drop the certificate into the main folder. The MQTT SSL

certificate is set up now.

B, plenext - 192.168.0.2 - WinSCP — | x
Local Mark Files Commands Tabs Options Remote Help
FR 2 [ Synchronize [l £F [F & Queue ~ ° Transfer Settings Default L B
W 19216802 X B NewTab =
|5 My documents LA ~ i B el plenext v _’. hd R =R - Re Rl ] Find Files |
New ~ : [+ V| # Download ~ [)] Edit ~ X 7 [ Properties ~ New ~ - [+] ¥
Ci\Users\Administratr\ Do Jopt/plenext/
Name Size Type Changed Name Size Changed Rig
t, Parent directory 8/10/2024 14:55:39 t. 28/03/2024 19:16:39 wi
Automation File folder 9/02/2022 17:12:23 apps 28/03/2024 19:17:13 i
PLCnext Engineer File folder 8/10/2024 14:56:05 appshome 11/07/2024 20:21:42 g
config 28/03/2024 19:17:10 W
data 3/11/2024 21:32:15 W
installed_apps 28/03/2024 19:16:59 Wi
logs 19/11/2024 10:48:59 W
Ittng 9/03/2018 13:34:56 w
projects 31/10/2024 16:40:06 g
retaining 28/03/2024 19:17:22 i
Security 9/03/2018 13:34:56 Wi
shadowing 13/11/2024 15:46:58 W
5 DigiCertGlobalRootG2.cer e 2KB  21/08/2024 9:38:25 s
| PL(nextBase.SeM(ePruvlder.lngé 2KB  14/05/2024 9:00:57 W
< >

0Bof0BinDof2

4hidden 0B of 284KBin0of 13

3 hidden

SFTP-3 0:00:36

Figure 5: Adding the MQTT certificate.
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