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TC Router 4G LTE and

mGuard Secure VPN Client - ,ii
VPN Configuration Guide |- ™ ,
IR o e S, i

1 Description

This application note describes how you can establish a VPN connection from the mGuard Secure
VPN Client to the TC Router 4G LTE. This requires the use of certificates.

You need the following:

Name Order No. Description
MGUARD SECURE VPN CLIENT LIC | 2702579 License for mGuard Secure VPN Client
TC Router 3002T-4G 2702528 (EU) 4G LTE cellular modem.

2702532 (VZW)
2702533 (ATT)

SIM Card with public/static IP Contact cellular | Active SIM card with public/static IP
address provider address that enables the TC Router to
connect to the Internet.

A WARNING:
This application note does not replace the device-specific documents.
Please follow the safety notes in the associated package slips, data sheets, and user manuals.

Make sure you always use the latest documentation.
It can be downloaded at phoenixcontact net/products.



https://www.phoenixcontact.com/online/portal/us?uri=pxc-oc-itemdetail:pid=2702579&library=usen&tab=1&requestType=product&productId=2702579&productDetection=true&redirectTarget=country&redirectTo=US
https://www.phoenixcontact.com/online/portal/us/?uri=pxc-oc-itemdetail:pid=2702528&library=usen&pcck=P-08-01-03-01&tab=1&selectedCategory=ALL
https://www.phoenixcontact.com/online/portal/us/?uri=pxc-oc-itemdetail:pid=2702532&library=usen&pcck=P-08-01-03-01&tab=1&selectedCategory=ALL
https://www.phoenixcontact.com/online/portal/us/?uri=pxc-oc-itemdetail:pid=2702533&library=usen&pcck=P-08-01-03-01&tab=1&selectedCategory=ALL
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2 Certificates

Learn how to create certificates in the “Quick Reference Guide for creating certificates” at
phoenixcontact.com/product/2314008.

Certificates required

For a VPN tunnel in connection with the mGuard Secure Client, you require three certificates: a private
certificate from each side and a public certificate from the client loaded in the VPN server.

e Machine certificate.p12#
e C(lient certificate.p12#
e C(Client certificate.crt

3 Configuring the router

3.1 Mobile communication router
VPN Client Mobile Network PLC

Internet (((’ :

VPN Tunnel

VPN Client IP Public/Static IP Local Network
192.168.9.1 166.130.95.55 192.168.0.0/24
Figure 1 System overview with mobile router

. Ensure that the TC Router has an active data plan with a public/static IP address. Please check
1 with your cellular provider to learn more about the data plan associated with the SIM card



http://phoenixcontact.net/product/2314008

01/06/2020

e  Power up the TC Router and connect to the Internet e  Switch to the “VPN >> IPsec >> Connections” sub-
o  Refer to the TC Router user manual for setup folder.
instructions . Enter a name for the VPN connection.
e  Open the web-based management. Log in with your e Confirm with “Apply”.
username and password. e Under the “Settings” main item, click on the “Edit”
o  Default IP address: 192.168.0.1 button.

o  Default username: admin

o  Default password: admin o+
e  Switch to the “VPN >> IPsec >> Certificates” sub- o

folder. o 1c Foter v (Ea] [[em] [[em]
e  Load the Client certificate.crt and Machine o s ] |

certificate.p12# into the TC Router
e Confirm with “Apply”

b Remate certiicates. System
= Figure 3 IPsec connections

o e Activate the VPN tunnel.

e Select the certificates.

e Enter the network area of the local network. Enter
the fixed IP address of the client. The example shows
the network area 192.168.0.0/24 and for the client
192.168.9.1/32.

e  Enable remote masquerading

e Confirm with “Apply”.

Figure 2 IPsec certificates
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+ Status

work

Ramots masquarading *
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¥ AT to local network 192 16800
+ Metwork security
o] Remote cor
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= tpsec Autoreset 5 i
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* OpenvPN
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+ System

Figure 4 IPsec connection settings




e  Click on “IKE”
e  Take the settings from the figure below.

+

o+ +

G

Figure

TC ROUTER 3002T-4G ATT
27 02 533

Device information
Status

Local network
Wireless network
Device services

Network security

IPsec - Internet key exchange settings

Name

IKE protocol

Phase 1 ISAKMP SA
ISAKMP SA encryption
ISAKMP SA hash
ISAKMP SA lifetime

Phase 2 IPsec SA
IPsec SA encryption
IPsec SA hash

IPsec SA lifetime

Perfect forward secrecy (PFS)
DH/PFS group
Rekey

Dead peer detection

VPN
DPD delay
= IPsec
* Connections DPD timeout
 Certificates
+ OpenvpPN Settings
/O
System
Basic setup
Looout
5 IPsec — Internet key exchange settings

The settings for the TC Router are now complete

mGSVC to TC Router VPN
IKEv1 only ¥

AES-256 v
SHA-2/SHA-1 (all) »
3600 sec.

AES-256 v
SHA-2/SHA-1 (all) »
28300 sec.

Yes ¥
2imodp1024 v
Yes ¥

Yes ¥

30 sec.
120 sec.

Apply

In the “Status >> IPsec status” stub-folder you can monitor the status of the VPN tunnel.

T-a6 4TT IPsec status
& Active IPsec connections
MGSVC ta TC Rauter VPN Y Y
+ Device information
=) stah
+ Local network
+ Wireless network
+ Device services
+ Network security
+ ven
+ vo .
Figure 6 IPsec connection status menu
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4 Configuring the mGuard Secure VPN Client

4.1  Installation

. Install the mGuard Secure VPN Client as described in
the corresponding data sheet (see
phoenixcontact.com/ product/2702579).

4.2  Uploading a certificate

e  Start the mGuard Secure VPN Client software

e Navigate to “Configuration >> Certificates”

e Select “Add” and name the certificate “Client
Certificate”

. In the “User Certificate” tab, select the “from
PKCS#12 file” option.

e Upload the previously created Client Certificate.p12#

Certificates X

Name: ||Client Certificate| ||

User Certificate PN Policy Certificate Renewal Computer Certificate

Certificate: | from PKC5#12 file bl |
Select Certificate: 1 |
PKCS5#12 Filename: | Ch\Users\dhoysan\OneDrive - PHOEMIY C(| |

[JEnable Certificate Selection

Certificate Path: | |

[ PIN request at each connection

Certificates x

Mame: Client Certificate|

User Certificate PN Policy Certificate Renewal Computer Certificate

Certificate: from PKCS#12 file hd

Select Certificate: |1 |

PKCS#12 Filename: |C:'\.Users'\.dhoysan'\.OneDn\re - PHOEMIX C(|

[]Enable Certificate Selection

Certificate Path: | |

[ PIN request at each connection

Help Cancel

Figure 7 mGSVC certificate upload

43 Creating a profile

e Inthe main menu, select “Configuration >> Profiles”.
e  Add anew profile

[ Profiles - O X

Available Profiles

Group:
Show All Profiles ~ Group

Profile Name & Default

Add / Import Edit Copy Delete Export

Help oK Cancel

Figure 8 Add mGSVC configuration profile

e Select the manual configuration
e  Enter a profile name

MNew Profile Wizard X
Profile Name
Enter the profile name of the connection I n IGuard

The connection may be given a descriptive name, up to 39 alphanumeric
characters long. Enter the name in the following field.

ﬁ |Remote _Connectinn| |

< Back Cancel

Figure 9 Profile name


http://phoenixcontact.net/product/2702579

e  Select the previously uploaded certificate
e  C(Click next

Certificate Usage
Should a certificate be used for authentication?

MGuard

Faor strong authentication a certificate can be used. This certificate will be checked by
the VPN gateway at beginning of the connection.
Secure Client Monitor's menu item Configuration: Certificates allows for the
configuration of which certificate the client is going to use.

O Mo Certificate for Authentication

@ Certificate for Authentication

Certificate Configuration
Client Certificate ~

< Back - Cancel

New Profile Wizard x

Figure 10 Certificate Configuration

. In “Gateway”, enter the public/static IP address
address of the remote station. In this example the
address is 166.130.95.55

e Click next

VPN Gateway Parameters
To which VPN gateway should the connection be
established?

MGuard

Enter the DNS name [e.g. vpnserver.domain.com]) or the official IP address (e.g.
212.10.17.29) of the VPN gateway you want to connect to.

Using Extended Authentication (X&UTH] you can enter the user ID and password for the
authentication. If no authentication data are entered they will be requested when
establishing the connection.

@ Gateway (Tunnel Endpoint]:
-
: |‘155‘130.95.55 | |

$ [(] Extended Authentication (XAUTH]

UserID:
|

Password: Password [confirm):

| |
< Back - Cancel

Figure 11 Gateway (Tunnel Endpoint)
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e Apply the IPsec parameters shown below:
o  Main mode
o DH2 (modpl1024)

New Profile Wizard X

IPsec Configuration
Configure the basic IPsec parameters

MGuard

The basic IPsec parameters can be specified here, The IPsec negotiations will use
“automatic mode” which are pre-defined (default) proposals,

In the event that uniquely defined IKE- / IPsec policies are to be used, these can then be
defined and assigned using the policy editor under IPsec General Settings.

Exchange Mode:

main mode e |
PFS Group:
| DH2 [modp1024) v |

< Back Cancel

Figure 12 IPsec Configuration

e  Leave the ASN1 Distinguished Name ID field blank.
This should only be used in configurations requiring a
Pre-shared key instead of certificates

Pre-shared Key
Commaon Secret for Authentication

MGuard

Enter the appropriate value for the IKE ID according to the selected ID type.

Local Identity (IKE)
= Type: ASM1 Distinguished Name e

3

< Back Cancel

Figure 13 Pre-shared Key



e  Enter the VPN client IP address. In the example in the
system overview, the IP address is 192.168.9.1
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e  From the VPN Client main menu, select
“Configuration >> Profiles”

New Profile Wizard X

MGuard

IPsec Configuration - IP Addresses
Assigning the IP address to the dient

Specify which IP address the client is going to use. By selecting "Use IKE Config Mode”
the client's IP address is dynamically assigned by the VPN gateway.

Furthermore, define where the DNS / WINS servers (if used] can be found.

E@ IP Address Assignment
AL |Manual 1P Address ~

IP Address:

192.168.9.1] | |
DNS / WINS Servers
= DNS Server: WINS Server:

[o000 | [o000 |

< Back Cancel

Figure 14 IPsec Configuration — Client IP Address

e  Enter the network area of the remote station. In the
example in the system overview, the network area is
192.168.0.0/24

0

NOTE: Malfunction

The logical network on the PC and on the remote
station must be located in different network areas.
Otherwise problems may arise when routing.

- Select different network areas.

MNew Profile Wizard X

MGuard

|IPsec Configuration - Split Tunneling
Define the remote IP networks to be reached
through the IPsec tunnel.

Enter the remote IP networks the tunnel should be used for. Without entries will be
used 0.0.0.0/0 for the standard route over VPN,

Remote Networks Remote IP Net Masks
192.168.0.0 255.255.255.0 | Edit
Delete
< Back Mext = Cancel
Figure 15 IPsec Configuration — Remote Network

e Close the wizard with “Finish”

e  Select the Re

mote Connection profile and choose edit

B Profiles

Available Profiles
Group:

Remote Connection

- m} x

~ Group

Frofile Name =~ &

Default

Remote Connection

o]

Add/ Import Copy Delete Export

Figure 16

Edit the configuration

e  Select “Line Management” from the menu and set
the Inactivity timeout to 0 seconds to prevent any
timeout issues.

Profile Settings Remote Connection

Basic Settings
Line Management
Extended

Line Management

IPsec General Settings
Advanced IPsec Options
Identities

Local Netwark

Remote Network
Certificate Check

} nnection Mode:
mGuard Secure Cloud mode: start manual - always -

Inactivity Timeout (sec):

[ Disconnect the logical VPH tunnel when the connection
is broken

Figure 17

e  Select “IPsec

Inactivity Timeout

General Settings” from the menu, and

set IKE Policy and IPsec Policy to “All algorithm”

Profile Settings Remote Connection

Basic Settings
Line Management
Extended

IPsec General Settings

Gateway Tunnel Endpaint):

|Psec General Settings = [188.13095.55
Advanced IFsec Options Policies
dentities L\ xch pod —
ch. Mode: ~
Local Network Q — Rl
Remote Netwark 1 |JKE Policy: All algorithm vl
Certificate Check IKEDH Group: DH2 [modp1024) =
| 1Psec Policy: All algorithm = |
PFS Group: DH2 (modp1024) ~

Policy Lifetimes ... Policy Editor ...

Figure 18

Exit the menu. Th
complete

IKE Policy and IPsec Policy

e VPN Client software setup is now



4.4 Testing the connection

e Inthe main menu, select your profile.
e Activate the connection by clicking the connection
slider

@ mGuard Secure VPN Client — b4

Connection Configuration View Help

Connection Profile: Connection:

Femote Connection ~ i.i

'.'JC\:_E E:

m @S
mMmGuard

Statistics:
Data (Tx)in Byte: 0 Time enline: 00:00:00
Data (R} in Byte: 0 Timeout (sec): 0 sec
Speed (KByte/s).  0.000 Encryption:
Click here ! Infoe  Where to buya  Supporta
Figure 19 Testing the connection

e The VPN client will prompt you for a PIN. This is the
password associated to the p12 certificate. Enter this
password to establish the connection

Enter PIM pod

Please enter the PIM of your certificate!

DK Cancel

Figure 20 Entering the password
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The connection is established when all four circles and the
tunnel turn green as shown below.

E] mGuard Secure VPN Client — p4

Connection Configuration View Help

Connection Profile: Connection:

Remote Connection ~ m

‘:ﬁ;‘?— f \_—..

Connection established.

@S
MmMGuard

Statistics:
Data (Tx)in Byte: 0 Time online; 00:00:42
Data (Rx) in Byte: 0 Timeout (sec): 58 sec
Speed (KByte/s).  0.000 Encryption: AES CBC 256
Click here ! Infoa  Where to buys  Supporta
Figure 21 Connection established

e  Verify the tunnel has been established by logging into
the TC Router and navigating to “Status >> IPsec
status”. A successful connection will show two green
check marks

IPsec status

Axtive IPsec connections

Name Remote hast ISAKHP 54 1Psec 5A
MGSVC to TC Router VPH 192.30.227.251 & o

+ Device information

Status

+ Local natw

* Wireless network
* Device services
* Network security
* v

* vo

Figure 22 Connection verification

Congratulations, you have successfully established a VPN
tunnel between the mGuard Secure VPN Client software
on your laptop to a TC Router over the cellular network.



