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VDE-2025-104: Phoenix Contact: Multiple
Vulnerabilities in FL SWITCH 2xxx, FL SWITCH TSN
23xx and FL SWITCH 59xx Firmware

Publisher: Phoenix Contact GmbH & Co. KG Document category: csaf_security_advisory
Initial release date: Wed Mar 18 09:00:00 CET 2026 Engine: 2.5.44

Current release date: Wed Mar 18 09:00:00 CET 2026 Build Date: Tue Mar 03 10:05:53 CET 2026
Current version: 1.0.0 Status: FINAL

CVSSv3.1 Base Score: 7.2 Severity: High

Original language: en Language: en-GB

Also referred to: VDE-2025-104, PCSA-2025-00022

Summary

Multiple vulnerabilities have been identified in the FL SWITCH 2xxx, FL SWITCH TSN 23xx and FL
SWITCH 59xx firmware prior to version 3.53. One of these (CVE-2026-22317) enables an attacker to
execute system commands as root user on the device. Five other vulnerabilities (CVE-2026-22316, CVE-
2026-22318, CVE-2026-22319, CVE-2026-22320 and CVE-2026-22321) are related to Denial of Service
(DoS) attacks, which partly limit the device's functionality. Another vulnerability (CVE-2026-22322) relates
to reflected cross-site scripting in the web-based management of the device. And one vulnerability (CVE-
2026-22323) relates to Cross-Site Request Forgery in the web-based management of the device. All
vulnerabilities have been resolved in firmware version 3.53.

General Recommendation

Phoenix Contact recommends operating network-capable devices in closed networks or protected with a
suitable firewall. For detailed information on our recommendations for measures to protect network-capable
devices, please refer to our application note.

Impact

Availability, integrity, or confidentiality of the FL SWITCH 2xxx, FL SWITCH TSN 23xx and FL SWITCH
59xx can be compromised by attacks using these vulnerabilities.

Remediation

Phoenix Contact recommends to update to the latest 3.53 Firmware Release which fixes these
vulnerabilities.

Affected Product(s)

Article Name Affected Fixed

2702323 FL SWITCH 2005 Firmware 3.50 Firmware 3.53
Firmware <3.53

Firmware 3.50

Firmware <3.53 Firmware 3.53

2702324 FL SWITCH 2008
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https://dam-mdc.phoenixcontact.com/asset/156443151564/0a870ae433c19148b80bd760f3a1c1f2/107913_en_03.pdf
http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
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Article Name Affected Fixed

2702903 FL SWITCH 2016 o Firmware 3.53
Firmware <3.53
Firmware 3.50 )

2702665 FL SWITCH 2105 e S Firmware 3.53

2702666 FL SWITCH 2108 Firmware 3.50 Firmware 3.53
Firmware <3.53

2702908 FL SWITCH 2116 Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 )

2702334 FL SWITCH 2204-2TC-2SFX . Firmware 3.53
Firmware <3.53

2702326 FL SWITCH 2205 Firmware 3.50 Firmware 3.53
Firmware <3.53

2702330 FL SWITCH 2206-2FX Firmware 3.50 Firmware 3.53
Firmware <3.53

2702331 FL SWITCH 2206-2FX SM Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

2702333 FL SWITCH 2206-2FX SM ST . Firmware 3.53
Firmware <3.53

2702332 FL SWITCH 2206-2FX ST Firmware 3.50 Firmware 3.53
Firmware <3.53

2702969 FL SWITCH 2206-2SFX Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

1044028 FL SWITCH 2206-2SFX PN . Firmware 3.53
Firmware <3.53

1095628 FL SWITCH 2206C-2FX o Firmware 3.53
Firmware <3.53
Firmware 3.50 )

2702328 FL SWITCH 2207-FX UG Firmware 3.53

2702329 FL SWITCH 2207-FX SM Firmware 3.50 Firmware 3.53
Firmware <3.53

2702327 FL SWITCH 2208 Firmware 3.50 Firmware 3.53
Firmware <3.53

1044024 FL SWITCH 2208 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1095627 FL SWITCH 2208C Firmware 3.50 Firmware 3.53
Firmware <3.53

2702907 FL SWITCH 2212-2TC-2SFX Firmware 3.50 Firmware 3.53
Firmware <3.53

2702905 FL SWITCH 2214-2FX Firmware 3.50 Firmware 3.53
Firmware <3.53

2702906 FL SWITCH 2214-2FX SM Firmware 3.50 Firmware 3.53
Firmware <3.53

1006188 FL SWITCH 2214-2SFX Firmware 3.50 Firmware 3.53
Firmware <3.53

1044030 FL SWITCH 2214-2SFX PN Firmware 3.50 Firmware 3.53
Firmware <3.53

2702904 FL SWITCH 2216 Firmwars 3.50 Firmware 3.53
Firmware <3.53
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http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware
http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
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Article Name Affected Fixed

1044029 FL SWITCH 2216 PN o Firmware 3.53
Firmware <3.53

2702653 FL SWITCH 2304-2GC-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53 )

2702970 FL SWITCH 2306-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1009222 FL SWITCH 2306-2SFP PN Firmware 3.50 Firmware 3.53
Firmware <3.53

2702652 FL SWITCH 2308 Firmware 3.50 Firmware 3.53
Firmware <3.53

1009220 FL SWITCH 2308 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

2702910 FL SWITCH 2312-2GC-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1006191 FL SWITCH 2314-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1031683 FL SWITCH 2314-2SFP PN Firmware 3.50 Firmware 3.53
Firmware <3.53

2702909 FL SWITCH 2316 Firmware 3.50 Firmware 3.53
Firmware <3.53

1031673 FL SWITCH 2316 PN Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

1088853 FL SWITCH 2404-2TC-2SFX . Firmware 3.53
Firmware <3.53

1043414 FL SWITCH 2406-2SFX Firmware 3,50 Firmware 3.53
Firmware <3.53

1089126 FL SWITCH 2406-2SFX PN Firmware 3.50 Firmware 3.53
Firmware <3.53 )

1043412 FL SWITCH 2408 Firmware 3,50 Firmware 3.53
Firmware <3.53

1089133 FL SWITCH 2408 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1088875 FL SWITCH 2412-2TC-2SFX Firmware 3.50 Firmware 3.53
Firmware <3.53

1043423 FL SWITCH 2414-2SFX Firmware 3.50 Firmware 3.53
Firmware <3.53

1089139 FL SWITCH 2414-2SFX PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1043416 FL SWITCH 2416 Firmware 3.50 Firmware 3.53
Firmware <3.53

1089150 FL SWITCH 2416 PN Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

1088872 FL SWITCH 2504-2GC-2SFP . Firmware 3.53
Firmware <3.53

1043491 FL SWITCH 2506-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1089135 FL SWITCH 2506-2SFP PN Firmwars 3.50 Firmware 3.53
Firmware <3.53
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http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
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Article Name Affected Fixed

1043484 FL SWITCH 2508 o Firmware 3.53
Firmware <3.53
Firmware 3.50 )

1089134 FL SWITCH 2508 PN e B3 Firmware 3.53

1088856 FL SWITCH 2512-2GC-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1043499 FL SWITCH 2514-2SFP Firmware 3,50 Firmware 3.53
Firmware <3.53

1089154 FL SWITCH 2514-2SFP PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1043496 FL SWITCH 2516 Firmware 3.50 Firmware 3.53
Firmware <3.53

1089205 FL SWITCH 2516 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1106500 FL SWITCH 2608 Firmware 3.50 Firmware 3.53
Firmware <3.53

1106616 FL SWITCH 2608 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1106615 FL SWITCH 2708 Firmware 3.50 Firmware 3.53
Firmware <3.53

1106610 FL SWITCH 2708 PN Firmware 3.50 Firmware 3.53
Firmware <3.53

1278397 FL SWITCH 2303-8SP1 Firmwars 3.50 Firmware 3.53
Firmware <3.53

2702881 FL NAT 2008 Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 )

2702882 FL NAT 2208 e 3 Firmware 3.53

2702981 FL NAT 2304-2GC-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53

1106707 FL SWITCH 2008F Firmware 3.50 Firmware 3.53
Firmware <3.53

1184084 FL SWITCH 2316/K1 Firmware 3.50 Firmware 3.53
Firmware <3.53

1215329 FL SWITCH 2506-2SFP/K1 Firmware 3.50 Firmware 3.53
Firmware <3.53

1215350 FL SWITCH 2508/K1 Firmware 3.50 Firmware 3.53
Firmware <3.53

1232304 FL SWITCH TSN 2316 Firmware 3.50 Firmware 3.53
Firmware <3.53

1232305 FL SWITCH TSN 2312-2GC-2SFP Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

1232302 FL SWITCH TSN 2314-2SFP ! Firmware 3.53
Firmware <3.53

1525945 FL SWITCH 5924-4GC Firmware 3.50 Firmware 3.53
Firmware <3.53
Firmware 3.50 .

1525942 FL SWITCH 5916-8GC-4SFP+ . Firmware 3.53
Firmware <3.53
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http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware
http://www.phoenixcontact.net/qr/1215329/firmware
http://www.phoenixcontact.net/qr/1215350/firmware
http://www.phoenixcontact.net/qr/1232304/firmware
http://www.phoenixcontact.net/qr/1232305/firmware
http://www.phoenixcontact.net/qr/1232302/firmware
http://www.phoenixcontact.net/qr/1525945/firmware
http://www.phoenixcontact.net/qr/1525942/firmware
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Article Name Affected Fixed

Firmware 3.50

Firmware <3.53 Firmware 3.53

1525944 FL SWITCH 5924SFP-4GC

Firmware 3.50

1525939 FL SWITCH 5924-4SFP+ prare S Firmware 3.53
1525943 FL SWITCH 5916SFP-8GC-4SFP+ Ermware 3.50 Firmware 3.53
irmware <3.53
Acknowledgments

Phoenix Contact GmbH & Co. KG thanks the following parties for their efforts:

+ CERT@VDE for coordination. (see: https://certvde.com)
» Gabriele Quagliarella from Nozomi Networks for Reporting

Phoenix Contact GmbH & Co. KG

Namespace: https://phoenixcontact.com/psirt

psirt@phoenixcontact.com

References

+ PCSA-2025-00022 (EXTERNAL): https://phoenixcontact.com/psirt

* Phoenix Contact advisory overview at CERT@VDE (EXTERNAL):
https://certvde.com/de/advisories/vendor/phoenixcontact/

* Phoenix Contact application note (EXTERNAL): https://dam-
mdc.phoenixcontact.com/asset/156443151564/0a870ae433c19148b80bd760f3a1¢c1f2/107913_en_03.pdf

* VDE-2025-104: Phoenix Contact: Multiple Vulnerabilities in FL SWITCH 2xxx, FL SWITCH TSN
23xx and FL SWITCH 59xx Firmware - HTML (SELF): https://certvde.com/en/advisories/VDE-
2025-104

* VDE-2025-104: Phoenix Contact: Multiple Vulnerabilities in FL SWITCH 2xxx, FL SWITCH TSN
23xx and FL SWITCH 59xx Firmware - CSAF (SELF): https://phoenixcontact.csaf-
tp.certvde.com/.well-known/csaf/white/2026/vde-2025-104.json

Revision history

Version Date of the revision Summary of the revision

1.0.0 Wed Mar 18 09:00:00 CET 2026 Initial release.

Sharing rules

TLP:WHITE
For the TLP version see https://www.first.org/tlp/

. © Phoenix Contact GmbH & Co. KG
PCSA-2025-00022 TLP WH ITE Flachsmarktstrae 8, D-32825 Blomberg, Germany 5of 86


http://www.phoenixcontact.net/qr/1525944/firmware
http://www.phoenixcontact.net/qr/1525939/firmware
http://www.phoenixcontact.net/qr/1525943/firmware
https://certvde.com
https://phoenixcontact.com/psirt
https://certvde.com/de/advisories/vendor/phoenixcontact/
https://dam-mdc.phoenixcontact.com/asset/156443151564/0a870ae433c19148b80bd760f3a1c1f2/107913_en_03.pdf
https://dam-mdc.phoenixcontact.com/asset/156443151564/0a870ae433c19148b80bd760f3a1c1f2/107913_en_03.pdf
https://certvde.com/en/advisories/VDE-2025-104
https://certvde.com/en/advisories/VDE-2025-104
https://phoenixcontact.csaf-tp.certvde.com/.well-known/csaf/white/2026/vde-2025-104.json
https://phoenixcontact.csaf-tp.certvde.com/.well-known/csaf/white/2026/vde-2025-104.json
https://www.first.org/tlp/

TLPAWHITE OO @D Reorinad O @
Vulnerability Details

Buffer Overflow using TFTP Filename (CVE-2026-22316)

CVE Description

A remote attacker with user privileges for the webUIl can use the setting of the TFTP Filename with a POST
Request to trigger a stack-based Buffer Overflow, resulting in a DoS attack.

CWE: CWE-121: Stack-based Buffer Overflow

Product status

Known affected

Product CVSS-Vector CVSS Base Score
gm"rvir:’mﬁ?zi;‘ggfg on FL SWITCH 2005 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H 6.5
grrg;"rvifmf’éiszi;‘ggff on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/:N/AH 6.5
T O ey, O FL SWITCH 2016 CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
T O o on FL SWITCH 2105 CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
T O e, O FL SWITCH 2108 CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
prmware <3.53 Installed on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
prware <35 g o on FL SWITCH 2204-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
e <35 e sl on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
g:{ﬂ;’ﬁfmféiszi;gg?g on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
g:{ﬂa"ﬁfmfe'iszi;ggff on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H 6.5
g:{;‘e"rvifmﬁ?;gg&d on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 6.5
g:&"giﬁ’;&?gggfzd on FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/A:H 6.5
gmﬁf’;&?ggg?g on FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H 6.5
grrglvrvifmf’éi%‘jﬁfg on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Frmware <353 frstalled on FL SWITCH 2206C-2FX CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
Firmware <3.53 installed on FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5

Order number: 2702328
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2207-FX SM

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . N .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . NI .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NI .

Frmware 353 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL. SWITCH 2212-2TC-2SFX CVSS:3A/AV:NIACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . NI .

prmware <358 It CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2214-28FX CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-25FX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . NI .

Fimware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

Fimware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . T .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . NI .

Frmware <353 Installes CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1009220

Firmware <3.53 installed on FL. SWITCH 2312-2GC-2SFP CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702910

Firmware <3.53 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . NI .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL. SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1031673

Firmware <3.53 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1043414

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 1089126
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Firmware <3.53 installed on FL SWITCH 2408

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089133

Firmware <3.53 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-28FX CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1043423

Firmware <3.53 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . X . . . . NI .

Frmware 353 Inetallec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UIN/S: U/C:N/I:NJA:H 6.5
Order number: 1088872

Firmware <3.53 installed on FL. SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Order number: 1043491

Firmware <3.83 installed on FL SWITCH 2506-2SFP PN CVSS3.1/AVNACLIPRLUINS:UCNINAH 65
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . NI .

Fimware <353 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:L/ULIN/S:U/C:N/I:N/AH 6.5
Order number: 1089134

Firmware <3.53 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 65
Order number: 1088856

Firmware <3.53 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 1043499

Firmware <3.53 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . NI .

Frmware <353 et les CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 65
Firmware <3.53 installed on FL SWITCH 2516 PN . X . . . . NI .

Frmware <353 et CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1106610

Firmware <3.53 installad on FL. SWITCH 2303-35P1 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 . X . . . . NI .

Fimware <3.53 Instale CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL NAT 2208 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5

Order number: 2702882
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Firmware <3.53 installed on FL NAT 2304-2GC-2SFP

Frmware <3.53 Instale CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106707

Firmware <3.53 installed on FL SWITCH 2316/K1 CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1184084

Firmware <3.53 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1215329

Firmware <3.53 installed on FL SWITCH 2508/ CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S: U/C:N/N/AH 6.5
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1232302

Firmware <3.53 installed on FL. SWITCH 5924-4GC CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 1525942

il L s e S CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1525939

Firmware <3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 65
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2008 . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 65
Firmware 3.50 installed on FL SWITCH 2016 . X . . . . NI .

Frmware 350 instajled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 65
Firmware 3.50 installed on FL SWITCH 2105 . X . . . . NI .

Frware 350 Instajled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2108 . X . . . . NI .

Frmware 350 Istalled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2116 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 2702334

Firmware 3.50 installed on FL SWITCH 2205 . X . . . . NI .

Fimware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2206-2FX . X . . . . NI .

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL. SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702331

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 2702333
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Firmware 3.50 installed on FL SWITCH 2206-2FX ST

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . N .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1044028

Firmware 3.50 installed on FL SWITCH 2206C-2FX CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . NI .

Frmware 350 Installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . NI .

Frmware 350 Istalled CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . NI .

Firmware 3.50 instajled CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . NI .

Firmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . NI .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . X . . . . NI .

Frmware 3.50 instafled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . T .

Frmware 3.50 installed: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1006188

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI/ .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . NI .

Frmware 350 Istalled CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . NI .

Frmware 3.50 instafled CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702910

iR LS CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 1031683
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Firmware 3.50 installed on FL SWITCH 2316

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . X . . . . NI .

Frmware 350 instaled. CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX . X . . . . NI .

Fmware 3.50 installed. CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL. SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . . . . NS N/NA-

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:L/ULIN/S:U/C:N/I:N/AH 6.5
Order number: 1089150

Firmware 3.50 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AVNACLPRUUINS:JUCNINAH 65
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . . . . N/ N/FNJA-

Frmware 3.5 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . . . . . . NI .

Fimware 3.50 installed. CVSS:3.1/AV:N/ACL/IPR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2516 PN . . . . NS NUI-NJA-

Fimware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106500

Firmware 3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/AH 6.5

Order number: 1106616
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Firmware 3.50 installed on FL SWITCH 2708

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . . . . N/ 1ON/N/A-

Frware 3.50 staled CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL NAT 2208 . . . . N/Q- N/FNJA-

Frmware 350 Installed. CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 . . . . NS ENITNA-

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1525945

Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1525939

Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/UIN/S: U/C:N/I:N/A:H 6.5

Order number: 1525943

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)
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TLP:WHITE

Product

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+

Order number: 1525943 (Download)

O O @D L5

Command Injection Vulnerability in Root CA Certificate Transfer

Workflow (CVE-2026-22317)

CVE Description

A command injection vulnerability in the device’s Root CA certificate transfer workflow allows a high-
privileged attacker to send crafted HTTP POST requests that result in arbitrary command execution on the

underlying Linux OS with root privileges.

CWE: CWE-77: Improper Neutralization of Special Elements used in a Command ('‘Command Injection')

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/l:H/A:H 7.2
T O oty O M- SWITCH 2008 CVSSB.A/AV:NACLPRHUINS:UICHIHAH 7.2
T O e ey O P SWITCH 2016 CVSSB.U/AV:NACLPRHUINS:UICHIHAH 7.2
prmware <353 Instafled on FL SWITCH 2105 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:HI:HIAH 7.2
prmware <3.53 Installed on FL SWITCH 2108 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:HI:HIAH 7.2
g:&ﬁfmf’éi?’zi;g%?g on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2
g:{ﬂ;’;’ifmféiszi;g;a;ff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2
grr('ﬂa"rvir:’mife'?zi;‘g;a:a"zeg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 7.2
g:{;‘e"rvir:’m<b3éi32?§;a3'fg on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
g:&"giﬁ’;&?ggﬁfﬁ on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/AH 7.2
g:&ﬁf’;&iﬁgﬁg?g on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/:H/AH 7.2
g:&vrvifmf’éisz?ggfzd on FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/:H/AH 7.2
T D s, O FL SWITCH 2206-28FX CVSSB.A/AV:NACLPRHUINS:UICHIHAH 7.2
Ermware <353 hstallod on FL SWITCH 2206-2SFX PN CVSSB.A/AV:NACLPRHUINS:IUICHIHAH 7.2
Firmware <3.53 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:HI:HIAH 7.2

Order number: 1095628
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O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2207-FX

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . . .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . - .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . - .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . - .

Frmware <353 inetalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware <3.53 installed on FL. SWITCH 2212-2TC-25FX CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . . .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware <3.53 installed on FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 2702906

Firmware <3.53 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . . .

Or e 09004 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . . .

O 44050 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . . .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . - .

Frmware <353 Installes CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2308 PN CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1009220

Firmware <3.53 installed on FL. SWITCH 2312-2GC-2SFP CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 2702910

Firmware <3.53 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . . .

O 09000 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1031673

Firmware <3.83 installed on FL SWITCH 2404-2TC-2SFX CVSS3.1/AVNACLPRHUINSUCHIHAH 7.2
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72

Order number: 1043414
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Firmware <3.53 installed on FL SWITCH 2408 . X . . . . un .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS3A/AV:NACLIPRHUENS:UCHIHIAH 7.2
Order number: 1089133

Firmware <3.53 installed on FL. SWITCH 2412-2TC-2SFX CVSS:BA/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1043423

Firmware <3.53 installed on FL. SWITCH 2414-2SFX PN CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . X . . . . . .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS3.1/AVNACLPRHUINSUCHIHIAH 7.2
Order number: 1088872

Firmware <3.83 installed on FL SWITCH 2506-2SFP CVSS3.1/AVNACLPRHUINSUCHIHAH 7.2
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . un .

Fmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1089134

Firmware <3.53 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1088856

Firmware <3.53 installed on FL SWITCH 2514-2SFP CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 1043499

Firmware <3.53 installed on FL. SWITCH 2514-2SFP PN CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . . .

Erware 35 s CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware <3.53 installed on FL SWITCH 2516 PN . X . . . . . .

Frmware <353 et CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware <3.53 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 1106616

Firmware <3.53 installed on FL. SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1106610

Firmware <3.53 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 CVSS3A/AVNACLIPRHULN/S:UCHIHIAH 7.2

Order number: 2702881
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Firmware <3.53 installed on FL NAT 2208

Fimware <3.53 instaje CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Firmware <3.53 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS3A/AV:NACLIPRHUENS:UCHIHIAH 7.2
Order number: 1106707

Firmware <3.53 installed on FL. SWITCH 2316/K1 CVSS:BA/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1184084

Firmware <3.53 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1215329

Firmware <3.53 installed on FL. SWITCH 2508/K1 CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 1232305

Firmware <3.83 installed on FL SWITCH TSN 2314-2SFP CVSS3.1/AVNACLPRHUINSUCHIHIAH 7.2
Order number: 1232302

Firmware <3.83 installed on FL SWITCH 5924-4GC CVSS3.1/AVNACLPRHUINSUCHIHAH 7.2
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1525939

Firmware <3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . - .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Firmware 3.50 installed on FL SWITCH 2008 . X . . . . - .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2016 . X . . . . . .

Frware 350 Installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2105 . X . . . . . .

Frmware 350 Istajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2108 . X . . . . . .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2116 . X . . . . un- .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 2702334

Firmware 3.50 installed on FL SWITCH 2205 . X . . . . un- .

O o6 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2206-2FX . X . . . . . .

O 00550 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72

Order number: 2702331
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Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST

Frmware 350 Istaed CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2206-2FX ST . X . . . . . .

prmware 3.5 e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . - .

T 3 et CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2206-25FX PN CVSS:BA/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1044028

Firmware 3.50 installed on FL SWITCH 2206C-2FX CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . . .
AR CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . . .

prmware 350 Inetae CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . un- .

Frmware 3.50 instaled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . . .

Orday e 044024 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . un- .

O S 0a5607 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . X . . . . . .

O 9005 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . . X

Frmware 3.50 Instalied: CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL. SWITCH 2214-28FX CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 1006188

Firmware 3.50 installed on FL SWITCH 2214-25FX PN CVSS:3A/AV:NIACLPRHUINIS:UICHIHIAH 7.2
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . - .

T 3 I CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . . .

T 3 e st CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . . .

prmware 3.50 instaled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . - .

Orday 085D CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . . .

O 000050 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:H/I:H/AH 72
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 2702910

Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72

Order number: 1006191
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Firmware 3.50 installed on FL SWITCH 2314-2SFP PN

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:HI:HIAH 7.2
Firmware 3.50 installed on FL SWITCH 2316 . . . . NUS/CHHA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UIN/S:U/C:HI:HIAH 7.2
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:NACLIPRHIUIN/S:UC:HIHAH 7.2
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:BA/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-25FX CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-25FX PN CVSS:3A/AV:NACLPRHUINISIUICHIHIAH 7.2
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . . . . N/Q- /LA

Frmware 3.50 installed. CVSS:3.1/AV:N/AG:L/PR:H/UIN/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX . . . . NJC O A-

Fimware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS3.1/AVNACLPRHUINSUCHIHAH 7.2
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . . . . N 1O A

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:NACLIPRHIUIN/S:UC:HIHAH 7.2
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-25FP PN CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . . . . N/SL/C-H/H/A-

Frmware 350 installed. CVSS:3.1/AV:N/AG:L/PR:H/UIN/S:U/C:HII:HIAH 7.2
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/H/AH 7.2
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AG:L/PR:H/UIN/S:U/C:H/I:H/AH 7.2
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AG:L/PR:H/UIN/S:U/C:H/I:H/AH 7.2
Order number: 1043499

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS3.1/AVNACLPRHUINS:UCHIHIAH 7.2
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . . . . N 1M A

O S 04406 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Firmware 3.50 installed on FL SWITCH 2516 PN . . . . NJCL O A-

Or 080005 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Firmware 3.50 installed on FL SWITCH 2608 CVSS3A/AVNACLIPRHULN/S:UCHIHIAH 7.2

Order number: 1106500
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Firmware 3.50 installed on FL SWITCH 2608 PN

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AVNACLPRHUINS:UICHIHIAH 7.2
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-85P1 CVSS:BA/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . . . . . . - .

Frware 350 staled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Firmware 3.50 installed on FL NAT 2208 . X . . . . - .

Frmware 350 Istaled, CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/IH/AH 7.2
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1184084

Firmware 3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 72
Order number: 1215350

Firmware 3.50 installed on FL. SWITCH TSN 2316 CVSS3.1/AVNACLIPRHUINSUCHIHAH 7.2
Order number: 1232304

Firmware 3.50 installed on FL. SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H 72
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:NACLIPRHIUIN/S:UC:HIHAH 7.2
Order number: 1525945

Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3A/AV:NIACLPRHUINISIUICHIHIAH 7.2
Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/H/AH 7.2
Order number: 1525939

Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/AH 7.2

Order number: 1525943

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

. © Phoenix Contact GmbH & Co. KG
PCSA-2025-00022 TLP WH ITE Flachsmarktstrae 8, D-32825 Blomberg, Germany 23 0f 86


http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware
http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware

TLPAWHITE O O @D L5

Product

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)
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TLP:WHITE

Product

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)

QO @D [Leswad O @

Stack-Based Buffer Overflow in File Transfer Parameter Handling

(CVE-2026-22318)

CVE Description

A stack-based buffer overflow vulnerability in the device's file transfer parameter workflow allows a high-
privileged attacker to send oversized POST parameters, causing memory corruption in an internal process,

resulting in a DoS attack.

CWE: CWE-121: Stack-based Buffer Overflow

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
T O iy O - SWITCH 2008 CVSSB.U/AV:NACLPRHUINS:UCNINAH 49
prmware <353 Installed on FL SWITCH 2016 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:N/:N/AH 49
prmware <3.53 Installed on FL SWITCH 2105 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:N/:N/AH 49
g:&ﬁfmf’éi?’zi;g%fg on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:&ﬁfmféiszi;ggfg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
grr('ﬂa"rvir:’mife'?zi;‘g;%"ff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:{;‘eﬁfmﬁfz?gg"zeg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:&"giﬁ’;&?ggﬁfg on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/A:H 4.9
grrgrvir:’mﬁi"jzi;gg;d on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/:N/AH 4.9
g:&vrvifmf’éisz?ggfg on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/AH 4.9
T O e os! O FL SWITCH 2206-2PX ST CVSSB.A/AV:NACLPRHUINS:UCNINAH 49
T D ey, O P SWITCH 2206-28FX CVSSB.U/AV:NACLPRHUINS:UCNINAH 49
Firmware <3.53 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 49

Order number: 1044028
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2206C-2FX

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . INTY .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . NI/ .

Frmware <353 Instales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . NI .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . NI .

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NI .

Frmware <353 Inetalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Flrmware <3.53 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . TR X

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . TR .

O 09008 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL. SWITCH 2214-25FX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 4.9
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . NI .

O 09004 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . N .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL. SWITCH 2306-2SFP PN CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . NI .

Frmware <353 Installes CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2308 PN CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1009220

Firmware <3.53 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702910

Firmware <3.53 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . NI .

O e 09000 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1031673

Firmware <3.53 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49

Order number: 1088853
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2406-2SFX

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . NI .

Frmware <353 installe CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1089133

Firmware <3.53 installed on FL. SWITCH 2412-2TC-2SFX CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1043423

Firmware <3.53 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1043416

Firmware <3.53 installed on FL. SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 4.9
Order number: 1089150

Firmware <3.53 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 4.9
Order number: 1088872

Ul iietons s LR LIS T s CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . N .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1089134

Firmware <3.53 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3A/AV:NIACLPRHUINIS:UICNNIAH - 4.9
Order number: 1088856

Firmware <3.53 installed on FL. SWITCH 2514-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1043499

Firmware <3.53 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/ULI:N/S:UIC:N/N/AH 4.9
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . NI .

e <3 s CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2516 PN . X . . . . NI .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1106500

Firmware <3.53 installed on FL. SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 4.9
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 4.9
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1106610

Firmware <3.53 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49

Order number: 1278397
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL NAT 2008

Frmware <3.53 Instale CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL NAT 2208 . X . . . . NI .

Frmware <353 Installes CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1106707

Firmware <3.53 installed on FL. SWITCH 2316/K1 CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1184084

Firmware <3.53 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1215329

Firmware <3.53 installed on FL. SWITCH 2508/K1 CVSS:3A/AV:NACLPRHUIN/SIUICNNAH - 4.9
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1232305

Firmware <3.53 installed on FL. SWITCH TSN 2314-28FP CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 4.9
Order number: 1232302

Firmware =3.53 installed on FL SWITCH 5924 45C CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1525939

Firmware <3.53 installed on FL. SWITCH 5916SFP-8GCASFP+  cygs:3.1/AVNACLPRHIULNIS:.UIC:NINAH 4.9
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . NI .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2008 . X . . . . NI .

Frmware 350 Installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2016 . X . . . . NI .

Frmware 350 Istalled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2105 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2108 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2116 . X . . . . NI .

O 9008 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702334

Firmware 3.50 installed on FL SWITCH 2205 . X . . . . NI .

O 00556 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9

Order number: 2702330
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Product

O O @D L5

CVSS-Vector
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Firmware 3.50 installed on FL SWITCH 2206-2FX SM

Frmware 3.50 Instaled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 2702333

Firmware 3.50 installed on FL SWITCH 2206-2FX ST . X . . . . N .

T 3 e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . NI .

T 3 I et CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2206-25FX PN CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1044028

Firmware 3.50 installed on FL SWITCH 2206C-2FX CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . TR .

prmware 350 Ineta e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . TR .

prmware 300 et e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . NI .

Orday e 0397 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . NI .

O S oAd004 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . NI .

O 005697 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/IN/AH 4.9
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . X . . . . NI .

Frmware 3.50 Instalied. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

Frmware 350 It e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1006188

Firmware 3.50 installed on FL SWITCH 2214-25FX PN CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI .

T 3 I CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . NI .

T 3 e ot CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . TR .

prmware 3.50 instaled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . NI .

O S o6m0 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . NI .

O 000050 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49

Order number: 2702910
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Firmware 3.50 installed on FL SWITCH 2314-2SFP

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . X . . . . NI .

Frmware 350 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3A/AV:NIACLPRHUINISIUICNNIAH - 4.9
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-25FX PN CVSS:3A/AV:NACLPRHUIN/SIUICNNAH - 4.9
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS3A/AV:NACLIPRHUEN/S:UCNINAH 4.9
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1043423

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3A/AV:NIACLPRHUINIS:UICNNIAH - 4.9
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-25FP PN CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . X . . . . NI .

Frmware 350 instaled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP . X . . . . TR .

O S 04400 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . X . . . . NI .

O 04406 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2516 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49

Order number: 1089205
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Firmware 3.50 installed on FL SWITCH 2608

Frmware 3.5 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/:N/AH 4.9
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-85P1 CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . X . . . . NI .

Frware 350 1staled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL NAT 2208 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UIN/S: U/C:N/I:NJA:H 49
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS3A/AV:NACLIPRHUEN/S:UCNINAH 4.9
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1184084

Firmware 3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/IN/AH 4.9
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1232304

Firmware 3.50 installed on FL. SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/N/AH 4.9
Order number: 1525945

Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1525939

Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S: U/C:N/I:NJA:H 49

Order number: 1525943

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

. © Phoenix Contact GmbH & Co. KG
PCSA-2025-00022 TLP WH ITE Flachsmarktstrae 8, D-32825 Blomberg, Germany 34 of 86


http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware

TLPAWHITE O O @D L5

Product

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)

QO @D [Leswad O @

Stack-Based Buffer Overflow in File Install Parameter Handling

(CVE-2026-22319)

CVE Description

A stack-based buffer overflow in the device's file installation workflow allows a high-privileged attacker to
send oversized POST parameters that overflow a fixed-size stack buffer within an internal process,

resulting in a DoS attack.

CWE: CWE-121: Stack-based Buffer Overflow

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
prmware <350 It o on FL SWITCH 2008 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:N/:N/AH 49
Drware <35 e s on FL SWITCH 2016 CVSS:3.1/AV:N/AC:LIPR:H/ULN/S:U/C:N/:N/AH 49
g:&ﬁfmf’éi?’zi;g%fsd on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:{ﬂ;’;’ifmféiszi;gg?g on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:(rﬂevrvirfm<b3e'?:32¢g;a9”§§ on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
g:{;‘e"rvir:’m<b3éi32?§;a3'ff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/A:H 4.9
g:&"giﬁ’;&?ggﬁfg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/A:H 4.9
grrgrvir:’mﬁi"jzi;gg?g on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/:N/AH 4.9
g:&vrvifmf’éisz?ggff on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/AH 4.9
T O e s On FL SWITCH 2206-2PX SM ST CVSSB.A/AV:NACLPRHUINS:UCNINAH 49
T O e es, O FIL SWITCH 2206-2PX ST CVSSB.U/AV:NACLPRHUINS:UCNINAH 49
Firmware <3.53 installed on FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 49

Order number: 2702969
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Firmware <3.53 installed on FL SWITCH 2206-2SFX PN

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1095628

Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . NI/ .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . TR .

Frmware <353 Istales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . NI .

Frmware <35 et alec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . NI .

Frmware <353 inetalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NI .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . TR .

O 2008 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

O e 09008 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . N .

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3A/AV:NIACLPRHUINIS:UICNNIAH - 4.9
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . NI .

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL. SWITCH 2306-2SFP PN CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . NI .

Frmware <353 Istales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1009220

Firmware <3.53 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 2702910

Firmware <3.53 installed on FL. SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . NI .

Or 09000 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/AH 4.9

Order number: 1031673
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Firmware <3.53 installed on FL SWITCH 2404-2TC-2SFX

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2406-28FX CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Order number: 1043414

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . NI .

Frmware 353 installes CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1089133

Firmware <3.53 installed on FL. SWITCH 2412-2TC-25FX CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3A/AV:NACLPRHUIN/SIUICNNAH - 4.9
Order number: 1043423

Firmware <3.53 installed on FL. SWITCH 2414-2SFX PN CVSS:3A/AV:NACLIPRHUIN/S:UICNNAH 4.9
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . X . . . . NI .

O e a8 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1088872

Firmware <3.53 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . INTY .

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1089134

Firmware <3.53 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1088856

Firmware <3.53 installed on FL. SWITCH 2514-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1043499

Firmware <3.53 installed on FL. SWITCH 2514-2SFP PN CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . NI .

Firmware <3.53 instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware <3.53 installed on FL SWITCH 2516 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1089205

Firmware <3.53 installed on FL. SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/:N/AH 4.9

Order number: 1106610
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Firmware <3.53 installed on FL SWITCH 2303-8SP1

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL NAT 2008 . X . . . . NI .

Frrware <3.53 Instale CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL NAT 2208 . X . . . . NI .

Frmware <353 Instales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware <3.53 installed on FL. NAT 2304-2GC-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNNIAH - 4.9
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1106707

Firmware <3.53 installed on FL. SWITCH 2316/K1 CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1184084

Firmware <3.53 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3A/AV:NACLPRHUIN/SIUICNNAH - 4.9
Order number: 1215329

Firmware <3.53 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1232302

Firmware <3.53 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5624-4SFP+ CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1525939

Firmware <3.53 installed on FL. SWITCH 5916SFP-8GC4SFP+  cygs:3.1/AVNACLPRHIULNIS:.UICNINAH 4.9
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . NI .

Frmware 350 Installed CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2008 . . . . . . NI .

Frmware 350 Istalled CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2016 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2105 . X . . . . NI .

Firmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2108 . X . . . . NI .

O 2606 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2116 . X . . . . NTY .

O 9008 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 2702334

Firmware 3.50 installed on FL. SWITCH 2205 CVSS3A/AVNACLIPRHULN/S:UCNINAH 49

Order number: 2702326
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Firmware 3.50 installed on FL SWITCH 2206-2FX

Frmware 3.50 Installed CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 2702331

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 2702333

Firmware 3.50 installed on FL SWITCH 2206-2FX ST . X . . . . NI .

T 3 I e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . NI .

T 3 I st CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2206-25FX PN CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1044028

Firmware 3.50 installed on FL SWITCH 2206C-2FX CVSS:3A/AV:NACLPRHUIN/SIUICNNAH - 4.9
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . TR .

Erware 300 e CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . TR .

Orda 709390 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . NI .

O S o3s7 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . NI .

O S OAd094 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . NI .

O 005657 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . X . . . . INTY .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 49
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/N/AH 4.9
Order number: 1006188

Firmware 3.50 installed on FL SWITCH 2214-25FX PN CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI .

Frmware 350 Istalled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . NI .

prmware 350 instated: CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3A/AV:NACLIPRHUIN/S:UICNNAH - 4.9
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . TR .

Orday 02070 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . NI .

O o650 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 49
Firmware 3.50 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/A:H 4.9

Order number: 1009220
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CVSS-Vector

CVSS Base Score

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/N/AH 4.9
Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . X . . . . NI .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/N/AH 4.9
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1043414

Firmware 3.50 installed on FL. SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/ULI:N/S:UIC:N/IN/AH 4.9
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . X . . . . N/I- .

O S oA412 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Firmware 3.50 installed on FL. SWITCH 2408 PN CVSS3.A/AV:NACLIPRHULN/S:UCNINAH 4.9
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/IN/AH 4.9
Order number: 1043423

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/N/AH 4.9
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . . . . TS N/FNA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3A/AV:NIACLPRHUINIS:UICNNIAH - 4.9
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:H/ULI:N/S:UIC:N/N/AH 4.9
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-25FP PN CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . X . . . . NI- .

Firmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:UIC:N/IN/AH 4.9
Order number: 1089134

Firmware 3.50 installad on FL. SWITCH 2512-2GC-28FP CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP . . . . NS N/ENYA-

O S 300 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/:N/AH 4.9
iSSP e CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 CVSS3A/AVNACLIPRHULN/S:UCNINAH 49

Order number: 1043496
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Product
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CVSS-Vector

CVSS Base Score

Firmware 3.50 installed on FL SWITCH 2516 PN

Frmware 3.50 instafled. CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/N/AH 4.9
Firmware 3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:N/N/AH 4.9
Order number: 1106500

Firmware 3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/N/AH 4.9
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-85P1 CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . X . . . . NI- .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Firmware 3.50 installed on FL NAT 2208 . X . . . . N .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:H/ULI:N/S:UIC:N/IN/AH 4.9
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:N/I:N/AH 4.9
Order number: 2702981

Firmware 3.50 installed on FL. SWITCH 2008F CVSS3.A/AV:NACLIPRHULN/S:UCNINAH 4.9
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/IN/AH 4.9
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 49
Order number: 1215350

Firmware 3.50 installed on FL. SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 49
Order number: 1232304

Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AVNACLPRHUINS:UICNINAH 4.9
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3A/AV:NIACLPRHUINISIUICNINIAH - 4.9
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC CVSS:3A/AV:NIACLPRHUINISIUICNNAH 4.9
Order number: 1525945

Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3A/AV:NACLPRHUINISIUICNNAH - 4.9
Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:UIC:N/IN/AH 4.9
Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:UIC:N/IN/AH 4.9
Order number: 1525939

Firmware 3.50 installed on FL. SWITCH 5916SFP-3GC4SFP+ CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:U/C:N/N/AH 4.9

Order number: 1525943

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+

Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC

Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+

Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+

Order number: 1525943 (Download)

QO @D [Leswad O @

Stack-Based Buffer Overflow in TFTP File-Transfer Command
Handling over CLI (CVE-2026-22320)

CVE Description

A stack-based buffer overflow in the CLI's TFTP file-transfer command handling allows a low-privileged
attacker with Telnet/SSH access to trigger memory corruption by supplying unexpected or oversized
filename input. Exploitation results in the corruption of the internal buffer, causing the CLI and web
dashboard to become unavailable and leading to a denial of service.

CWE: CWE-121: Stack-based Buffer Overflow

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2005

O e 00353 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
E)irr(rjnevrvirfm<b3éf;32i;g§3”28f on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:H 6.5
g:&"ﬁfmﬁ?zygg&d on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
grrgl"rvir:’mli?zi;‘g;ag&d on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H 6.5
g:crﬂavrvifm?éiszi;gfgfg on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/:N/AH 6.5
T O oy O FL SWITCH 2116 CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
T O ey, O P SWITCH 2204-2TC-25FX CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
T O s, O P SWITCH 2205 CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
T O e O FL SWITCH 2206-2FX CVSSB.U/AV:NACLPRLUUINSUICNINAH 65
prmware <3.53 Installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5

Order number: 2702333
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2206-2FX ST

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2206-2SFX . X . . . . T .

Frmware <353 Instales CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1044028

Firmware <3.53 installed on FL. SWITCH 2206C-2FX CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1095628

Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . NI .

e <35 s CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . NI .

e <3 s CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . NI .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . NI .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NI .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . NI .

Frmware <3.53 Istalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . T .

Frmware <353 Istalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-25FX PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . NI .

Frmware <353 Instale CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . NI .

Frmware <353 Istalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . NI .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2308 PN . X . . . . NI .

Firmware <3.53 nstallec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmware <3.53 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702910

liietons s LR LIS s CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 1031683

PCSA-2025-00022

TLP:WHITE

© Phoenix Contact GmbH & Co. KG

Flachsmarktstrale 8, D-32825 Blomberg, Germany

47 of 86



TLP:WHITE

Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2316

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1031673

Firmware <3.53 installed on FL. SWITCH 2404-2TC-2SFX CVSS:3A/AV:NIACLIPRLUINIS:UICNINAH - 6.5
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1043414

Firmware <3.53 installed on FL. SWITCH 2406-2SFX PN CVSS:3A/AV:NIACLIPRLUINIS:UICNINAH - 6.5
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . NI .

Frmware <353 Inetalles CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089133

Firmware <3.53 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-28FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1043423

Firmware <3.53 installed on FL. SWITCH 2414-25FX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . . . . NS NN A

Fimware <3.53 instalec CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:L/ULIN/S:U/C:N/I:N/AH 6.5
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1088872

Firmware <3.53 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . . . . N/Q- N/FNJA-

Frmware <353 Ietales CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089134

Firmware <3.53 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1088856

Firmware <3.53 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1043499

Firmware <3.53 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . NI .

Fimware <3.53 instalec CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2516 PN . . . . NS NN A

Fimware <353 instalec CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/AH 6.5

Order number: 1106616
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Firmware <3.53 installed on FL SWITCH 2708

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106610

Firmware <3.53 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 . . . . N/SCN/NJA-

prware <3.53 Instale CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware <3.53 installed on FL NAT 2208 . . . . N/ CN/NJA-

Eare 35 s CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Firmware <3.53 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106707

Firmware <3.53 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1184084

Firmware <3.53 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1215329

Firmware <3.53 installed on FL SWITCH 2508/K1 CVSS3.1/AVNACLIPRLUINS:UCNINAH 65
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1232302

Firmware <3.53 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1525945

Firmware <3.53 installed on FL. SWITCH 5916-8GC-4SFP+ CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1525939

Firmware <3.53 installed on FL. SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/:N/AH 6.5
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . NS NULNA-

Firmware 3.50 instajled. CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2008 . . . . N/Q- NJLNA-

Frmware 3.50 instajled. CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2016 . . . . N/Q- NULNA-

Fimware 3.50 installed. CVSS:3.1/AV:N/ACL/IPR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2105 . . . . NS HENITNA-

Fimware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2108 . . . . NS ENITNA-

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/N/A:H 6.5

Order number: 2702908
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Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX

Frmware 3.50 Instaled. CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2205 . X . . . . NI .

T 3 e CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2FX . X . . . . NI .

AT 33 o CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2FX SM CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 2702331

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3A/AV:NIACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702333

Firmware 3.50 installed on FL SWITCH 2206-2FX ST . X . . . . NI .

T 3 B st CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . NI .

prmware 3.50 Inetaled: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1044028

Firmware 3.50 installed on FL. SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . NI .

Frmware 3.50 installed: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . NI .

Frmware 3.50 installed: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . NI .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . T .

Frmware 3.50 Instated CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . N .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . . . . . . T .

T 3 I et CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . T .

T 3 I e CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1006188

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI .

Frmware 3.50 Inetaled CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . NI .

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S: U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 1009222
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Firmware 3.50 installed on FL SWITCH 2308

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2308 PN . . . . N NUINJA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3A/AV:NIACLIPRLUINIS:UICNINAH - 6.5
Order number: 2702910

Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . X . . . . NI .

Frmware 350 Istalled. CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A:H 6.5
Order number: 1043414

Firmware 3.50 installed on FL. SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . . . . NS NUNUA-

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:L/ULIN/S:U/C:N/I:N/AH 6.5
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1043423

Firmware 3.50 installed on FL SWITCH 2414-25FX PN CVSS:3A/AV:NIACLIPRLUIN/S:UICNINAH - 6.5
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . X . . . . NI .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . X . . . . NI .

Fimware 3.50 installed, CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Firmware 3.50 installed on FL. SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/I:N/AH 6.5
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5

Order number: 1043499
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Firmware 3.50 installed on FL SWITCH 2514-2SFP PN

Frmware 3.50 installed, CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2516 . . . . NS ENINA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2516 PN . X . . . . NI .

Frmware 350 instafled. CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/I:N/AH 6.5
Firmware 3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106500

Firmware 3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/ACL/PRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . X . . . . NI .

Fimware 3.50 installed CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL NAT 2208 . X . . . . NI .

Fmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AH 6.5
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:L/ULIN/S:U/C:N/I:N/AH 6.5
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:LIPR-L/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AVNACLPRLUUINS:JUCNINAH 65
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 1232304

Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3A/AV:NACLIPRLUINIS:UICNINAH - 6.5
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:LIPRIL/ULN/S:U/C:N/I:N/AH 6.5
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/ACL/IPRIL/ULN/S:U/C:N/:N/AH 6.5
Order number: 1525945

Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/ACL/PR:L/ULN/S:U/C:N/:N/AH 6.5
Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1525944

Firmware 3.50 installed on FL. SWITCH 5924-43FP+ CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 1525939

Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5

Order number: 1525943

. © Phoenix Contact GmbH & Co. KG
PCSA-2025-00022 TLP WH ITE Flachsmarktstrae 8, D-32825 Blomberg, Germany

52 of 86



TLP:WHITE

Fixed

Product

OO@[R

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX

Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST

Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX

Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)
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Product

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)

Stack-Based Buffer Overflow in CLI Login Username Handling over
CLI (CVE-2026-22321)

CVE Description

A stack-based buffer overflow in the device's Telnet/SSH CLI login routine occurs when a unauthenticated
attacker send an oversized or unexpected username input. An overflow condition crashes the thread
handling the login attempt, forcing the session to close. Because other CLI sessions remain unaffected, the
impact is limited to a low-severity availability disruption.

CWE: CWE-121: Stack-based Buffer Overflow

Product status

Known affected

Product CVSS-Vector CVSS Base Score
g:&fiﬁ’m(&ff;ggf; on FL SWITCH 2005 CVSS:3.1/AV:N/AC:L/IPR:N/UL:N/S:U/C:N/I:N/A-L 53
g:&l"rvir:’m<b3éi32i;‘ggff on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/I:N/A-L 53
g:crﬂavrvifm?éiszi;g;ag'g; on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/ALL 5.3
Frmware <353 Istaled on FL SWITCH 2105 CVSSB.U/AV:NACLPRNUENS:UCNINAL 53
T O o on FL SWITCH 2108 CVSSB.U/AV:NACLPRNUENS:UCNINAL 53
T O ey O P SWITCH 2116 CVSSB.U/AV:NACLPRNUENS:UCNINAL 53
T O oy, O - SWITCH 2204-2TC-25FX CVSSB.U/AV:NACLPRNUENS:UCNINAL 53
prmware <350 It ol on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:UIC:N/EN/AL 5.3
Firmware <3.53 installed on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3

Order number: 2702330
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2206-2FX SM

Frware <353 Istalle CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/AL 5.3
Order number: 2702333

Firmware <3.53 installed on FL SWITCH 2206-2FX ST . X . . . . NI/ .

T O e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2206-2SFX . X . . . . NI .

T O e e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL. SWITCH 2206-2SFX PN CVSS:3A/AV:NIACLIPRNUIN/S:UCNENAL 53
Order number: 1044028

Firmware <3.53 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1095628

Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . NI .

prmware <353 Ista les CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . TR .

prmware <30 e e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . NI .

Orda e 702357 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/ALL 5.3
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . NI .

O e Otd0A CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/:N/AL 5.3
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NTY .

O e (005857 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/:N/ALL 5.3
Firmware <3.53 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . NI .

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/AL 5.3
Order number: 2702906

Firmware <3.53 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1006188

Firmware <3.53 installed on FL. SWITCH 2214-2SFX PN CVSS:3A/AV:NACLIPRNUIN/S:UCNANAL 53
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . NI .

Frmware <353 st CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

Frmware 353 inetallec CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . X . . . . TR .

Firmware <3.53 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware <3.53 installed on FL. SWITCH 2306-25FP PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 . X . . . . NTY .

O e 00550 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/:N/AL 5.3
Firmware <3.53 installed on FL SWITCH 2308 PN . X . . . . NI .

O 1000250 CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:N/N/ALL 5.3
Firmware <3.53 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/ALL 5.3

Order number: 2702910
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Firmware <3.53 installed on FL SWITCH 2314-2SFP

Frmware <3.53 instale CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . . . . NS N/FNJA-

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1031673

Firmware <3.53 installed on FL. SWITCH 2404-2TC-2SFX CVSS:3A/AV:NIACLIPRNUIN/S:UCNENAL 53
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3A/AV:NACLIPRNUIN/S:UCNENAL 53
Order number: 1043414

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . NI .

Firmware <3.53 installec CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Firmware <3.53 installed on FL. SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1089133

Firmware <3.53 installed on FL. SWITCH 2412-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1043423

Firmware <3.53 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . . . . NS NUNJA-

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1089150

Firmware <3.53 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.A/AV:NIACLIPRNULN/S:UCNANAL 5.3
Order number: 1088872

Firmware <3.53 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1043491

Firmware <3.53 installed on FL. SWITCH 2506-2SFP PN CVSS:3A/AV:NACLIPRNUIN/S:UCNENAL 53
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . . . . N/Q- NJNUA-

e <3 s CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1089134

Firmware <3.53 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1088856

Firmware <3.53 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1043499

Firmware <3.53 installed on FL. SWITCH 2514-25FP PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . . . . NS N/NA-

Orqaare < 3408 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Firmware <3.53 installed on FL SWITCH 2516 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3

Order number: 1089205
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Firmware <3.53 installed on FL SWITCH 2608

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1106610

Firmware <3.53 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 . . . . N/ N/FNJA-
AL CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Firmware <3.53 installed on FL NAT 2208 . X . . . . NI- .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Firmware <3.53 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1106707

Firmware <3.53 installad on FL. SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1184084

Firmware <3.53 installed on FL SWITCH 2506-25FP/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1215329

Firmware <3.53 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1232304

Firmware <3.53 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.A/AV:NIACLIPRNULN/S:UCNANAL 5.3
Order number: 1232302

Firmware <3.53 installed on FL. SWITCH 5924-4GC CVSS:3A/AV:NACLIPRNUIN/S:UCNANAL 53
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1525939

Firmware <3.53 installed on FL. SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . N/I- .

O S 0395 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2008 . . . . NS N/NJA-

O o4 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2016 . . . . NS N/NA-

O 00003 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3

Order number: 2702665

PCSA-2025-00022

TLP:WHITE

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

59 of 86



TLP:WHITE

Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware 3.50 installed on FL SWITCH 2108

Frmware 3.50 Installed: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2116 . X . . . . NI .

T 3 e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.A/AV:NIACLIPRNULN/S:UCNANAL 5.3
Order number: 2702334

Firmware 3.50 installed on FL SWITCH 2205 . X . . . . NI .
AR CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2206-2FX . X . . . . NI .
ARG CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702331

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702333

Firmware 3.50 installed on FL SWITCH 2206-2FX ST . X . . . . TR .

Frmware 3.50 Instaled: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2206-2SFX . X . . . . TR .

Orday 709060 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware 3.50 installad on FL. SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1044028

Firmware 3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1095628

Firmware 3.50 installed on FL SWITCH 2207-FX . X . . . . NTY .

O 00358 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2207-FX SM . X . . . . NI .

AT 33 e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2208 . X . . . . NI .

Emare 35 e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2208 PN . X . . . . TR .

T 3 S e CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2208C . X . . . . NI .

Frmware 3,50 Installed CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702907

Firmware 3.50 installed on FL SWITCH 2214-2FX . X . . . . NI .
AR CVSS:3.1/AV:N/AC:L/PR:N/UIN/S:U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

Frmware 3.50 instalied CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1006188

Firmware 3.50 installed on FL. SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1044030

Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI .

O o004 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . NTY .

Or 04090 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S: U/C:N/I:N/A-L 53
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/ALL 5.3

Order number: 2702653
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Firmware 3.50 installed on FL SWITCH 2306-2SFP

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . . . . NS N/FNJA-

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . NI .

Frmware 3.5 instafled. CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 2702910

Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . . . . . . NI- .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1031673

Firmware 3.50 installad on FL. SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . . . . NS N/NA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.A/AV:NIACLIPRNULN/S:UCNANAL 5.3
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1043423

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . X . . . . NI .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1043491

Firmware 3.50 installed on FL. SWITCH 2506-2SFF PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . . . . NS N/NA-

O S oA404 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3

Order number: 1089134
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Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1043499

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . X . . . . NI .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/EN/AL 5.3
Firmware 3.50 installed on FL SWITCH 2516 PN . . . . . . NI .

Frmware 350 instafled. CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1106500

Firmware 3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AL 5.3
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . . . . . . N/I- .

O S o8a1 CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL NAT 2208 . . . . . . N/I- .

O 00800 CVSS:3.1/AV:N/AC:L/PRN/UL:N/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/EN/AL 5.3
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3A/AV:NACLIPRNUIN/S:UCNANAL 53
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 . . . . . . NI .

Frmware 350 Installed. CVSS:3.1/AV:N/AC:L/PRN/ULN/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1232305

Firmware 3.50 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/N/AL 5.3
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC . X . . . . NI .

O S N eaboas CVSS:3.1/AV:N/AC:L/PR:N/UL:N/S:U/C:N/N/AL 5.3
Firmware 3.50 installed on FL. SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1525942

bl L S S CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AL 5.3
Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/N/AL 5.3

Order number: 1525939
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Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+

Order number: 1525943 CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:L 5.3

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)
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Product

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)

Stored Cross-Site Scripting in Link Aggregation Name Handling
(CVE-2026-22322)

CVE Description

A stored cross-site scripting (XSS) vulnerability in the Link Aggregation configuration interface allows an
unauthenticated remote attacker to create a trunk entry containing malicious HTML/JavaScript code. When
the affected page is viewed, the injected script executes in the context of the victim’s browser, enabling
unauthorized actions such as interface manipulation. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')

Product status

Known affected
Product CVSS-Vector CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
prmware <350 g e on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:CIC:L/:L/AL 7.4
prmware <30 e s on FL SWITCH 2016 CVSS:3.1/AV:N/AC:LIPRN/ULR/S:C/C:L/:L/AL 7.4
g:&ﬁfmf’éi?’zi;g%fsd on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
g:{ﬂ;’ﬁfmféiszi;gg?g on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/IL/AL 7.1
grr('ﬂa"rvir:’mife'?zi;‘gg'(fg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
Firmware <3.53 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1

Order number: 2702334
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Product
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2205

O e 09356 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2206-2FX . X . . . . A,

Ord 09330 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 2702331

Firmware <3.53 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 2702333

Firmware <3.53 installed on FL SWITCH 2206-2FX ST . . . . . . N A,

Ordr e 02330 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2206-2SFX . i . . . . N A,

O 02060 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1044028

Firmware <3.53 installed on FL. SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1095628

Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . 0N A

Orda e 702358 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.53 installed on FL SWITCH 2207-FX SM . . . . . . A,

Ordor number. 2702326 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . T

Ordor number. 2702327 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . o A,

Ordor number. 1044024 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . A,

O {00587 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . . . . Do, T A

Ord 09006 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . e

Ord 09006 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2214-28FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . O IA.

Orda e 702004 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2216 PN . ! . . . . A,

Orda e 044050 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP . . . . . . A,

Ordor number. 2702970 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmwara <3.53 installed on FL SWITCH 2306-25FF PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
Order number: 1009222

Firmware <3.53 installed on FL SWITCH 2308 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 2702652
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CVSS-Vector
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Firmware <3.53 installed on FL SWITCH 2308 PN

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 2702910

Firmware <3.53 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1006191

Firmware <3.53 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . ANl IA-

prmware <353 st CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1031673

Firmware <3.53 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:CIC:L/:LAL 7.1
Order number: 1043414

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . ETY

O e 43410 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1089133

Firmware <3.53 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:CIC:L/:L/ALL 7.1
Order number: 1043423

Firmware <3.53 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:LAL 7.1
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . X . . . . AN IA-

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:C/C:L/:LALL 7.1
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1088872

Firmware <3.53 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . A N1 IA-

Firmware <3.53 instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL. SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1089134

Firmware <3.53 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088856

Firmware <3.53 installed on FL SWITCH 2514-2SFP . X . . . . T

Or e 042490 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.1

Order number: 1089154
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CVSS-Vector

CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2516

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2516 PN . X . . . . A1 A

Frmware <353 instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1106610

Firmware <3.53 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 . X . . . . A N1 IA-

Frmware <3.53 Installe CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL NAT 2208 . X . . . . a1 IA-

O e o850 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.53 installed on FL. NAT 2304-2GC-25FP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1106707

Firmware <3.53 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.1
Order number: 1184084

Firmware <3.53 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1215329

Firmware <3.53 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:LAL 7.1
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:LALL 7.1
Order number: 1232304

Firmware <3.53 installed on FL. SWITCH TSN 2312-2GC-2SFP cygs:3.1/AV:NAC.LIPRNULRIS:ICICLILUAL 7.4
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1232302

Firmware <3.53 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:CIC:L/:LAL 7.1
Order number: 1525944

Firmware <3.53 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1525939

Firmware <3.53 installed on FL. SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1525943

Firmware 3.50 installed on FL SWITCH 2005 . X . . . . T

O 00593 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 74

Order number: 2702324
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CVSS-Vector
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Firmware 3.50 installed on FL SWITCH 2016

O 09503 CVSS:3.1/AV:N/AC:L/PRN/UL:R/S:C/C:L/IL/AL 7.1
g:&‘fiﬁ:@g i;%az'gagson FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
prmware 3.50 Instalied on FL SWITCH 2108 CVSSB.U/AV:NACLPRNUIRISCICLELUAL 7.1
T 3 I asyon FL SWITCH 2116 CVSSB.U/AV:NACLPRNUIRISCICILELUAL 7.1
T 3 sy 1 - SWITCH 2204-2TC-28FX CVSSB.U/AV:NACLPRNUIRISCICILELUAL 7.1
T B s | SWITCH 2205 CVSSB.U/AV:NACLPRNUIRISCICILELAL 7.1
prmware 3.50 installed on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:LIPRN/ULR/S:CIC:L/:L/AL 7.4
prmware 3.50 instaled on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
gim';’ifnft;gg ig;f)az”sesd;” FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
gm’;’ifnfs‘z?: ig;g"z”:f;;” FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
grr(';qe"rvifnfsi?: i;%az'g’é’go” FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
g:{ﬂ;ﬁf&gﬂ Tgﬂg’zdson FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I.L/AL 7.1
g:&fir:’nszg i;‘gggg’zdson FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I.L/A:L 7.1
g:&‘fiﬁ:@g i;%az”;;so” FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
T 3 e | - S \/ITCH 2207-FX SM CVSSB.U/AV:NACLPRNUIRISCICILELUAL 7.1
Drmware 3.8 It sy on FL SWITCH 2208 CVSSB.U/AV:NACLPRNUIRISCICILEUAL 7.1
AT 3 e sy O - SWITCH 2208 PN CVSSB.U/AV:NACLPRNUIRISCICILLLAL 7.1
Erware 350 el losyon FL SWITCH 2208€ CVSSB.U/AV:NACLPRNUIRISCICLELUAL 7.1
prmware 3.50 installed on FL SWITCH 2212-2TC-28FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:CIC:L/:L/AL 7.4
prmware 3.50 Instalied on FL SWITCH 2214-2FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:CIC:L/:L/AL 7.4
g:&ﬁfﬂiﬁg ig;f)az'geg;” FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
g:&"}'iﬁ%ﬁg i;‘gg%”fg;” FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/IL/AL 7.1
g:{?gfiﬁ%ﬁg i;‘gﬂ'g;oo” FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/IL/AL 7.1
Firmware 3.50 installed on FL. SWITCH 2216 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1

Order number: 2702904

PCSA-2025-00022

TLP:WHITE

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

70 of 86



TLP:WHITE

Product

QO @D [Leswad O @

CVSS-Vector
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Firmware 3.50 installed on FL SWITCH 2216 PN

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/ALL 7.1
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . AN IA-

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2306-25FP PN CVSS:3A/AV:NIACLIPRNUIRISICICLILAL - 7.4
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . A A

Frmware 350 Installed. CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . ANl IA-

Frmware 350 instafled CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 2702910

Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:CIC:L/:LAL 7.1
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . X . . . . ETY

O 9000 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1031673

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:CIC:L/:L/ALL 7.1
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:LAL 7.1
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . X . . . . J 11 /A

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:C/C:L/:LALL 7.1
Order number: 1089133

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-2SFX . X . . . . e

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . X . . . . A N1 IA-

Firmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL. SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1089150

Firmware 3.50 installed on FL. SWITCH 2504-2GC-28FP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088872

Firmware 3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.1

Order number: 1089135
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Firmware 3.50 installed on FL SWITCH 2508

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
Firmware 3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/ALL 7.1
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.4/AV:NIACLIPRNULRISICICLILAL - 7.4
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP . X . . . . ANl IA-

Frmware 3.5 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . X . . . . ANl IA-

Frmware 350 instaled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware 3.50 installed on FL SWITCH 2516 PN . X . . . . A N1 IA-

Firmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware 3.50 installed on FL SWITCH 2608 . X . . . . A N1 IA-

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware 3.50 installed on FL. SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . X . . . . T

Frmware 3.50 nstalled CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
Firmware 3.50 installed on FL NAT 2208 . X . . . . T

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:LALL 7.1
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:C/C:L/:LALL 7.1
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:CIC:L/:LALL 7.1
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:LALL 7.1
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 . X . . . . T A

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I.L/AL 71
Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 71
Order number: 1232305

Firmware 3.50 installed on FL. SWITCH TSN 2314-28FP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1232302

Firmware 3.50 installed on FL SWITCH 5924-4GC . X . . . . 111 1A

O S eaboa5 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware 3.50 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 71

Order number: 1525942
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Order number: 1525943

TLP:WHITE ‘ - ECONTAcr
Product CVSS-Vector CVSS Base Score
Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:N/UIR/S:CIC:L/:L/AL 7.1
Order number: 1525944
Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/ALL 7.1
Order number: 1525939
Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.4/AV:NIACLIPRNULRISICICLILAL - 7.4

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105

Order number

1 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108

Order number:

1 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116

Order number:

1 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX

Order number:

1 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205

Order number:

1 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX

Order number:

1 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM

Order number:

- 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST

Order number

1 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST

Order number

1 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX

Order number

1 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN

Order number

1 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX

Order number

1 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX

Order number

1 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM

Order number:

12702329 (Download)

Firmware 3.53 installed on FL SWITCH 2208

Order number:

12702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN

Order number:

1 1044024 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)

Cross-Site Request Forgery in Link Aggregation Configuration
(CVE-2026-22323)

CVE Description

A CSRF vulnerability in the Link Aggregation configuration interface allows an unauthenticated remote
attacker to trick authenticated users into sending unauthorized POST requests to the device by luring them
to a malicious webpage. This can silently alter the device’s configuration without the victim’s knowledge or
consent. Availability impact was set to low because after a successful attack the device will automatically
recover without external intervention.

CWE: CWE-352: Cross-Site Request Forgery (CSRF)

Product status

Known affected

Product CVSS-Vector CVSS Base Score
e <33 e s On FL SWITCH 2005 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:UIC:N/:H/AL 7.4
g:&ﬁfmféi?’zi;g%ff on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.
g:{ﬂ;’;’ifmféiszi;gg'(%d on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.
g:{ﬂ;’ﬁfg&iﬂ?ﬁg&d on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.4
Firmware <3.53 installed on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1

Order number: 2702666
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CVSS Base Score

Firmware <3.53 installed on FL SWITCH 2116

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 2702334

Firmware <3.53 installed on FL SWITCH 2205 . X . . . . NI .

Frmware <353 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2206-2FX . X . . . . NI .

Frmware <353 Installes CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL. SWITCH 2206-2FX SM CVSS:3A/AV:NIACLIPRNUIR/S:UCNIHAL 7.1
Order number: 2702331

Firmware <3.53 installed on FL. SWITCH 2206-2FX SM ST CVSS:3A/AV:NACLPRNUIR/S:UCNIHAL 7.1
Order number: 2702333

Firmware <3.53 installed on FL SWITCH 2206-2FX ST . X . . . . TR .

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2206-2SFX . X . . . . TR X

Firmware <3.53 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S: U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1044028

Firmware <3.53 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1095628

Firmware <3.53 installed on FL SWITCH 2207-FX . X . . . . NI .

Or e 09358 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware <3.53 installed on FL SWITCH 2207-FX SM . X . . . . NI X

O e 09350 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware <3.53 installed on FL SWITCH 2208 . X . . . . N .

Frmware <353 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2208 PN . X . . . . INTY .

Frmware 353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2208C . X . . . . NI .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL. SWITCH 2212-2TC-2SFX CVSS:3.A/AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 2702907

Firmware <3.53 installed on FL SWITCH 2214-2FX . X . . . . T .

prmware <353 st CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2214-2FX SM . X . . . . NI .

Frmware <358 It CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware <3.53 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1006188

Firmware <3.53 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/AL 7.1
Order number: 1044030

Firmware <3.53 installed on FL SWITCH 2216 . X . . . . TR .

Orda 702004 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A.L 71
Firmware <3.53 installed on FL SWITCH 2216 PN . X . . . . NI .

O e 044050 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware <3.53 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 2702653

Firmware <3.53 installed on FL SWITCH 2306-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71

Order number: 2702970
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Firmware <3.53 installed on FL SWITCH 2306-2SFP PN

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2308 . X . . . . INTY .

Frmware 353 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2308 PN . X . . . . N .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL. SWITCH 2312-2GC-2SFP CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 2702910

Firmware <3.53 installed on FL. SWITCH 2314-2SFP CVSS:3A/AV:NIACLIPRNUIR/S:UCNIHAL 7.1
Order number: 1006191

Firmware <3.53 installed on FL. SWITCH 2314-2SFP PN CVSS:3A/AV:NACLPRNUIR/S:UCNIHAL 7.1
Order number: 1031683

Firmware <3.53 installed on FL SWITCH 2316 . X . . . . NI .

Firmware <3.53 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/AL 7.1
Order number: 1031673

Firmware <3.53 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1088853

Firmware <3.53 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1043414

Firmware <3.53 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1089126

Firmware <3.53 installed on FL SWITCH 2408 . X . . . . NI .

Orqaare . oaaa1s CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/H/AL 7.1
Order number: 1089133

Firmware <3.53 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1088875

Firmware <3.53 installed on FL SWITCH 2414-2SFX CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 1043423

Firmware <3.53 installed on FL. SWITCH 2414-2SFX PN CVSS:3.A/AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 1089139

Firmware <3.53 installed on FL SWITCH 2416 . X . . . . NI .

Frmware <353 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1089150

Firmware <3.53 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A.L 7.1
Order number: 1088872

Firmware <3.53 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A.L 7.1
Order number: 1043491

Firmware <3.53 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1089135

Firmware <3.53 installed on FL SWITCH 2508 . X . . . . NTY .

Orare . st CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1089134

Firmware <3.53 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71

Order number: 1088856
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Firmware <3.53 installed on FL SWITCH 2514-2SFP

Firmware <3.53 instale CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware <3.53 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1089154

Firmware <3.53 installed on FL SWITCH 2516 . X . . . . NI .

Frmware <3.53 instale CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL SWITCH 2516 PN . X . . . . NI .

Firmware <3.53 instale CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware <3.53 installed on FL. SWITCH 2608 CVSS:3A/AV:NIACLIPRNUIR/S:UCNIHAL 7.1
Order number: 1106500

Firmware <3.53 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/H/AL 7.1
Order number: 1106616

Firmware <3.53 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1106615

Firmware <3.53 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/AL 7.1
Order number: 1106610

Firmware <3.53 installed on FL. SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S: U/C:N/I:H/A-L 71
Order number: 1278397

Firmware <3.53 installed on FL NAT 2008 . X . . . . NI .

O o 02851 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL NAT 2208 . X . . . . TR .

O . 02850 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Firmware <3.53 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Order number: 2702981

Firmware <3.53 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/H/AL 7.1
Order number: 1106707

Firmware <3.53 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1184084

Firmware <3.53 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AVNACLPRNUIRISUCNIHIAL 7.1
Order number: 1215329

Firmware <3.53 installed on FL. SWITCH 2508/K1 CVSS:3.A/AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 1215350

Firmware <3.53 installed on FL SWITCH TSN 2316 CVSS:3A/AV:NIACLIPRNULR/S:UCNIHAL 7.1
Order number: 1232304

Firmware <3.53 installed on Fl. SWITCH TSN 2312-2GC-2SFP cygs:3.1/AV:NACLPRINULRIS:IUICNIHIAL 7.1
Order number: 1232305

Firmware <3.53 installed on FL SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1232302

Firmware <3.53 installed on FL SWITCH 5924-4GC CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A.L 7.1
Order number: 1525945

Firmware <3.53 installed on FL SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A.L 71
Order number: 1525942

Firmware <3.53 installed on FL SWITCH 5924SFP-4GC CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Order number: 1525944

it LI L CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A.L 7.1
Order number: 1525939

Firmware <3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71

Order number: 1525943
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Firmware 3.50 installed on FL SWITCH 2005

O 00393 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
g:&‘fiﬁ:@g i;%az”;;f” FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/ALL 7.1
prmware 3,50 Ista test on FL SWITCH 2016 CVSSB.U/AV:NACLPRNUIRISUCNIHAL 7.1
T 3. B osyon L SWITCH 2105 CVSSB.U/AV:NACLPRNULRISUICNIHAL 7.1
T 3 I ason - SWITCH 2108 CVSSB.U/AV:NACLPRNULRISUICNIHAL 7.1
T 3 B | o1/ TCH 2116 CVSSB.U/AV:NACLPRNUIRISUICNIHAL 7.1
prmware 3.50 Installed on FL SWITCH 2204-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:UIC:N/:H/AL 7.4
prmware 3.50 Installed.on FL SWITCH 2205 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:UIC:N/:H/AL 7.4
g:&ﬁfﬂiﬁg ig;f)az”sesdom FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.
grr(';;";’ifnfs‘zg ig;g"z”:f;f” FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
grr(';qe"rvirfr:t;i?: i;%az”;;;” FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
g:(rﬂe"rvir:’nszg ig?g';’;zo” FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
g:&fir:’nszg ig%egg’é’go” FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
g:&‘fiﬁ:@g i;‘gﬁfg;” FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/ALL 7.1
Frmware 3.50 Installed on FL SWITCH 2206C-2FX CVSSB.U/AV:NACLPRNUIRISUCNIHAL 7.1
T 3 oo - SWITCH 2207:FX CVSSB.U/AV:NACLPRNULRISUICNIHAL 7.1
T 3 s | o\ 1CH 2207 FX SM CVSSB.U/AV:NACLPRNULRISUICNIHAL 7.1
T 3 ey | S\/ITCH 2208 CVSSB.U/AV:NACLPRNUIRISUICNIHAL 7.1
prmware 350 installed on FL SWITCH 2208 PN CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:UIC:N/:H/AL 7.4
Frmware 3.5 installed on FL SWITCH 2208C CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:UIC:N/:H/AL 7.4
g:&ﬁfﬂiﬁg ig;f)az'gegf” FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
grr(';;";’ifnfs‘zg ig;g";':fg;” FL SWITCH 2214-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
grr(';qe"rvirfr:t;i?: i;%az'g’gso” FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware 3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1

Order number: 1006188
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CVSS-Vector

CVSS Base Score

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Firmware 3.50 installed on FL SWITCH 2216 . X . . . . NI .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2216 PN . X . . . . N .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 2702653

Firmware 3.50 installed on FL SWITCH 2306-2SFP . X . . . . NI .

Frmware 350 Instafled CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/H/AL 7.1
Order number: 1009222

Firmware 3.50 installed on FL SWITCH 2308 . X . . . . NI .

Frmware 3.50 instajled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2308 PN . X . . . . TR .

Firmware 3.50 instafled CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 2702910

Firmware 3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1006191

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1031683

Firmware 3.50 installed on FL SWITCH 2316 . X . . . . NI .

O 9500 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware 3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/H/AL 7.1
Order number: 1031673

Firmware 3.50 installed on FL. SWITCH 2404-2TC-25FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1088853

Firmware 3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AVNACLPRNUIRISUCNIHIAL 7.1
Order number: 1043414

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.A/AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 1089126

Firmware 3.50 installed on FL SWITCH 2408 . X . . . . NI .

Frmware 350 instaled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Firmware 3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1089133

Firmware 3.50 Installed on FL. SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A.L 7.1
Order number: 1088875

Firmware 3.50 installed on FL SWITCH 2414-25FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/A.L 7.1
Order number: 1043423

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1089139

Firmware 3.50 installed on FL SWITCH 2416 . X . . . . NI .

O S OABA16 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
i LR LIS CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Order number: 1089150

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71

Order number: 1088872
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CVSS-Vector

CVSS Base Score

Firmware 3.50 installed on FL SWITCH 2506-2SFP

Frmware 3.50 installed CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1089135

Firmware 3.50 installed on FL SWITCH 2508 . X . . . . NI .

Frmware 3.5 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL SWITCH 2308 PN CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1
Order number: 1089134

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3A/AV:NIACLIPRNUIR/S:UCNIHAL 7.1
Order number: 1088856

Firmware 3.50 installed on FL SWITCH 2514-2SFP . X . . . . NI .

Frmware 350 instaled. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1089154

Firmware 3.50 installed on FL SWITCH 2516 . X . . . . NI .

Firmware 3.50 instajled CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S: U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL SWITCH 2516 PN . X . . . . TR .

O S 080005 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware 3.50 installed on FL SWITCH 2608 . X . . . . NI .

O 500 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
e R LIS CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 7.1
Order number: 1106616

Firmware 3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Order number: 1106615

Firmware 3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1
Order number: 1106610

Firmware 3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1
Order number: 1278397

Firmware 3.50 installed on FL NAT 2008 . X . . . . NI .

Frware 3.50 nstaled CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL NAT 2208 . X . . . . NI/ .

Frmware 350 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Firmware 3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3A/AV:NIACLIPRNULR/S:UCNIHAL 7.1
Order number: 2702981

Firmware 3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1106707

Firmware 3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:U/C:N/:H/AL 7.1
Order number: 1184084

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:N/I:H/AL 7.1
Order number: 1215329

Firmware 3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1215350

Firmware 3.50 installed on FL SWITCH TSN 2316 . X . . . . NI .

O S o304 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:U/C:N/I:H/AL 71
Firmware 3.50 installed on FL SWITCH TSN 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71
Order number: 1232305

Firmware 3.50 installed on FL. SWITCH TSN 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 71

Order number: 1232302
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Product CVSS-Vector CVSS Base Score

Firmware 3.50 installed on FL SWITCH 5924-4GC . X . . . . NI .

Frmware 3.50 installed. CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/A-L 7.1

Firmware 3.50 installed on FL. SWITCH 5916-8GC-4SFP+ CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:N/I:H/AL 7.1

Order number: 1525942

Firmware 3.50 installed on FL SWITCH 5924SFP-4GC CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1

Order number: 1525944

Firmware 3.50 installed on FL SWITCH 5924-4SFP+ CVSS:3./AV:NIACLIPRNULR/S:UCNHAL 7.1

Order number: 1525939

Firmware 3.50 installed on FL SWITCH 5916SFP-8GC-4SFP+ CVSS:3A/AV:NIACLIPRNUIR/S:UCNIHAL 7.1

Order number: 1525943

Fixed

Product

Firmware 3.53 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.53 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.53 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.53 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.53 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.53 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.53 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.53 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.53 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.53 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.53 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.53 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.53 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.53 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.53 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.53 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.53 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.53 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.53 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.53 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.53 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.53 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.53 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.53 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.53 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.53 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.53 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.53 installed on FL SWITCH 2408
Order number: 1043412 (Download)
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Product

Firmware 3.53 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.53 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.53 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.53 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.53 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.53 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.53 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.53 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.53 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.53 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.53 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.53 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.53 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.53 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.53 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.53 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.53 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.53 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.53 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.53 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)
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TLP:WHITE

Product

Firmware 3.53 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.53 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.53 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.53 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2316
Order number: 1232304 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2312-2GC-2SFP
Order number: 1232305 (Download)

Firmware 3.53 installed on FL SWITCH TSN 2314-2SFP
Order number: 1232302 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4GC
Order number: 1525945 (Download)

Firmware 3.53 installed on FL SWITCH 5916-8GC-4SFP+
Order number: 1525942 (Download)

Firmware 3.53 installed on FL SWITCH 5924SFP-4GC
Order number: 1525944 (Download)

Firmware 3.53 installed on FL SWITCH 5924-4SFP+
Order number: 1525939 (Download)

Firmware 3.53 installed on FL SWITCH 5916SFP-8GC-4SFP+
Order number: 1525943 (Download)
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