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VDE-2025-071: Phoenix Contact: Multiple
Vulnerabilities in FL SWITCH 2xxx Firmware

Publisher: Phoenix Contact GmbH & Co. KG Document category: csaf_security_advisory
Initial release date: Tue Dec 09 09:00:00 CET 2025 Engine: 2.5.38

Current release date: Tue Dec 09 09:00:00 CET 2025 Build Date: Wed Nov 26 10:19:24 CET 2025
Current version: 1.0.0 Status: FINAL

CVSSv3.1 Base Score: 7.1 Severity: High

Original language: en Language: en-GB

Also referred to: VDE-2025-071, PCSA-2025-00012

Summary

Multiple vulnerabilities have been identified in the FL SWITCH 2xxx firmware prior to version 3.50. Two of
these (CVE-2025-41692 and CVE-2025-41696) enable a local attacker to access the device's file system.
Two other vulnerabilities (CVE-2025-41693 and CVE-2025-41694) are related to Denial of Service (DoS)
attacks, which partly limit the device's functionality. Another vulnerability (CVE-2025-41697) allows an
unauthenticated physical attacker to access a login shell via an undocumented UART port. Furthermore,
there are multiple vulnerabilities relating to reflected cross-site scripting in the web-based management of
the device. All vulnerabilities have been resolved in firmware version 3.50.

General Recommendation

Phoenix Contact recommends operating network-capable devices in closed networks or protected with a
suitable firewall. For detailed information on our recommendations for measures to protect network-capable
devices, please refer to our application note.

Impact

Availability, integrity, or confidentiality of the FL SWITCH 2xxx can be compromised by attacks using these
vulnerabilities.

Remediation

Phoenix Contact recommends to update to the latest 3.50 Firmware Release which fixes these
vulnerabilities.

Product groups

Affected Products.

* Firmware <3.50 installed on FL SWITCH 2005
* Firmware <3.50 installed on FL SWITCH 2008
* Firmware <3.50 installed on FL SWITCH 2016
* Firmware <3.50 installed on FL SWITCH 2105
« Firmware <3.50 installed on FL SWITCH 2108
* Firmware <3.50 installed on FL SWITCH 2116
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Firmware <3.50 installed on FL SWITCH 2204-2TC-2SFX
Firmware <3.50 installed on FL SWITCH 2205

Firmware <3.50 installed on FL SWITCH 2206-2FX
Firmware <3.50 installed on FL SWITCH 2206-2FX SM
Firmware <3.50 installed on FL SWITCH 2206-2FX SM ST
Firmware <3.50 installed on FL SWITCH 2206-2FX ST
Firmware <3.50 installed on FL SWITCH 2206-2SFX
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN
Firmware <3.50 installed on FL SWITCH 2206C-2FX
Firmware <3.50 installed on FL SWITCH 2207-FX
Firmware <3.50 installed on FL SWITCH 2207-FX SM
Firmware <3.50 installed on FL SWITCH 2208

Firmware <3.50 installed on FL SWITCH 2208 PN
Firmware <3.50 installed on FL SWITCH 2208C
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX
Firmware <3.50 installed on FL SWITCH 2214-2FX
Firmware <3.50 installed on FL SWITCH 2214-2FX SM
Firmware <3.50 installed on FL SWITCH 2214-2SFX
Firmware <3.50 installed on FL SWITCH 2214-2SFX PN
Firmware <3.50 installed on FL SWITCH 2216

Firmware <3.50 installed on FL SWITCH 2216 PN
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP
Firmware <3.50 installed on FL SWITCH 2306-2SFP
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN
Firmware <3.50 installed on FL SWITCH 2308

Firmware <3.50 installed on FL SWITCH 2308 PN
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP
Firmware <3.50 installed on FL SWITCH 2314-2SFP
Firmware <3.50 installed on FL SWITCH 2314-2SFP PN
Firmware <3.50 installed on FL SWITCH 2316

Firmware <3.50 installed on FL SWITCH 2316 PN
Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX
Firmware <3.50 installed on FL SWITCH 2406-2SFX
Firmware <3.50 installed on FL SWITCH 2406-2SFX PN
Firmware <3.50 installed on FL SWITCH 2408

Firmware <3.50 installed on FL SWITCH 2408 PN
Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX
Firmware <3.50 installed on FL SWITCH 2414-2SFX
Firmware <3.50 installed on FL SWITCH 2414-2SFX PN
Firmware <3.50 installed on FL SWITCH 2416

Firmware <3.50 installed on FL SWITCH 2416 PN
Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP
Firmware <3.50 installed on FL SWITCH 2506-2SFP
Firmware <3.50 installed on FL SWITCH 2506-2SFP PN
Firmware <3.50 installed on FL SWITCH 2508

Firmware <3.50 installed on FL SWITCH 2508 PN
Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP
Firmware <3.50 installed on FL SWITCH 2514-2SFP
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN
Firmware <3.50 installed on FL SWITCH 2516

Firmware <3.50 installed on FL SWITCH 2516 PN
Firmware <3.50 installed on FL SWITCH 2608

Firmware <3.50 installed on FL SWITCH 2608 PN
Firmware <3.50 installed on FL SWITCH 2708

Firmware <3.50 installed on FL SWITCH 2708 PN
Firmware <3.50 installed on FL SWITCH 2303-8SP1
Firmware <3.50 installed on FL NAT 2008

Firmware <3.50 installed on FL NAT 2208

Firmware <3.50 installed on FL NAT 2304-2GC-2SFP
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Firmware <3.50 installed on FL SWITCH 2008F
Firmware <3.50 installed on FL SWITCH 2316/K1
Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1
Firmware <3.50 installed on FL SWITCH 2508/K1

Fixed Product.

Firmware 3.50 installed on FL SWITCH 2005

Firmware 3.50 installed on FL SWITCH 2008

Firmware 3.50 installed on FL SWITCH 2016

Firmware 3.50 installed on FL SWITCH 2105

Firmware 3.50 installed on FL SWITCH 2108

Firmware 3.50 installed on FL SWITCH 2116

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Firmware 3.50 installed on FL SWITCH 2205

Firmware 3.50 installed on FL SWITCH 2206-2FX
Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Firmware 3.50 installed on FL SWITCH 2206-2SFX
Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Firmware 3.50 installed on FL SWITCH 2206C-2FX
Firmware 3.50 installed on FL SWITCH 2207-FX
Firmware 3.50 installed on FL SWITCH 2207-FX SM
Firmware 3.50 installed on FL SWITCH 2208

Firmware 3.50 installed on FL SWITCH 2208 PN
Firmware 3.50 installed on FL SWITCH 2208C
Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Firmware 3.50 installed on FL SWITCH 2214-2FX
Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Firmware 3.50 installed on FL SWITCH 2214-2SFX
Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Firmware 3.50 installed on FL SWITCH 2216

Firmware 3.50 installed on FL SWITCH 2216 PN
Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Firmware 3.50 installed on FL SWITCH 2306-2SFP
Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Firmware 3.50 installed on FL SWITCH 2308

Firmware 3.50 installed on FL SWITCH 2308 PN
Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Firmware 3.50 installed on FL SWITCH 2314-2SFP
Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Firmware 3.50 installed on FL SWITCH 2316

Firmware 3.50 installed on FL SWITCH 2316 PN
Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Firmware 3.50 installed on FL SWITCH 2406-2SFX
Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Firmware 3.50 installed on FL SWITCH 2408

Firmware 3.50 installed on FL SWITCH 2408 PN
Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Firmware 3.50 installed on FL SWITCH 2414-2SFX
Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Firmware 3.50 installed on FL SWITCH 2416

Firmware 3.50 installed on FL SWITCH 2416 PN
Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Firmware 3.50 installed on FL SWITCH 2506-2SFP
Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Firmware 3.50 installed on FL SWITCH 2508

Firmware 3.50 installed on FL SWITCH 2508 PN
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* Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Firmware 3.50 installed on FL SWITCH 2514-2SFP
Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Firmware 3.50 installed on FL SWITCH 2516

Firmware 3.50 installed on FL SWITCH 2516 PN
Firmware 3.50 installed on FL SWITCH 2608

Firmware 3.50 installed on FL SWITCH 2608 PN

* Firmware 3.50 installed on FL SWITCH 2708

Firmware 3.50 installed on FL SWITCH 2708 PN
Firmware 3.50 installed on FL SWITCH 2303-8SP1
Firmware 3.50 installed on FL NAT 2008

Firmware 3.50 installed on FL NAT 2208

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Firmware 3.50 installed on FL SWITCH 2008F

* Firmware 3.50 installed on FL SWITCH 2316/K1

« Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
* Firmware 3.50 installed on FL SWITCH 2508/K1

Vulnerabilities

Weak/Predictable root Password (CVE-2025-41692)

CVE Description

A high privileged remote attacker with admin privileges for the webUl can brute-force the "root" and "user”
passwords of the underlying OS due to a weak password generation algorithm.

CWE: CWE-916: Use of Password Hash With Insufficient Computational Effort

Product status

Known affected

Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

e = s CVSS:3.1/AV:N/AC:L/PR:H/UIN/S:C/C:HN/AN 6.8
T oty O P SWITCH 2008 CVSS31/AV:NACLPRHIULNS:CICHINAN 6.8
T ey, O P SWITCH 2016 CVSS31/AV:NACLPRHIULNS:CICHINAN 6.8
T e en) O FL SWITCH 2105 CVSS31/AV:NACLPRHIUNIS:CICHINAN 6.8
prmware <350 Instafled on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:C/C:HN/AN 6.8
e <3 e s, on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:C/C:H/N/AN 6.8
g:&fifmf’éiozi;gg'sef on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
g:{ﬂ;’;’ifmf’e'iozi;g;%"zeg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8

Order number: 2702330
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2206-2FX SM

Frmware <3.50 Installe CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . /- .

Frmware <350 Installes CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . un. .

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL. SWITCH 2206-2SFX PN CVSS:3.1/AV:NACLPRHUINS.CICHIENAN 638
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . . .

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . . .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . . .

O a3y CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . . .

O e OA0A CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . . .

Or 005857 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . - .

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 2702906

Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:NACLPRHIULN/S:ICICHIN/AN 6.8
Order number: 1006188

Firmware <3.50 installed on FL. SWITCH 2214-2SFX PN CVSS:3.1/AV:NACLPRHUINS:CICHIENAN 638
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . un. .

Frmware <350 st CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . . .

Frmware <350 inetalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:C/C:H/N/AN 6.8
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . . .

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . . .

O 09550 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Order number: 1009220

Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8

Order number: 2702910
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Firmware <3.50 installed on FL SWITCH 2314-2SFP

Frmware <3.50 instale CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . - .

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/A:N 6.8
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:NACLPRHUINS.CICHIENAN 638
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AVN/ACLIPRHIULN/S:CICHINAN 6.8
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1043412

Firmware <3.50 installed on FL. SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:N/A:N 6.8
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:C/C:H/I:N/AN 6.8
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . - .

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 1089150

Firmware <3.50 installed on Fl. SWITCH 2504-2GC-28FP ¢y55:3 1/AV:NIAC:LIPR HIULNIS:CICHIENAN 6.8
Order number: 1088872

Firmware <3.50 installed on FL. SWITCH 2506-2SFP CVSS:3.1/AV:NACLPRHUINS:CICHIENAN 638
Order number: 1043491

Firmware <3.50 installed on FL. SWITCH 2506-2SFP PN CVSS:3.1/AV:NACLPRHUINS.CICHIENAN 638
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . - .

e <30 s CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-25FP CVSS:3.1/AV:N/AC:L/PR:H/ULN/S:C/C:H/I:N/AN 6.8
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . un. .

O 43408 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:CIC:H/:N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2516 PN CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/N/AN 6.8

Order number: 1089205

PCSA-2025-00012

TLP:WHITE

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

6 of 91



TLP:WHITE

Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2608

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:NACLPRHIUEN/S:.CICHIN/AN 6.8
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:NACLPRHUINS.CICHIENAN 638
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:NACLPRHUINS.CICHIENAN 638
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . - .

e <3 CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL NAT 2208 . . . . . . un. .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/N/AN 6.8
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:CIC:H/N/AN 6.8
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:HI:N/AN 6.8
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/N/AN 6.8
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/IPR:H/UI:N/S:C/C:H/:N/AN 6.8

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
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Product
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Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)
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Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)
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Product

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Authenticated Denial-of-Service via SSH (CVE-2025-41693)

CVE Description

A low privileged remote attacker can use the ssh feature to execute commands directly after login. The
process stays open and uses resources which leads to a reduced performance of the management
functions. Switching functionality is not affected.

CWE: CWE-770: Allocation of Resources Without Limits or Throttling

Product status

Known affected

Product CVSS-Vector CVSS Base Score
g:{ﬂ;’ﬁfmféiozi;g;a;';’; on FL SWITCH 2005 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/ALL 43
QLT!:?TJ&?FS?SE%'?Z’ on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/ALL 43
g:&fiﬁ’m(tiio;ggg on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:LL 43
g:&fiﬁ’m(&fzoz?ggg on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/IPR:L/ULN/S:U/C:N/N/ALL 43

Order number: 2702666
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Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2116

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L 43
Firmware <3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/A-L 43
Order number: 2702334

Firmware <3.50 installed on FL SWITCH 2205 . . . . . . NI/I- .

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL SWITCH 2206-2FX . . . . i . T .

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L 43
Firmware <3.50 installed on FL. SWITCH 2206-2FX SM CVSS:3.1/AV:NACLPRLUINSUCNINAL 43
Order number: 2702331

Firmware <3.50 installed on FL. SWITCH 2206-2FX SMST  cvss:3 /AV:NIACLIPRLULNISUICNNAL 4.3
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . NI .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . i . T .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/ALL 43
Firmware <3.50 installed on FL. SWITCH 2206-25FX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/N/A-LL 43
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . X . T .

O T 09358 CVSS:3.1/AV:N/AC:L/IPR:L/UIN/S:U/C:N/N/A-LL 43
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . X . T .

O 09350 CVSS:3.1/AV:N/AC:L/IPR:L/UIN/S:U/C:N/N/A-LL 43
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . NI/I- .

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:L 43
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . NI .

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . NI/I- .

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL. SWITCH 2212-2TC-2SFX CVSS:3.1/AV:NACLPRLUINSUCNINAL 43
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . i . NI .

Frmware <350 st CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/A:LL 43
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . i . T .

Frmware <350 It CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/ALL 43
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . T .

O 2004 CVSS:3.1/AV:N/AC:L/IPR:L/UIN/S:U/C:N/EN/ALL 43
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . X . NTH .

O 044050 CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/N/A-LL 43
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP CVSS:3.1/AV:N/AC:L/IPR:L/UIN/S:U/C:N/N/A-LL 43

Order number: 2702970
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Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2306-2SFP PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/IN/ALL 43
Firmware <3.50 installed on FL SWITCH 2308 . . . . N/Q- N/FNJA-

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR.L/UL:N/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . . . T T .

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR.L/ULN/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL. SWITCH 2312-2GC-2FP ¢yg5:3 /AV:NIACLLIPRLULNISUICNENAL 4.3
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PRL/UI:N/S:U/C:N/N/ALL 43
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/IN/AL 43
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . NI .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1031673

Firmware <3.50 installed on FL. SWITCH 2404-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1088853

Firmware <3.50 installed on FL. SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . NG NN A

O . oa3a1s CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/ALL 43
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR.L/UL:N/S:U/C:N/N/ALL 43
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR.L/ULN/S:U/C:N/N/ALL 43
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/N/AL 43
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . NI .

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PRL/UI:N/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/IN/AL 43
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/:N/AL 43
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-25FP PN CVSS:3.1/AV:N/AC:L/PR:L/UIN/S:U/C:N/IN/AL 43
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . T N/ENUA -

Orgare . a4t CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43

Order number: 1088856
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2514-2SFP

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/IN/ALL 43
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/I:N/A'L 43
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . N/S- N/FNJA-

Frmware <350 inetales CVSS:3.1/AV:N/AC:L/PR.L/ULN/S:U/C:N/N/ALL 43
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . NI .

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/ALL 43
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PRL/UI:N/S:U/C:N/N/ALL 43
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/IN/AL 43
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/IN/AL 43
Order number: 1106610

Firmware <3.50 installad on FL. SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . NI .

O 0851 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Firmware <3.50 installed on FL NAT 2208 . . . . . . NI .

O 02850 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AL 43
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/ALL 43
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/I:N/A'L 43
Order number: 1184084

Firmware <3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:NACLPRLUINSUCNINAL 43
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/N/AL 43

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)
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Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX

Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST

Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX

Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP

Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)
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Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)
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Product

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Authenticated Denial-of-Service via Webshell (CVE-2025-41694)

CVE Description

A low privileged remote attacker can run the webshell with an empty command containing whitespace. The
server will then block until it receives more data, resulting in a DoS condition of the websserver.

CWE: CWE-770: Allocation of Resources Without Limits or Throttling

Product status

Known affected

Product CVSS-Vector CVSS Base Score
Firmware <3.50 installed on FL SWITCH 2005 . . . . . . T .
e < e s CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65
Firmwara <3.50 installed on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 65

Order number: 2702324
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Product
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2016

Frmware <3.50 Instalec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/C:N/:N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2105 . . . . . . N/I- .

Frmware <350 Installec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2108 . . . . . . NI/I- .

Frmware <350 Instaflec CVSS:3.1/AV:N/AC:LIPR:L/ULIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2116 . . . . i . T .

Frmware <350 Instales CVSS:3.1/AV:N/AC:LIPR:L/ULIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL. SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/EN/AH 6.5
Order number: 2702334

Firmware <3.50 installed on FL SWITCH 2205 . . . . . . NI .

e <3 s CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/IC:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2206-2FX . . . . . . NI .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:LIPR:L/ULIN/S:U/IC:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 2702331

Firmware <3.50 installad on FL. SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . NI/ .

O 09350 CVSS:3.1/AV:N/AC:L/IPR:L/UI:N/S:U/C:N/:N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . i . NI .

O 09060 CVSS:3.1/AV:N/AC:L/IPR:L/UI:N/S:U/C:N/:N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . NI .

Frmware <350 Installec CVSS:3.1/AV:N/AC:LIPR:L/ULIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . T .

Frmware <350 Installec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2208 . . . . i . NI .

Frmware <350 Istalec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . TR .

Frware <350 instalec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . T .

Frmware <350 inetalec CVSS:3.1/AV:N/AC:LIPR:L/UIN/S:U/IC:N/N/AH 6.5
Firmware <3.50 installed on FL. SWITCH 2212-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/N/AH 6.5
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . i . NI .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:LIPR:L/ULN/S:U/IC:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . NI .

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/IPR:L/UI:N/S:U/C:N/:N/AH 6.5
Firmware <3.50 installed on FL. SWITCH 2214-25FX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/I:N/AH 6.5

Order number: 2702904
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2216 PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . T T .

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Firmware <3.50 installed on FL. SWITCH 2306-2SFP PN CVSS:3.1/AV:NACLIPRLUIN/S:UICNENAH 65
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . NS N/NYA-

Frmware <350 Installes CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1009220

Firmware <3.50 installed on FL. SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/EN/AH 6.5
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1006191

Firmware <3.50 installed on FL. SWITCH 2314-25FP PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . T NUINJA-

O 02000 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . N/S- N/FNJA-

Frmware <350 installe CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1089133

Firmware <3.50 installed on FL. SWITCH 2412-2TC-2SFX CVSS:3.1/AV:NACLIPRLUIN/S:UICNENAH 65
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . NI .

Orare = aatts CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:L/IUI:N/S:U/C:N/:N/AH 6.5
Order number: 1089150

Firmware <3.50 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1088872

liieateons s LR LIS T s CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5

Order number: 1089135
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2508

Fmware <350 installec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1089134

Firmware <3.50 installed on FL. SWITCH 2512-2GC-25FP ¢yg55:3 1/AV:INIACILPRIUUENIS:UICNNIAH - 65
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1043499

Firmware <3.50 installed on FL. SWITCH 2514-2SFP PN CVSS:3.1/AV:NACLIPRLUIN/S:UICNENAH 65
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . NI .

e <3 s CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . NI .

Fimmware <3.50 nstalec CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:L/IUI:N/S:U/IC:N/:N/AH 6.5
Order number: 1106616

Firmware <3.50 installed on FL. SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:N/:N/AH 6.5
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:L/ULN/S:U/C:N/IN/AH 6.5
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . N/Q- N/FNJA-

Frmware <3.50 Instale CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Firmware <3.50 installed on FL NAT 2208 . . . . N/SL/CN/-N/A-

Frmware <350 Installes CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/EN/AH 6.5
Firmware <3.50 installed on FL. NAT 2304-2GC-2SFP CVSS:3.1/AV:NACLIPRLUIN/S:UICNENAH 65
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:L/UL:N/S:U/C:N/N/AH 6.5

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

PCSA-2025-00012

TLP:WHITE

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

19 of 91
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Product
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Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)
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Product
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Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)
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Product

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in dyn_conn.php (CVE-2025-41695)

CVE Description

A XSS vulnerability in dyn_conn.php can be used by an unauthenticated remote attacker to trick an
authenticated user to send a manipulated POST request to the device in order to change parameters
available via web based management (WBM). The vulnerability does not provide access to system-level
resources such as operating system internals or privileged functions. Access is limited to device
configuration parameters that are available in the context of the web application. The session cookie is
secured by the httpOnly Flag. Therefore an attacker is not able to take over the session of an authenticated
user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')
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Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
T iy O - SWITCH 2008 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 It losl on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
prmware <390 Installed on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&fifmf’éiozi;g%g’g on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmfe'iozi;gg'(fg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:('revrvifm?éio;ggff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:&"ﬁfmﬁio;ggfg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrglvrvir:’mﬁiozi;‘gg':fg on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:crﬂavrvifmf’éiozi;ggff on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
T O ey, O FL SWITCH 22062PXSMST  cvss:3.1/AV-NACLPRNIULRISICICL/LIAL 7.1
T O aes! O FL SWITCH 2206-2PX ST CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T e s, O - SWITCH 2206-28FX CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
DT 3 O e ot on FL SWITCH 2206-2SFX PN CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 fnstalled on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
e <3O e sl On FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&fifmf’éiozi;gg';; on FL SWITCH 2207-FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmfe'iozi;gf;ff on FL SWITCH 2208 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:('revrvifm?éio@j;?)'ff on FL SWITCH 2208 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:&"ﬁ’f\fmﬁiﬂ %‘ngf on FL SWITCH 2208C CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrgl"rvir:’mliioz?gg'gf on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2214-2FX CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1

Order number: 2702905
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CVSS-Vector
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2214-2FX SM

Frmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . 011 A

Frmware <350 Instale CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . AN A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . 0N A

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . A A

O e oa55s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . R/Q. o N1l TA-
Orgaare . 005250 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . RO/ 1] A

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . 011 A

raare = aagts CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX . . . . R/Q. A4 A
Orqaare = aaans CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1043416
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Firmware <3.50 installed on FL SWITCH 2416 PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL. SWITCH 2506-2SFP PN CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . p/a. AN A

Frmware <350 It CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . R/Q. A4 A

Orqaare = 3408 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . R/Q: Nl TR

O 080208 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . R/Q- 1] A

Frware <350 st CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . 011 A
e <3 s CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106707

Firmware <3.50 installad on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1184084

Firmware <3.50 installed on FL. SWITCH 2506-25FP/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1215329

Firmware <3.50 installed on FL. SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1215350
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Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)
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http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
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Product

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_portCntr2.php (CVE-2025-41745)

CVE Description
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http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware
http://www.phoenixcontact.net/qr/1215329/firmware
http://www.phoenixcontact.net/qr/1215350/firmware

TLPAWHITE QO @D [Leswad O @

A XSS vulnerability in pxc_portCntr2.php can be used by an unauthenticated remote attacker to trick an
authenticated user to send a manipulated POST request to the device in order to change parameters
available via web based management (WBM). The vulnerability does not provide access to system-level
resources such as operating system internals or privileged functions. Access is limited to device
configuration parameters that are available in the context of the web application. The session cookie is
secured by the hittpOnly Flag. Therefore an attacker is not able to take over the session of an authenticated
user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Product status

Known affected

Product CVSS-Vector CVSS Base Score
g:{ﬂ;’;’ifmf’éiozi;gg';’; on FL SWITCH 2005 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
E)irr(rﬂe‘,:?fm<t>3e'i02i;§;a:3”28f on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{;‘eﬁfmﬁiozi;gg'(%d on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:&fiﬁ’m(&iozi;ggg on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
gmﬁf’mﬁiozi;‘g;ag?g on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:&vfifm?éiozi;g;ﬁg'gg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/IPR:N/ULR/S:C/C:L/:L/AL 7.1
T O ey, O FL SWITCH 2204-2TC-25FX CVSS31/AV:NACLPRNUIRISCICLELUAL 7.1
T s, O FL SWITCH 2205 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T O o) o FL SWITCH 2206-2FX CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <3.50 Installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
prmware <350 Instaled on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
e <3 e sl On FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&ﬁfmf’éiozi;ggg on FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grr(';;";’ifm<se'i01 igj‘fo"ze; on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:gg;’ifmféiﬂ igs;%";g on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:&fiﬁ’m(se'iozi;ggfg on FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.50 installed on FL SWITCH 2207-FX SM CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1

Order number: 2702329
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CVSS-Vector

PHCENIX
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2208

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . R/ A A

Frmware <3.50 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2208C . . . . R/Q. A A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/ACLPRNULRIS.CICLILLAL 7.1
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . AN A

Frmware <350 st CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . J11 A

Frmware <300 It CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . A 11 A

O 2004 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . R/Q. o N1l TA-

Orqaare = at050 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . R/a. Al A

O 102070 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . R/ A1 A

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . . . 411 /A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . 011 A

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL. SWITCH 2404-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL. SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1043412
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Firmware <3.50 installed on FL SWITCH 2408 PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . ANl IA-

Frmware <350 inetallec CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/:L/A'L 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL. SWITCH 2506-25FP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . ANl A

Orgare . a4t CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . q A

Frmware <350 inetales CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . ANl A

Frmware <350 instalec CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-85P1 CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/A'L 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . A1 IA-

O 02851 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . A1 IA-

O 02850 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 2702981
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Product CVSS-Vector CVSS Base Score
Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106707
Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1184084
Firmware <3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 1215329
Firmware <3.50 installed on FL SWITCH 2508/ CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
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Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)
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http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware
http://www.phoenixcontact.net/qr/1006188/firmware
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http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
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Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

© Phoenix Contact GmbH & Co. KG

PCSA-2025-00012 TLP:WHITE FlachsmarktstraRe 8, D-32825 Blomberg, Germany

PHCENIX
CONTACT

34 of 91


http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
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Product

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_portSecCfg.php (CVE-2025-
41746)

CVE Description

A XSS vulnerability in pxc_portSecCfg.php can be used by an unauthenticated remote attacker to trick an
authenticated user to send a manipulated POST request to the device in order to change parameters
available via web based management (WBM). The vulnerability does not provide access to system-level
resources such as operating system internals or privileged functions. Access is limited to device
configuration parameters that are available in the context of the web application. The session cookie is
secured by the hittpOnly Flag. Therefore an attacker is not able to take over the session of an authenticated
user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')

Product status

Known affected
Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Orda e 70353 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:CIC:L/:L/AL 7.1
g:&ﬁfmf’éiozi;gg';f on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’ﬁfmféiozi;gg'(%d on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/I:L/AL 7.1
grr('ﬂa"rvir:’mife'iozi;‘gg&d on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{;‘e"rvir:’m<b3éi02?§£§6d on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:&fiﬁ’m(se'ioz?gg'gg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrgvir:’mﬁiozi;gg?f on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
g:&vrvifmf’éioz?gglzeg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/IPR:N/ULR/S:C/C:L/I:L/AL 7.1
T O ot on FL SWITCH 2206-2FX CVSS31/AV:NACLPRNUIRISCICLELUAL 7.1
T O FL SWITCH 2206-28X SM CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
Firmware <3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 74

Order number: 2702333
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CVSS-Vector
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2206-2FX ST

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . 011 /A

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 1044028

Firmware <3.50 installed on FL. SWITCH 2206C-2FX CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . e

e <3 e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . e

e <3 s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . A1 IA-

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . TN A

Firmware <3.50 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . A A

O 005857 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL. SWITCH 2212-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . ANl JA-

Or 09008 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . A A

Or 09006 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-25FX PN CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . q -1 IA-

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . ANl A

Frmware <3.50 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . A1 IA-

Frmware <350 Istalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . A A

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . . . 0N A

O 000250 CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL. SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 1031683
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Firmware <3.50 installed on FL SWITCH 2316

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . A1 IA-

Frmware <350 inetalles CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX . . . . . . A A

O 2453 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2414-25FX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . Al A

O . oaaa1s CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . T A

Frmware <350 Ietales CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP . . . . . . T JA-

Firmware <3.50 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . A A
RNy CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/A'L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . ANl A

Orqaare = 080208 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 1106616
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Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . R/Q-C/C 1] A

Frware <3.50 Instale CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . .p/a. AN A

e <3 s CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-25FP/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)
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Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)
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Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

© Phoenix Contact GmbH & Co. KG

PCSA-2025-00012 TLP:WHITE FlachsmarktstraRe 8, D-32825 Blomberg, Germany

PHCENIX
CONTACT

40 of 91


http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware

TLPAWHITE QO @D [Leswad O @

Product

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_vlanintfCfg.php (CVE-2025-41747)

CVE Description

A XSS vulnerability in pxc_vlanIntfCfg.php can be used by an unauthenticated remote attacker to trick an
authenticated user to send a manipulated POST request to the device in order to change parameters
available via web based management (WBM). The vulnerability does not provide access to system-level
resources such as operating system internals or privileged functions. Access is limited to device
configuration parameters that are available in the context of the web application. The session cookie is
secured by the hitpOnly Flag. Therefore an attacker is not able to take over the session of an authenticated
user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Product status

Known affected

Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Orday e 709353 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/I:L/AL 7.1
grr('ﬂa"rvifmife'iozi;‘g;a:a"zef on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:&fiﬁ’m(tiio;ggg on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:&fiﬁ’m(se'ioz?ggg on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
grrgvir:’mﬁiozi;g;ﬁgg’g on FL SWITCH 2108 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/IPR:N/ULR/S:C/C:L/I:L/AL 7.1

Order number: 2702908
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CVSS-Vector
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2204-2TC-2SFX

T O e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2205 . . . . . . 011 /A

T O e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206-2FX . . . . . . q -1 IA-

T O s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL. SWITCH 2206-2FX SM CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 2702331

Firmware <3.50 installed on FL. SWITCH 2206-2FX SMST  cy58:3.1/AV:NIACLIPRINIULRIS:CICLLILAL 7.1
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . e

T e s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . T JA-

prmware <350 It e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . ANl A

O 09358 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . T A

Or T 09350 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 74
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . Jq 11 /A

O o357 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . 011 /A

Frmware <3.50 nstalles CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . 011 /A

Frmware <350 rstalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . T IA-

T e s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . ANl IA-

T s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . A A

e <3 s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . A A

Orday 044050 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . T A

O 709070 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 74
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 1009222
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Product
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CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2308

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . R/ A A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2312-2GC-25FP 0y55:3.1/AV:NIAC:LIPRINIULRIS:CICLLILAL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . J11 A

Frware <300 e CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL. SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL. SWITCH 2406-25FX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . R/Q: Nl TR

Ot . oaaats CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . 011 A

Frmware <3.50 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . A 11 A

O e Oaatoh CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installad on FL. SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1043499
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CVSS-Vector
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CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN

Frmware <3.50 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 . . . . . . 011 /A

Frmware <350 instales CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . q -1 IA-

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . A1 IA-

O o881 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . A1 IA-

O 09850 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
iR Ul e e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA.L 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
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Product
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Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)
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http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware
http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
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Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP

Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX

Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX

Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP

Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP

Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)
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http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
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Product

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_Dot1lxCfg.php (CVE-2025-41748)

CVE Description

A XSS vulnerability in pxc_Dot1xCfg.php can be used by an unauthenticated remote attacker to trick an
authenticated user to click on the link provided by the attacker in order to change parameters available via
web based management (WBM). The vulnerability does not provide access to system-level resources such
as operating system internals or privileged functions. Access is limited to device configuration parameters
that are available in the context of the web application. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Product status

Known affected
Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/Il:L/A:L 71
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CVSS-Vector
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2008

O 02394 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/AL 7.1
g:crﬂsvrvifmféiozi;‘ggfg on FL SWITCH 2016 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/I:L/AL 7.1
Frmware <3 0 st od on FL SWITCH 2105 CVSS3.1/AV:NACLPRNUIRISCICLELUAL 7.1
T o on FL SWITCH 2108 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T ey O P SWITCH 2116 CVSS31/AV:NACLPRNUIRISCICLELAL 7.1
B O ey, O - SWITCH 2204-2TC-25FX CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
Erware <33 e sl on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/L/AL 7.4
prmware <390 Installed on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:{ﬂeﬁfmf’éiozi;gg';d on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’ﬁfmﬁiozi;g;ﬂfg on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:('revrvifmﬁiozi;ggfzd on FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:&fiﬁ’m(&iozi;ggg on FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrgl";’ifmi?éiﬂ ig:fj"zeg on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:crﬂavrvifm<b3éio1 igggf: on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
T O s O FL SWITCH 2207-FX CVSS3.1/AV:NACLPRNUIRISCICLELUAL 7.1
T O s, O FL SWITCH 2207-FX SW CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T ey, O FL SWITCH 2208 CVSS3.1/AV:NACLPRNUIRISCICLELUAL 7.1
T O oy on FL SWITCH 2208 PN CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 installed on FL SWITCH 2208€ CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
e <3 e s, On FL SWITCH 2212-2TC-28FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:{ﬂeﬁfmf’éiozi;g%?sd on FL SWITCH 2214-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’ﬁfmﬁiozi;ggfg on FL SWITCH 2214-2FX SM CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:&‘?’iﬁ;&iﬂ igg;'g*g on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1

Order number: 1044030
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CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2216

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . 011 /A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL. SWITCH 2304-2GC-25FP ¢y55:3.1/AV:NIAC:LIPRINIULRIS:CICLLILAL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . ANl A

Frmware 350 Instalec CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . e

Frmware <350 Istales CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . . . A1 IA-

Firmware <3.50 nstallec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 71
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . Al A

O 02000 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:LIA.L 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . ANl A

Frmware <3.50 installes CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL. SWITCH 2412-2TC-28FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . A A

O a8 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 1043491
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CVSS-Vector
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CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2508 . . . . . . 011 /A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL. SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/LL/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . A1 IA-

Firmware <3.50 instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . TN A

Firmware <3.50 nstalec CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Firmware <3.50 installed on FL SWITCH 2608 . . . . . . A A

O e 10A500 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . 011 /A

Frware <3.50 Instale CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . q A

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/AL 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

PCSA-2025-00012

TLP:WHITE

© Phoenix Contact GmbH & Co. KG

Flachsmarktstrale 8, D-32825 Blomberg, Germany

50 of 91


http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)
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Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP

Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP

Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX

Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX

Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP

Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)
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Product

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in port_util.php (CVE-2025-41749)

CVE Description

A XSS vulnerability in port_util.php can be used by an unauthenticated remote attacker to trick an
authenticated user to click on the link provided by the attacker in order to change parameters available via
web based management (WBM). The vulnerability does not provide access to system-level resources such
as operating system internals or privileged functions. Access is limited to device configuration parameters
that are available in the context of the web application. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

. © Phoenix Contact GmbH & Co. KG
PCSA-2025-00012 TLP WH ITE Flachsmarktstrae 8, D-32825 Blomberg, Germany 53 of 01


http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware
http://www.phoenixcontact.net/qr/1215329/firmware
http://www.phoenixcontact.net/qr/1215350/firmware

TLP:WHITE

CWE:

OO@[R

CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')

Product status

Known affected

Product

CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 71
T ey O - SWITCH 2008 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 Installo on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
prmware <350 Instalied on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
g:&fifmf’éiozi;gggfg on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmf’e'iozi;ggfg on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:(';‘evrvifmﬁiozi;‘ggff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:&fiﬁ’m(&fzozyggfg on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrgl"l,vir:’mféiozi;gg?g on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:&vrvir:’mféiozi;‘gggd on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
girrg‘e"rvifmf’éioz?ggfsd on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/IPR:N/ULR/S:C/C:L/:L/AL 7.1
T O e s O FL SWITCH 2206-2PX ST CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T s, O P SWITCH 2206-28FX CVSS31/AV:NACLPRNUIRISCICLELAL 7.1
Erware <3 00 i lo on FL SWITCH 2206-2SFX PN CVSS3.1/AV:NACLPRNUIRISCICLELUAL 7.1
prmware <350 fnstalled on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
e <3 e sl On FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&fifmf’éiozi;gg';; on FL SWITCH 2207-FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmf’e'iozi;g;a;ff on FL SWITCH 2208 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grr(';‘evrvifm<b3éio1gﬂao"zef on FL SWITCH 2208 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
g:{ﬂ;’;’f\fm(&iﬂ igs;%"z'?f on FL SWITCH 2208C CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1

Order number: 2702907
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CVSS-Vector
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CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2214-2FX

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . R/Q. A A

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL. SWITCH 2214-2SFX PN CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . A1 A

Frmware <350 st CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . 111 A

Frmware <350 inetales CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . 111 IA-

Firmware <3.50 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2306-25FP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . R/Q. o N1l TA-

O . oass CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . R/Q: Nl TR

O 005250 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . R/Q. A A

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL. SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . 111 IA-

Orare = aagts CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installad on FL. SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL. SWITCH 2412-2TC-28FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1089139
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Firmware <3.50 installed on FL SWITCH 2416

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL. SWITCH 2504-2GC-25FP ¢y55:3.1/AV:NIAC:LIPRINIULRIS:CICLLILAL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . e

e <3 s CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP . . . . . . A A

O 042490 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . Al A

O 43408 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . A A

O 080208 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . e

e <3 CVSS:3.1/AV:N/AC:L/IPR:N/ULI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . A1 IA-

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL. SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 1215350

TLP:WHITE

PCSA-2025-00012

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

56 of 91



TLPAWHITE O O @D L5

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware
http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)
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http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
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Product

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_PortCfg.php (CVE-2025-41750)

CVE Description
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http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware
http://www.phoenixcontact.net/qr/1215329/firmware
http://www.phoenixcontact.net/qr/1215350/firmware
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A XSS vulnerability in pxc_PortCfg.php can be used by an unauthenticated remote attacker to trick an
authenticated user to click on the link provided by the attacker in order to change parameters available via
web based management (WBM). The vulnerability does not provide access to system-level resources such
as operating system internals or privileged functions. Access is limited to device configuration parameters
that are available in the context of the web application. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')

Product status

Known affected

Product CVSS-Vector CVSS Base Score
T ey O - SWITCH 2005 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
Erware <35 e o on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
e <3 e s, On FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
g:&";’ifmf’éiozi;ggg'&d on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmf’éiozi;‘gg&d on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grr(';‘evrvir:’m<b3éi02i;‘gg'§g on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grr(rﬂe"rvirfm<b3éf:02i;g;a3'ff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:&?iﬁ’m(t?éiozi;gg';g on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrcr;;"rvir:’mféiozi;gg?g on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
girrg‘e"rvifmf’éiozi;gggd on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/IPR:N/ULR/S:C/C:L/:L/AL 7.1
T ey, O FL SWITCH 22062PXSMST  cvss:3 1/AV-NACLPRNIULRISICICL/LIAL 7.1
T O ey, O FL SWITCH 2206-2PX ST CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T s, O - SWITCH 2206-28FX CVSS3.1/AV:NACLPRNUIRISCICLELUAL 7.1
prmware <3.50 fnstaled on FL SWITCH 2206-25FX PN CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.4
prmware <350 fnstalled on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&";’ifmf’éiozi;g%fg on FL SWITCH 2207-FX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmf’éiozi;‘gg'ze; on FL SWITCH 2207-FX SM CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.50 installed on FL SWITCH 2208 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1

Order number: 2702327
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Firmware <3.50 installed on FL SWITCH 2208 PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2208C . . . . R/ A A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . 0 A-

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . Al JA-

Frmware <350 st CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . 111 IA-

Firmware <3.50 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . A 11 A

O 044050 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL. SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . D/a. Nl TR

O T 09070 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . R/a. A A

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . R/ Al A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on L. SWITCH 2312-2GC-25FP 0y55:3.1/AV:NIACLIPRINIULRIS:CICLLILAL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . 011 A

Frware <30 e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:CIC:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL. SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL. SWITCH 2406-25FX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . R/Q: AT

O 43410 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1089133
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Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . 011 A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL. SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . A A

O e Oaatoh CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installad on FL. SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . RO/ 1] A

Frmware <350 instales CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . 411 /A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . 411 /A

O o881 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . A1 /A

O o850 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
iR U e e v CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1106707
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Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1184084
Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1215329
Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware
http://www.phoenixcontact.net/qr/2702331/firmware
http://www.phoenixcontact.net/qr/2702333/firmware
http://www.phoenixcontact.net/qr/2702332/firmware
http://www.phoenixcontact.net/qr/2702969/firmware
http://www.phoenixcontact.net/qr/1044028/firmware
http://www.phoenixcontact.net/qr/1095628/firmware
http://www.phoenixcontact.net/qr/2702328/firmware
http://www.phoenixcontact.net/qr/2702329/firmware
http://www.phoenixcontact.net/qr/2702327/firmware
http://www.phoenixcontact.net/qr/1044024/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)
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http://www.phoenixcontact.net/qr/1095627/firmware
http://www.phoenixcontact.net/qr/2702907/firmware
http://www.phoenixcontact.net/qr/2702905/firmware
http://www.phoenixcontact.net/qr/2702906/firmware
http://www.phoenixcontact.net/qr/1006188/firmware
http://www.phoenixcontact.net/qr/1044030/firmware
http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)
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http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware

TLP:WHITE

Product

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

OO@[R

PHCENIX
CONTACT

Reflected XSS vulnerability in pxc_portCntr.php (CVE-2025-41751)

CVE Description

A XSS vulnerability in pxc_portCntr.php can be used by an unauthenticated remote attacker to trick an
authenticated user to click on the link provided by the attacker in order to change parameters available via
web based management (WBM). The vulnerability does not provide access to system-level resources such
as operating system internals or privileged functions. Access is limited to device configuration parameters
that are available in the context of the web application. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting')

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Ordar e 702323 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/ALL 7.1
g:&"ﬁfmﬁio;ggff on FL SWITCH 2008 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
grrgl"rvir:’mi?éioz?gg'gf on FL SWITCH 2016 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A-L 7.1
g:crﬂavrvifmf’éiozi;‘gfg&d on FL SWITCH 2105 CVSS:3.1/AV:N/AC:LIPR:N/ULR/S:C/C:L/:L/AL 7.1
Frmware <3 00 st lod on FL SWITCH 2108 CVSS31/AV:NACLPRNUIRISCICLELUAL 7.1
T ey, O FL SWITCH 2116 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T ey, O P SWITCH 2204-2TC-25FX CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T O s, O P SWITCH 2205 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 Ista o on FL SWITCH 2206-2FX CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
prmware <390 Instaled on FL SWITCH 2206-2PX SM CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&fifmf’éiozi;ggg’; on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’;’ifmfe'iozi;gf;fzd on FL SWITCH 2206-2FX ST CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
Firmware <3.50 installed on FL SWITCH 2206-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
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Product

OO@[R

CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2206-2SFX PN

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . q -1 IA-

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . e

Frmware <350 Istales CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . ANl IA-

Erare <35t alec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . A1 IA-

Frmware <350 inetalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . A1 IA-

Firmware <3.50 nstallec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . A1 IA-

O 09008 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . ANl A

O 09008 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . q A

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . 011 /A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL. SWITCH 2304-2GC-25FP ¢y55:3.1/AV:NIACLLIPRINIULRIS:CICLLILAL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . ANl A

Frmware <350 Instalec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2306-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . e

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2308 PN . . . . . . A1 IA-

Firmware <3.50 nstallec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/A'L 71
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . Al A

Or 09000 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 1031673
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Product
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CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX

Frmware <350 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS3.1/AV:NACLPRNULR/S:.CICLILUAL 7.4
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . ANl A

Frmware <350 installe CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL. SWITCH 2412-2TC-28FX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . A A

O a8 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/IA-L 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . 011 /A

Frmware <350 instalec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043499

Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . A1 IA-

Firmware <3.50 installec CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . TN A

Firmware <3.50 nstalec CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2608 . . . . . . A A

O 10500 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 1106610
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Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . RIS-C/C /1] JA-

Frware <3.50 Instale CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . R/ A1 A

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL. NAT 2304-2GC-2SFP CVSS:3.1/AV:NACLPRNUIR/S:C/ICLILAL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/L/AL 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)
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Product
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Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)
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Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)
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Product

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Reflected XSS vulnerability in pxc_portSfp.php (CVE-2025-41752)

CVE Description

A XSS vulnerability in pxc_portSfp.php can be used by an unauthenticated remote attacker to trick an
authenticated user to click on the link provided by the attacker in order to change parameters available via
web based management (WBM). The vulnerability does not provide access to system-level resources such
as operating system internals or privileged functions. Access is limited to device configuration parameters
that are available in the context of the web application. The session cookie is secured by the httpOnly Flag.
Therefore an attacker is not able to take over the session of an authenticated user.

CWE: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting')

Product status

Known affected

Product CVSS-Vector CVSS Base Score
T ey, O P SWITCH 2005 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T oy O - SWITCH 2008 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
T e ey O P SWITCH 2016 CVSS3.1/AV:NACLPRNUIRISCICLELAL 7.1
prmware <350 Instafled on FL SWITCH 2105 CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:C/C:L/:L/AL 7.4
prmware <350 Instaliest on FL SWITCH 2108 CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.4
g:&fifmf’éiozi;g%?g on FL SWITCH 2116 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1
g:{ﬂ;’ﬁfmfe'iozi;ggff on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2205 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A:L 7.1

Order number: 2702326
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TLP:WHITE

Product

OO@[R

CVSS-Vector

PHCENIX
CONTACT

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2206-2FX

AT = e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/:L/A-L 7.1
Order number: 2702331

Firmware <3.50 installed on FL SWITCH 2206-2FX SMST  cys5:3 1/AV:NAC:LPRINIULRIS:CICLLAL 7.1
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . T A

T e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . e

T s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . TN A

e <3O e s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . 0N A

Orday e 709350 CVSS:3.1/AV:N/AC:LIPR:N/UL:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . ANl A

O o357 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . T A
O O0A CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . A A

O 005857 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . 011 /A

T O e s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/A-L 71
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . q -1 IA-

T e e CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . A1 IA-

T s CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . T JA-

prmware <3.90 tnstallec CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 71
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . . . 0N A

Orday e 70070 CVSS:3.1/AV:N/AC:LIPR:N/ULI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL. SWITCH 2306-25FP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . . . Al A

O T 09550 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Firmware <3.50 installed on FL SWITCH 2308 PN CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71

Order number: 1009220
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Firmware <3.50 installed on FL SWITCH 2312-2GC-2SFP

Frmware <350 Installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1006191

Firmware <3.50 installed on FL SWITCH 2314-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . 011 A

Frmware <350 Instales CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1031673

Firmware <3.50 installed on FL. SWITCH 2404-2TC-2SFX CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/AL 7.1
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/:L/AL 7.1
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . A A

O oA 1o CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installad on FL. SWITCH 2408 PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1043423

Firmware <3.50 installed on FL SWITCH 2414-2SFX PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . R/ A1 A

Frmware <350 installec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:N/AC:L/PRN/ULR/S:C/C:L/L/AL 7.1
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . 011 A

Firmware <3.50 instalec CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1089134

Firmware <3.50 installed on FL. SWITCH 2512-2GC-28FP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1088856

Firmware <3.50 installed on FL SWITCH 2514-2SFP . . . . R/Q. A4 A

Orqaare = 3400 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1

Order number: 1043496
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Firmware <3.50 installed on FL SWITCH 2516 PN

Firmware <3.50 install CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:LIA-L 7.1
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106500

Firmware <3.50 installed on FL SWITCH 2608 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/:L/AL 7.1
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/L/AL 7.1
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . A1 IA-

Fimware <3.50 Instale CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1
Firmware <3.50 installed on FL NAT 2208 . . . . . . A1 IA-

Fimware <3.50 Installe CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 7.1
Firmware <3.50 installed on FL NAT 2304-2GC-25FP CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:C/C:L/I:L/AL 7.1
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A'L 71
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/A-L 71
Order number: 1184084

Firmware <3.50 installed on FL SWITCH 2506-2SFP/K1 CVSS:3.1/AV:N/AC:LIPR:N/UI:R/S:C/C:L/I:L/AL 71
Order number: 1215329

Firmware <3.50 installed on FL SWITCH 2508/K1 CVSS:3.1/AV:N/AC:L/IPR:N/UI:R/S:C/C:L/I:L/A-L 7.1

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)
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http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
http://www.phoenixcontact.net/qr/2702334/firmware
http://www.phoenixcontact.net/qr/2702326/firmware
http://www.phoenixcontact.net/qr/2702330/firmware

TLP:WHITE

Product

OO@[R

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)
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http://www.phoenixcontact.net/qr/2702904/firmware
http://www.phoenixcontact.net/qr/1044029/firmware
http://www.phoenixcontact.net/qr/2702653/firmware
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Product
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Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)
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http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
http://www.phoenixcontact.net/qr/1089134/firmware
http://www.phoenixcontact.net/qr/1088856/firmware
http://www.phoenixcontact.net/qr/1043499/firmware
http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware

TLPAWHITE QO @D [Leswad O @

Product

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)

Hardcoded User Password (CVE-2025-41696)

CVE Description

An attacker can use an undocumented UART port on the PCB as a side-channel with the user hardcoded
credentials obtained from CVE-2025-41692 to gain read access to parts of the filesystem of the device.

CWE: CWE-798: Use of Hard-coded Credentials

Product status

Known affected
Product CVSS-Vector CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005

Order number: 2702323 CVSS:3.1/AV:P/AC:L/PR:N/UL:N/S:U/C:H/I:N/A:N 4.6
e <33 e ol On FL SWITCH 2008 CVSS:3.1/AV:PIAC:LIPR:N/ULN/S:U/C:HIN/AN 46
g:&ﬁfmféiozi;‘gg'gf on FL SWITCH 2016 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 4.6
g:{ﬂ:ﬁfmfe'iozi;‘g%?sd on FL SWITCH 2105 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 4.6
Firmware <3.50 installed on FL SWITCH 2108 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 4.6

Order number: 2702666
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http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
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Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2116

Frmware <350 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/A:N 46
Firmware <3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 2702334

Firmware <3.50 installed on FL SWITCH 2205 . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL SWITCH 2206-2FX . . . . . . - .

Frmware <350 Instales CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL. SWITCH 2206-2FX SM CVSS:3.1/AV:PIACLIPRNULN/S:UICHINAN 4.6
Order number: 2702331

Firmware <3.50 installed on Fl. SWITCH 2206-2FX SMST  cvss:3 1/AV:PIACLIPRNIULN/S:UICHINAN - 4.6
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . n. .

Firmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . . .

Firmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/IPR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . . X

O T 09358 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . - .

O 09350 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/A:N 46
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . - .

Frmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . - .

Frmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/A:N 46
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AVPIACLIPRNIUENIS:UICHINAN 4.6
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . . .

Frmware <350 st CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . - .

Frmware <350 It CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS:3.1/AV:PIACLIPRNULNIS:UICHINAN - 4.6
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 . . . . . . . .

O 2004 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2216 PN . . . . . . . .

O 044050 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46

Order number: 2702970
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CVSS-Vector
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Firmware <3.50 installed on FL SWITCH 2306-2SFP PN

Frmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2308 . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2308 PN CVSS:3.1/AV:PIACLIPRNUINS:UICHINIAN 4.6
Order number: 1009220

Firmware <3.50 installed on FL. SWITCH 2312-2GC-25FP ¢y55:3 1/AV:PIACLIPRNIULN/S:UICHINAN 4.6
Order number: 2702910

Firmware <3.50 installed on FL. SWITCH 2314-2SFP CVSS:3.1/AV:PIACLIPRNULN/S:UICHINAN 4.6
Order number: 1006191

Firmware <3.50 installed on FL. SWITCH 2314-2SFP PN CVSS:3.1/AV:PIACLIPRNIULN/S:UICHINAN 4.6
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . . . . .

Firmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . . . - .

Fmware <350 instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1089133

Firmware <3.50 installed on FL SWITCH 2412-2TC-2SFX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:PIACLIPRNUINS:UICHINAN 4.6
Order number: 1043423

Firmware <3.50 installed on FL. SWITCH 2414-2SFX PN CVSS:3.1/AV:PIACLIPRNIULN/S:UICHINIAN 4.6
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 . . . . . . . .

Frmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3.1/AV:P/AC:LIPRIN/ULN/S:U/C:HIN/AN 46
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 1089135

Firmware <3.50 installed on FL SWITCH 2508 . . . . . . . .

Orgare . a4t CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:NJA:N 46
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/N/AN 46
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46

Order number: 1088856
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Firmware <3.50 installed on FL SWITCH 2514-2SFP

Frmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2514-2SFP PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . - .

Frmware <350 inetales CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . - .

Frmware <350 instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Firmware <3.50 installed on FL. SWITCH 2608 CVSS:3.1/AV:PIACLIPRNULN/S:UICHINAN 4.6
Order number: 1106500

Firmware <3.50 installed on FL. SWITCH 2608 PN CVSS:3.1/AV:PIACLIPRNIULN/S:UICHINAN 4.6
Order number: 1106616

Firmware <3.50 installed on FL. SWITCH 2708 CVSS:3.1/AV:PIACLIPRNULNIS:UICHINAN 4.6
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1106610

Firmware <3.50 installad on FL. SWITCH 2303-85P1 CVSS:3.1/AV:P/AC:L/PR:N/ULN/S:U/C:H/:N/AN 46
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . un- .

O 02851 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL NAT 2208 . . . . . . - .

O 02850 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/:N/AN 46
Firmware <3.50 installed on FL NAT 2304-2GC-2SFP CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N 46
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1106707

Firmware <3.50 installed on FL SWITCH 2316/K1 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:N/AN 46
Order number: 1184084

Firmware <3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:PIACLIPRNIULN/S:UICHINIAN 4.6
Order number: 1215329

Firmware <3.50 installed on FL. SWITCH 2508/K1 CVSS:3.1/AV:PIACLIPRNIULN/S:UICHINIAN 4.6

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)

Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

PCSA-2025-00012

TLP:WHITE

© Phoenix Contact GmbH & Co. KG

Flachsmarktstrale 8, D-32825 Blomberg, Germany

81 0f 91


http://www.phoenixcontact.net/qr/2702323/firmware
http://www.phoenixcontact.net/qr/2702324/firmware
http://www.phoenixcontact.net/qr/2702903/firmware
http://www.phoenixcontact.net/qr/2702665/firmware
http://www.phoenixcontact.net/qr/2702666/firmware
http://www.phoenixcontact.net/qr/2702908/firmware
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Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX

Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST

Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX

Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)

Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP

Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)
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Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)
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Firmware 3.50 installed on FL SWITCH 2514-2SFP PN

Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN

Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN

Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN

Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1

Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP

Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1

Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1

Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1

Order number: 1215350 (Download)

Shell access to UART Console (CVE-2025-41697)

CVE Description

An attacker can use an undocumented UART port on the PCB as a side-channel to get root access e.qg.
with the credentials obtained from CVE-2025-41692.

CWE: CWE-1299: Missing Protection Mechanism for Alternate Hardware Interface

Product status

Known affected

Product

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2005
Order number: 2702323

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

6.8

Firmware <3.50 installed on FL SWITCH 2008
Order number: 2702324

CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H

6.8

PCSA-2025-00012 TLP:WHITE

© Phoenix Contact GmbH & Co. KG
Flachsmarktstrale 8, D-32825 Blomberg, Germany

84 of 91


http://www.phoenixcontact.net/qr/1089154/firmware
http://www.phoenixcontact.net/qr/1043496/firmware
http://www.phoenixcontact.net/qr/1089205/firmware
http://www.phoenixcontact.net/qr/1106500/firmware
http://www.phoenixcontact.net/qr/1106616/firmware
http://www.phoenixcontact.net/qr/1106615/firmware
http://www.phoenixcontact.net/qr/1106610/firmware
http://www.phoenixcontact.net/qr/1278397/firmware
http://www.phoenixcontact.net/qr/2702881/firmware
http://www.phoenixcontact.net/qr/2702882/firmware
http://www.phoenixcontact.net/qr/2702981/firmware
http://www.phoenixcontact.net/qr/1106707/firmware
http://www.phoenixcontact.net/qr/1184084/firmware
http://www.phoenixcontact.net/qr/1215329/firmware
http://www.phoenixcontact.net/qr/1215350/firmware

TLP:WHITE

Product

O O @D L5

CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2016

Frmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2105 . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2108 . . . . . . - .

Frmware <350 Instaflec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2116 . . . . . . - .

Frmware <350 Instales CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2204-2TC-2SFX CVSS:3.1/AVPIACLIPRNIUENIS:UICHIHIAH - 6.8
Order number: 2702334

Firmware <3.50 installed on FL SWITCH 2205 . . . . . . . .

e <3 s CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2206-2FX . . . . . . n. .

Firmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:HIAH 6.8
Firmware <3.50 installed on FL SWITCH 2206-2FX SM CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 2702331

Firmware <3.50 installed on FL SWITCH 2206-2FX SM ST CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 2702333

Firmware <3.50 installed on FL SWITCH 2206-2FX ST . . . . . . . .

Frmware <3.50 Installes CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2206-2SFX . . . . . . . X

Fmmware <3.50 Istales CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2206-2SFX PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 1044028

Firmware <3.50 installed on FL SWITCH 2206C-2FX CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Order number: 1095628

Firmware <3.50 installed on FL SWITCH 2207-FX . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2207-FX SM . . . . . . - .

Frmware <350 Installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2208 . . . . . . - .

Frmware <350 Istalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2208 PN . . . . . . - .

Frware <350 instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2208C . . . . . . - .

Frmware <350 inetalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2212-2TC-2SFX CVSS:3.1/AVPIACLIPRNIULNIS:UICHIHIAH - 6.8
Order number: 2702907

Firmware <3.50 installed on FL SWITCH 2214-2FX . . . . . . - .

Firmware <3.50 Instalec CVSS:3.1/AV:PIAC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2214-2FX SM . . . . . . . .

Firmware <3.50 Instalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2214-2SFX CVSS3.1/AV:P/ACLIPRNUINS:UCHIHAH 6.8
Order number: 1006188

Firmware <3.50 installed on FL SWITCH 2214-2SFX PN CVSS3.1/AV:P/ACLIPRNUINS:UCHIHAH 6.8
Order number: 1044030

Firmware <3.50 installed on FL SWITCH 2216 CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8

Order number: 2702904
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2216 PN

Frmware <350 installec CVSS:3.1/AV:PIACLIPRIN/UIN/S:U/C:HI:HIAH 6.8
Firmware <3.50 installed on FL SWITCH 2304-2GC-2SFP CVSS:3.1/AV:PIACLIPRIN/UIN/S:U/C:HI:HIAH 6.8
Order number: 2702653

Firmware <3.50 installed on FL SWITCH 2306-2SFP . . . . N/Q- S/ HIA-

Frmware <350 Instalec CVSS:3.1/AV:PIACLIPRIN/UIN/S:U/C:HI:H/AH 6.8
Firmware <3.50 installed on FL. SWITCH 2306-2SFP PN CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1009222

Firmware <3.50 installed on FL SWITCH 2308 . . . . NGO A-

Frmware <350 Installes CVSS:3.1/AV:PIAC:L/PRIN/UIN/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL. SWITCH 2308 PN CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1009220

Firmware <3.50 installed on Fl. SWITCH 2312-26C-25FF ¢y55:3 1/AV:PIACLIPRNULN/S:UICHIHAH 6.8
Order number: 2702910

Firmware <3.50 installed on FL SWITCH 2314-2SFP CVSS:3.1/AV:PIAC:L/IPRIN/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 1006191

Firmware <3.80 installed on FL SWITCH 2314-2SFP PN CVSS3.1/AV:PIACLIPRNUINS:UCHIHIAH 6.8
Order number: 1031683

Firmware <3.50 installed on FL SWITCH 2316 . . . . N O A-

Fimware <3.50 Instalec CVSS:3.1/AV:P/AC:LIPRN/ULN/S:U/C:HI:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2316 PN CVSS3.1/AV:PIACLIPRNUINS:UCHIHAH 6.8
Order number: 1031673

Firmware <3.50 installed on FL SWITCH 2404-2TC-2SFX CVSS:3.1/AV:P/AC:L/IPRN/ULN/S:U/C:H/I:H/AH 6.8
Order number: 1088853

Firmware <3.50 installed on FL SWITCH 2406-2SFX CVSS:3.1/AV:PIACLPRNUINS:UCHIHIAH 6.8
Order number: 1043414

Firmware <3.50 installed on FL SWITCH 2406-2SFX PN CVSS:3.1/AV:PIACLPRNUINS:UCHIHIAH 6.8
Order number: 1089126

Firmware <3.50 installed on FL SWITCH 2408 . . . . N/SL/C-H/H/A-

Frmware <350 installe CVSS:3.1/AV:PIACLIPRIN/UIN/S:U/C:HI:HIAH 6.8
Firmware <3.50 installed on FL SWITCH 2408 PN CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1089133

Firmware <3.50 installed on FL. SWITCH 2412-2TC-2SFX CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1088875

Firmware <3.50 installed on FL SWITCH 2414-2SFX CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1043423

Firmware <3.50 installed on FL. SWITCH 2414-2SFX PN CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1089139

Firmware <3.50 installed on FL SWITCH 2416 CVSS:3.1/AV:P/AC:LIPRIN/ULN/S:U/C:HI:H/AH 6.8
Order number: 1043416

Firmware <3.50 installed on FL SWITCH 2416 PN CVSS:3A/AVPACLIPRNULN/S:UCHIHIAH 6.8
Order number: 1089150

Firmware <3.50 installed on FL SWITCH 2504-2GC-2SFP CVSS:3.1/AV:P/AC:LIPRIN/ULN/S:U/C:HI:H/AH 6.8
Order number: 1088872

Firmware <3.50 installed on FL SWITCH 2506-2SFP CVSS3.1/AV:P/ACLIPRNUINS:UCHIHAH 6.8
Order number: 1043491

Firmware <3.50 installed on FL SWITCH 2506-2SFP PN CVSS:3.1/AV:P/AC:L/IPRN/ULN/S:U/C:H/I:H/AH 6.8

Order number: 1089135
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CVSS-Vector

CVSS Base Score

Firmware <3.50 installed on FL SWITCH 2508

Fmware <350 installec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL SWITCH 2508 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Order number: 1089134

Firmware <3.50 installed on FL SWITCH 2512-2GC-2SFP CVSS3.1/AV:PIACLIPRNUINS:UCHIHIAH 6.8
Order number: 1088856

Firmware <3.50 installed on FL. SWITCH 2514-2SFP CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1043499

Firmware <3.50 installed on FL. SWITCH 2514-2SFP PN CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1089154

Firmware <3.50 installed on FL SWITCH 2516 . . . . . . . .

e <3 s CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2516 PN . . . . . . - .

Fimmware <3.50 nstalec CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Firmware <3.50 installed on FL SWITCH 2608 CVSS:3.1/AV:P/AC:LIPRN/ULN/S:U/C:HI:H/AH 6.8
Order number: 1106500

Firmware <3.50 installed on FL. SWITCH 2608 PN CVSS:3.1/AV:P/AC:L/IPR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 1106616

Firmware <3.50 installed on FL SWITCH 2708 CVSS:3.1/AV:P/AC:L/IPR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 1106615

Firmware <3.50 installed on FL SWITCH 2708 PN CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/AH 6.8
Order number: 1106610

Firmware <3.50 installed on FL SWITCH 2303-8SP1 CVSS3.1/AV:PIACLIPRNUINS:UCHIHAH 6.8
Order number: 1278397

Firmware <3.50 installed on FL NAT 2008 . . . . . . - .

Frmware <3.50 Instale CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL NAT 2208 . . . . . . - .

Frmware <350 Installes CVSS:3.1/AV:P/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H 6.8
Firmware <3.50 installed on FL. NAT 2304-2GC-2SFP CVSS:3.1/AV:PIACLIPRNIULN/S:UICHIHIAH 6.8
Order number: 2702981

Firmware <3.50 installed on FL SWITCH 2008F CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1106707

Firmware <3.50 installed on FL. SWITCH 2316/K1 CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1184084

Firmware <3.50 installed on FL. SWITCH 2506-2SFP/K1 CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8
Order number: 1215329

Firmware <3.50 installed on FL. SWITCH 2508/K1 CVSS:3.1/AV:PIACLIPRNULN/S:UICHIHIAH 6.8

Order number: 1215350

Fixed

Product

Firmware 3.50 installed on FL SWITCH 2005
Order number: 2702323 (Download)

Firmware 3.50 installed on FL SWITCH 2008
Order number: 2702324 (Download)

Firmware 3.50 installed on FL SWITCH 2016
Order number: 2702903 (Download)
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Firmware 3.50 installed on FL SWITCH 2105
Order number: 2702665 (Download)

Firmware 3.50 installed on FL SWITCH 2108
Order number: 2702666 (Download)

Firmware 3.50 installed on FL SWITCH 2116
Order number: 2702908 (Download)

Firmware 3.50 installed on FL SWITCH 2204-2TC-2SFX
Order number: 2702334 (Download)

Firmware 3.50 installed on FL SWITCH 2205
Order number: 2702326 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX
Order number: 2702330 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM
Order number: 2702331 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX SM ST
Order number: 2702333 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2FX ST
Order number: 2702332 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX
Order number: 2702969 (Download)

Firmware 3.50 installed on FL SWITCH 2206-2SFX PN
Order number: 1044028 (Download)

Firmware 3.50 installed on FL SWITCH 2206C-2FX
Order number: 1095628 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX
Order number: 2702328 (Download)

Firmware 3.50 installed on FL SWITCH 2207-FX SM
Order number: 2702329 (Download)

Firmware 3.50 installed on FL SWITCH 2208
Order number: 2702327 (Download)

Firmware 3.50 installed on FL SWITCH 2208 PN
Order number: 1044024 (Download)

Firmware 3.50 installed on FL SWITCH 2208C
Order number: 1095627 (Download)

Firmware 3.50 installed on FL SWITCH 2212-2TC-2SFX
Order number: 2702907 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX
Order number: 2702905 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2FX SM
Order number: 2702906 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX
Order number: 1006188 (Download)

Firmware 3.50 installed on FL SWITCH 2214-2SFX PN
Order number: 1044030 (Download)

Firmware 3.50 installed on FL SWITCH 2216
Order number: 2702904 (Download)

Firmware 3.50 installed on FL SWITCH 2216 PN
Order number: 1044029 (Download)
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Firmware 3.50 installed on FL SWITCH 2304-2GC-2SFP
Order number: 2702653 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP
Order number: 2702970 (Download)

Firmware 3.50 installed on FL SWITCH 2306-2SFP PN
Order number: 1009222 (Download)

Firmware 3.50 installed on FL SWITCH 2308
Order number: 2702652 (Download)

Firmware 3.50 installed on FL SWITCH 2308 PN
Order number: 1009220 (Download)

Firmware 3.50 installed on FL SWITCH 2312-2GC-2SFP
Order number: 2702910 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP
Order number: 1006191 (Download)

Firmware 3.50 installed on FL SWITCH 2314-2SFP PN
Order number: 1031683 (Download)

Firmware 3.50 installed on FL SWITCH 2316
Order number: 2702909 (Download)

Firmware 3.50 installed on FL SWITCH 2316 PN
Order number: 1031673 (Download)

Firmware 3.50 installed on FL SWITCH 2404-2TC-2SFX
Order number: 1088853 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX
Order number: 1043414 (Download)

Firmware 3.50 installed on FL SWITCH 2406-2SFX PN
Order number: 1089126 (Download)

Firmware 3.50 installed on FL SWITCH 2408
Order number: 1043412 (Download)

Firmware 3.50 installed on FL SWITCH 2408 PN
Order number: 1089133 (Download)

Firmware 3.50 installed on FL SWITCH 2412-2TC-2SFX
Order number: 1088875 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX
Order number: 1043423 (Download)

Firmware 3.50 installed on FL SWITCH 2414-2SFX PN
Order number: 1089139 (Download)

Firmware 3.50 installed on FL SWITCH 2416
Order number: 1043416 (Download)

Firmware 3.50 installed on FL SWITCH 2416 PN
Order number: 1089150 (Download)

Firmware 3.50 installed on FL SWITCH 2504-2GC-2SFP
Order number: 1088872 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP
Order number: 1043491 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP PN
Order number: 1089135 (Download)

Firmware 3.50 installed on FL SWITCH 2508
Order number: 1043484 (Download)
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http://www.phoenixcontact.net/qr/2702653/firmware
http://www.phoenixcontact.net/qr/2702970/firmware
http://www.phoenixcontact.net/qr/1009222/firmware
http://www.phoenixcontact.net/qr/2702652/firmware
http://www.phoenixcontact.net/qr/1009220/firmware
http://www.phoenixcontact.net/qr/2702910/firmware
http://www.phoenixcontact.net/qr/1006191/firmware
http://www.phoenixcontact.net/qr/1031683/firmware
http://www.phoenixcontact.net/qr/2702909/firmware
http://www.phoenixcontact.net/qr/1031673/firmware
http://www.phoenixcontact.net/qr/1088853/firmware
http://www.phoenixcontact.net/qr/1043414/firmware
http://www.phoenixcontact.net/qr/1089126/firmware
http://www.phoenixcontact.net/qr/1043412/firmware
http://www.phoenixcontact.net/qr/1089133/firmware
http://www.phoenixcontact.net/qr/1088875/firmware
http://www.phoenixcontact.net/qr/1043423/firmware
http://www.phoenixcontact.net/qr/1089139/firmware
http://www.phoenixcontact.net/qr/1043416/firmware
http://www.phoenixcontact.net/qr/1089150/firmware
http://www.phoenixcontact.net/qr/1088872/firmware
http://www.phoenixcontact.net/qr/1043491/firmware
http://www.phoenixcontact.net/qr/1089135/firmware
http://www.phoenixcontact.net/qr/1043484/firmware
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Product

Firmware 3.50 installed on FL SWITCH 2508 PN
Order number: 1089134 (Download)

Firmware 3.50 installed on FL SWITCH 2512-2GC-2SFP
Order number: 1088856 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP
Order number: 1043499 (Download)

Firmware 3.50 installed on FL SWITCH 2514-2SFP PN
Order number: 1089154 (Download)

Firmware 3.50 installed on FL SWITCH 2516
Order number: 1043496 (Download)

Firmware 3.50 installed on FL SWITCH 2516 PN
Order number: 1089205 (Download)

Firmware 3.50 installed on FL SWITCH 2608
Order number: 1106500 (Download)

Firmware 3.50 installed on FL SWITCH 2608 PN
Order number: 1106616 (Download)

Firmware 3.50 installed on FL SWITCH 2708
Order number: 1106615 (Download)

Firmware 3.50 installed on FL SWITCH 2708 PN
Order number: 1106610 (Download)

Firmware 3.50 installed on FL SWITCH 2303-8SP1
Order number: 1278397 (Download)

Firmware 3.50 installed on FL NAT 2008
Order number: 2702881 (Download)

Firmware 3.50 installed on FL NAT 2208
Order number: 2702882 (Download)

Firmware 3.50 installed on FL NAT 2304-2GC-2SFP
Order number: 2702981 (Download)

Firmware 3.50 installed on FL SWITCH 2008F
Order number: 1106707 (Download)

Firmware 3.50 installed on FL SWITCH 2316/K1
Order number: 1184084 (Download)

Firmware 3.50 installed on FL SWITCH 2506-2SFP/K1
Order number: 1215329 (Download)

Firmware 3.50 installed on FL SWITCH 2508/K1
Order number: 1215350 (Download)
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	VDE-2025-071: Phoenix Contact: Multiple Vulnerabilities in FL SWITCH 2xxx Firmware
	Summary
	General Recommendation
	Impact
	Remediation
	Product groups
	Vulnerabilities
	Weak/Predictable root Password (CVE-2025-41692)
	Product status
	Known affected
	Fixed


	Authenticated Denial-of-Service via SSH (CVE-2025-41693)
	Product status
	Known affected
	Fixed


	Authenticated Denial-of-Service via Webshell (CVE-2025-41694)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in dyn_conn.php (CVE-2025-41695)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_portCntr2.php (CVE-2025-41745)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_portSecCfg.php (CVE-2025-41746)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_vlanIntfCfg.php (CVE-2025-41747)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_Dot1xCfg.php (CVE-2025-41748)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in port_util.php (CVE-2025-41749)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_PortCfg.php (CVE-2025-41750)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_portCntr.php (CVE-2025-41751)
	Product status
	Known affected
	Fixed


	Reflected XSS vulnerability in pxc_portSfp.php (CVE-2025-41752)
	Product status
	Known affected
	Fixed


	Hardcoded User Password (CVE-2025-41696)
	Product status
	Known affected
	Fixed


	Shell access to UART Console (CVE-2025-41697)
	Product status
	Known affected
	Fixed
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