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EP2

▪ Is your IoT solution as secure as you think?
▪ The conflicting megatrends: IoT vs. cybersecurity
▪ The new IEC62443-1-6 and zero trust approach
▪ Practical advice on securing your IoT-enabled systems
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Industrial Internet of Things

3

Digitalization

OPC UA

MQTTS

HTTPS

Device management

Management UI
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Industrial Internet of Things

4

Remote Access

VPN

Firewall

MFA

VPN

Management UI
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Are you sure your IoT solution as secure as you think?
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IoT vs. Cybersecurity

The conflicting megatrends

6

IoT Cybersecurity

Year 2010s - 2020s -

Sector Cross sectors Cross sectors

Focus Cloud services
Easy-to-use, fast deployment

Holistic
Restrictions

Components IoT edges, sensors
(Good enough)

Everything
(Security levels, Certificates)

Standard Technology More than technology

Entry barrier Low
Very high

Policy and Process
System, Components, Certificates

Business Impact Preferable Regulations and laws
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General

1-1 Technology, 
concepts, and 
models

1-2 Master glossary of 
terms and 
abbreviations

1-3 System security 
compliance 
metrics

1-4 System security 
lifecycle and use 
case

1-5 Rules for 
IEC62443 profiles 

1-6 Application of the 
62443 standards 
to industrial IoT

Policies & 

Procedures

2-1 Requirements for 
an IACS security 
management 
system

2-2 Security 
protection rating

2-3 Patch 
management in 
the IACS 
environment

2-4 Requirements for 
IACS solution 
providers

2-5 Implementation 
guidance for IACS 
asset owners

System

3-1 Security 
technologies for 
IACS

3-2 Security risk 
assessment for 
system design

3-3 System security 
requirements and 
security levels

Component

4-1 Secure product 
development 
lifecycle

4-2 Technical security 
requirements for 
IACS components

7

In Terms of IEC62443

IoT security
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IoT security

8

In Terms of IEC62443

▪ Remote zone and machine zone

▪ User/ group/ machine management

▪ Restricted user and privileges

▪ On demand and 4-eye principle

▪ Supervise-able and revoke-able

▪ …

SystemComponent

▪ Security of the IoT gateway itself

▪ Security features of the IoT gateway

▪ Cloud availability, host security, data 
security, …

▪ Security of the remote workstation

▪ …

Supplier

▪ Cybersecurity management

▪ Policy, process and procedure

▪ Trustworthy technically, financially …

▪ …
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IoT security

9

The True is …

Simple box (3rd party)Weak protection and
vulnerable firmware

Weak authentication 
and authorization

Device update mangement
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IoT security

10

The True is …

IoT connects to the cloud 24/7

Cloud-to-edge 
(device management)

No separation between the IoT 
gateway and the system network

Edge-to-cloud 
(data collection)

Which cloud? Many servers
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IoT security

11

The True is …

Remote desktop:
Too much user rights

VPN security is limited 
between the tunnel

VPN does not secure what 
goes into the tunnel

Patch management
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IoT security

12

The True is …

Software company

Develop, operate, 
incident handling, …
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IoT security

13

The True is …
Certificates not from 
accredited body
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General

1-1 Technology, 
concepts, and 
models

1-2 Master glossary of 
terms and 
abbreviations

1-3 System security 
compliance 
metrics

1-4 System security 
lifecycle and use 
case

1-5 Rules for 
IEC62443 profiles 

1-6 Application of the 
62443 standards 
to industrial IoT

Policies & 

Procedures

2-1 Requirements for 
an IACS security 
management 
system

2-2 Security 
protection rating

2-3 Patch 
management in 
the IACS 
environment

2-4 Requirements for 
IACS solution 
providers

2-5 Implementation 
guidance for IACS 
asset owners

System

3-1 Security 
technologies for 
IACS

3-2 Security risk 
assessment for 
system design

3-3 System security 
requirements and 
security levels

Component

4-1 Secure product 
development 
lifecycle

4-2 Technical security 
requirements for 
IACS components

Profiles

Evaluation

6-1 Security 
evaluation 

6-2 Security 
evaluation 

14

The New IEC62443-1-6

IoT security

▪ A technical report for asset owner, 

system integrator, and product supplier

▪ IoT security concerns and 

enhancement recommendations
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▪ IoT breaks the IEC62443 

reference model

▪ Bi-directional communication 

from/to the internet; back door

▪ Risk of hopping across levels 

or zones

▪ No separation between IoT 

and the automation control 

system

IoT Security Concerns

IEC62443-1-6

15

Level 4
Enterprise

Level 3
Operation 

Management

Level 2
Supervisory 

Control

Level 1
Basic Control

Safety

Level 0
Process
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▪ Zero Trust approach

▪ Never trust, always verify

▪ Nothing is accessible unless the user 

is authenticated and authorized

▪ Authentication, Least Privilege 

▪ vs. traditional approach

▪ ‘Trust by default’ behind the firewall

▪ ‘Trust by default’ via the VPN tunnel

IoT Security Enhancement

IEC62443-1-6

16

▪ Zero Trust Security Model

▪ Zero Trust Architecture (ZTA)

▪ Zero Trust Network Access (ZTNA)
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How It Works

Zero Trust

17

User Device Application Data

Cloud

User Device Application Server

ZTA
security policy
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▪ Authentication

▪ Human users

▪ Hardware components 

▪ Software components

▪ … 

Practical Questions

Zero Trust

18

▪ Least Privilege

▪ System

▪ Subnet

▪ Component

▪ Software

▪ Function

▪ Data

▪ …

▪ Zero – to what extent?

▪ Everything? Where can we 

find such kind of component 

nowadays?

▪ Will the IEC62443 reference 

model be replaced by zero 

trust model?
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▪ Architect your system or machine 

network according to IEC62443 

reference model: zones and conduits

▪ Create the smallest zone as a 

foundation to achieve a certain level 

of ‘zero trust’

▪ Consider open platform components 

for future development of zero trust

Practical Advice

Protect you IoT-enabled system

19

Automation

External/

Cloud

Remote

Control

Service IoT
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How

Protect you IoT-enabled system

20

1. Review the system and network 

diagram with 4-eye principle

2. Revise the diagram according to the 

IEC62443 reference model

3. Security risk assessment

IoT always connects 
to the internet (many 
servers)

Cloud-to-edge 
communication

No separation between the 
edge and the machine network

Edge-to-cloud 
communication

VPN does not secure 
what goes into the tunnel
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4. Find the optimal architecture according 

to IEC62443 zones and conduits

5. Protection between IoT/ Cloud/ Remote/ 

Operation/ Automation/ Safety/…

6. Build in Zero Trust concept by the 

network architecture or zero trust 

components (future-proof)

How

Protect you IoT-enabled system

21
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▪ IEC 62443-4-1 product development process 

certified by accredited body TÜV SÜD

▪ IEC 62443-4-2 product certificate SL2

▪ TPM hardware-based root of trust

▪ Network architecture – create smallest zones

▪ Build in zero trust concept for remote access and 

on-site support

▪ DNV maritime approval

Protect you IoT-enabled system

22

mGuard Firewall and Zero Trust
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▪ IEC 62443-4-1 product development process 

certified by accredited body TÜV SÜD

▪ IEC62443-4-2 certified secure component by 

accredited body TÜV SÜD

▪ TPM hardware-based root of trust

▪ Firewall and Netload limiter 

▪ Secure communication – VPN, OPC UA, MQTT, 

TLS…

▪ Role-based user management 

▪ Open platform – Zero trust possible!

▪ To itself

▪ To the network

Protect you IoT-enabled system

23

PLCnext Technology and Zero Trust
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▪ Review your IoT solution in 3 levels: 

component, system, supplier; a cybersecurity 

certificate should come from an accredited body

▪ IEC62443-1-6 zero trust approach is not a  

replacement, but an enhancement, to the 

existing IEC62443 reference model

▪ Design your IoT-enabled system/machine with 

built-in zero trust concept and future-proof 

components

▪ Network and cybersecurity service

IoT security

30

Summary
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