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Security Advisory for PC WORX SRT - 2701680
Advisory Title

Unprivileged user can override the main service of ‘PC WORX SRT’ under the Phoenix Contact
installation path, and therefore, escalate to run code as SYSTEM user and gain local privilege
escalation.

Advisory ID

VDE-2020-012
CVE-2020-10939

Vulnerability Description

Phoenix Contact application ‘PC WORX SRT’ is installed as service. The installation path of the
application is configured to have insecure permissions which allows any unprivileged user to
write arbitrary files to the installation directory where all the configuration files and binaries of the
service are located.

Affected products

Product Article number Affected versions
PC WORX SRT 2701680 <=1.14

Impact

A malicious user can leverage this knowledge and override the main ‘PC WORX SRT’ service
with a rogue binary which will result with running malicious code as SYSTEM user.

Classification of Vulnerability

Base Score: 7.8
Vector: CVSS: AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
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Temporary Fix / Mitigation

Customers using PC WORX SRT are strongly recommended to use the software only on single
user systems where restricting the access rights of the PC WORX SRT is not necessary.

Phoenix Contact strongly recommends protection measures against unauthorized access for
network-compatible devices, solutions and PC-based software. For detailed information please
refer to our application note:

Measures to protect network-compatible devices with communication interfaces, solutions and
PC-based software against unauthorized access
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