Firewall Test Mode in the FL mGuard 1000 series

During a network expansion or modification, the mGuard firewall can be modified when Test Mode is
turned on. The existing firewall ruleset is still active (to allow/block the existing communication).
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When the test mode is activated, new communication connections are not blocked by the firewall. They
are recorded and reported inside the security router under Network Security = Firewall 2 Test Mode
Alarms. The user can later decide whether to allow @ or ignore the new communication connections.

Test mode alarms

D From IP To P To port Protocol
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.7 80 TCP
172.16.0.40 192.168.1.20 3389 TCP
172.16.0.40 192.168.1.20 3389 TCP

If allowed, these supplementary rules are then transferred to the set of existing firewall rules. The user
must apply the changes to activate and save the rules.



