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PROFINET has beaten all previous records in 2020
with a total of 7.3 million products placed on the
market. The number of installed PROFINET devices
rose by more than 22% in comparison to the

previous year, reaching a combined total of 40 million
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Safety
F-Device Families
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Office network

Modular Managed Switch 
(Layer 3-Switch)

Factory network 2

Router redundancy (VRRP)

Factory network 1

Managed Switch 2000 

Modular Managed Switch 
(Layer 3-Switch)

Managed Switch 2000

Automation protocols ⌂



PROFINET

Machine Building

Machine Building



Easy configuration

Redundancy

DHCP server

Profinet and 
EtherNet/IP™ support

Unmanaged 
mode

Managed Switches 2000

Automation protocols ⌂

Security



PROFINET

Device Classes





PROFINET

Conformance Classes

CC-A

CC-B

CC-C







 Factory Automation

 Infraestructure

 Energy

 Process

Applications



More than 60.000 products

PROFINET    Factory Automation

Operator station PLC IPC & HMI Security Network

Power supply Surge protection Fuse IP20 I/O´s IP20 Safety I/O´s

IP67 IO´s Terminal blocks Field Connector Profinet Cable Sensor actor cable

Energy meter Current transformer Sensors Marking Service



Car part supplier

 Remote control via Internet

 MGuard VPN router

 mGguard secure remote service

Systemintegrator

 „Paint Shop“- Color sampling

 Substation with safety bridge
technology for open 
communication

Car manufacturer 

 PILOT Cell „Body Shop“

 Library & Visulization objects

 Visualization generator

 Next body shop won

Examples
Enhanced thinking examples !
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Car manufacturer

 Data collecting

 MS SQL data base

 Cyber Security feature of
PLCnext

Examples
Enhanced thinking examples !
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Hydr. stamping manufacturer

 Wireless connection to moving
parts

 Easy to configure

 FL EPA 2

Robot manufacturer

 Discrete high level language 
programming in combination 
with IEC 61131



MRP ring MRP ring MRP ring MRP ring

⌂

RSTP



MRP ring
IRT

switch

IRT
switch

IRT
switch

IRT
switch

MRP ring
IRT

switch

IRT
switch

IRT
switch

IRT
switch

⌂

RSTP



Distribute network data intelligently

01234567891011121314151617181920253035404550556065707580859095100110120130140150160170180190200201202203204205206207208209210211212212213213214215 Network devices

goodpoor

Typical problems in unmanaged networks: As the network grows, network stability declines

Network stability

High broad-and multicast-
traffic in the network

Unauthorized devices Network loop
Cable and connector 

problems

⌂



VPN VPN

Service-PC

Managed Switch

Unauthorized devices

Unauthorized devices
Activate MAC Based 

Security

⌂



VPN VPN

Service-PC

Managed Switch

Our Solution: MAC Based Security

Port blocked
No interaction possible for 

unauthorized devices

⌂



VPN VPN

Service PC

Managed Switch

Network Loops

Network loop

Activate Spanning Tree
Protocol

⌂



VPN VPN

Service PC

Managed Switch

Our Solution: Spanning Tree Protocoll

Port blocked

Prevention of broadcast storms 
through loop prevention

⌂



Managed Switch

High broad- and multicast 
traffic in the network

VPN VPN

Service PC

High broad- and multicast traffic

poor

Realtime and avaliability 

good

Activate Strom Control

⌂



Managed Switch

VPN VPN

Service PC

Our solution: Storm control

poor

Realtime and avaliability 

good

No communication breakdown in 
case of a broad-/multicast storm

⌂



VPN VPN

Service PC

Managed Switch

Contact problems cables 
and connectors

Contact problems of cables and connectors

Get diagnostic
information

⌂



VPN VPN

Service PC

Managed Switch

Our solution: Diagnostic information

Receive diagnostic information in case of 
problems with cables and connectors

⌂



Office network

Modular Managed Switch 
(Layer 3-Switch)

Factory network 2

Router1:1 NAT Stealth Mode

Router redundancy (VRRP)

Factory network 1

Remote Service

Modular Managed Switch 
(Layer 3-Switch)

VPN

VPN

VPN

Plant backbone network

Managed Switch 2000 Switch 7000 

Machine network 04

Office router

Redundancy 
technologies

⌂
Machine network 01 Machine network 02 Machine network 03

FL NETWORK 
MANAGER



Infrastructure & building automation
networking of 

distant buildings

Switching relays 
remotely

Distribute network 
data intelligently

Power over 
Ethernet

Wireless data 
transfer

Reliable WLAN 
connections

Securing the 
network

high-performance 
networks

⌂



⌂

Subsequent networking of distant buildings



PROFINET

Infraestructure Water and Waste Water



⌂

Water supply
Customer pains:

 Long distances

 „Old“ copper cable

 No cable

 Transmission of I/O signals

 Transmission of field buses

(Profibus, Modbus, Profinet…)

 Secure data communication

PumpstationPumpstation

WellsWells

WaterworksWaterworks

Fitting 
manholes

Fitting 
manholes

High-level tankHigh-level tank



⌂

Water supply

PumpstationPumpstation

WellsWells

WaterworksWaterworks

Fitting 
manholes

Fitting 
manholes

High-level tankHigh-level tank

Pumpstation

Wells



⌂

Wells

Ethernet Extender Switches Surge protection
mGuard

Cyber security
RJ 45 cable
& connector



Ethernet Infrastructure
Water 4.0

Station 1 Station 2

Station 5

Station 3

Station 4

Waterworks

2-wire copper cable

Ethernet Extender



Ethernet Extender

Controler

Ethernet 

Switch

Switch

Ethernet 

Ethernet Extender

Ethernet Extender

2-or 4 wire
Leitung

Up to zu 20 km

Station 1

Waterworks

Point-to-Point and Line network structure

Station 2
Up to 20 km

Ethernet Extender

Up to 20 km

Station 3

Ethernet Extender



Ethernet Extender
2-wire cable

Ethernet cable

Switch

Etherent Extender

Etherent Extender

Etherent Extender

Etherent Extender

mGuard

mGuard

Switch

Waterworks

Water tank

Pump station

mGuard

VPN

VPN



ITS – Intelligent Transportation Systems

Traffic control systems

Cameras

Radar 
Systems

Wireless Access Points
Point to Point radios

⌂



High-available infrastructure networks

⌂

Ethernet 
singlemode Integrated Fiber 

diagnostics

RSTP redundancy

Control cabinet in tunnel tube



High-available infrastructure networks

⌂

Gigabit Modular 
Switch L2/L3

Tunnel
Tube 1

Tunnel
Tube 2

VRRP

RSTP redundancy

VLAN based
routing

Virtual Router 
redundancy



PROFINET
Controller

Video traffic:
Prio = 6

PROFINET traffic: 
Prio = 6

Prioritized forwarding of 
PROFINET frames

Automation protocols ⌂



PROFINET

Energy   (Solar  &   Wind)



PROFINET

Wind



Factory network

Remote Service

Managed
Switch 2000

MRP ring

Managed
Switch 2000

Machine network

Firewall, 1:1 NAT. Router 

Machine core network

Unmanaged 
Switches

Managed
Switch 2000

IRT Switches

IRT Switches

Unmanaged
Switches

⌂



VPN VPN

Service PC

Production network

Managed Switch 2000

Our Solution: Spanning Tree Protocoll

Port blocked

Prevention of broadcast storms 
through loop prevention

⌂



VPN VPN

Service PC

Production network

Managed Switch 2000

Profinet simple device replacement

Device failure

LLDP (Link Layer Discovery Protocol) and 
SNMP (Simple Network Management Protocol) 
support required

Change device

⌂



VPN VPN

Service PC

Production network

Managed Switch 2000

Profinet simple device replacement

Profinet 
configuration

ready

Simple device replacement
through LLDP and SNMP

⌂



Production network

Managed Switch 2000

High broad- and multicast 
traffic in the network

VPN VPN

Service PC

High broad- and multicast traffic

poor

Realtime and avaliability 

good

Activate Strom Control

⌂



Production network

Managed Switch 2000

VPN VPN

Service PC

Our solution: Storm control

poor

Realtime and avaliability 

good

No communication breakdown in 
case of a broad-/multicast storm

⌂



VPN VPN

Service PC

Production network

Managed Switch 2000

Contact problems cables 
and connectors

Contact problems of cables and connectors

Get diagnostic
information

⌂



VPN VPN

Service PC

Production network

Managed Switch 2000

Our solution: Diagnostic information

Receive diagnostic information in case of 
problems with cables and connectors

⌂



SNMP OPC Products:
Linking of standardized
protocol types

Software

FL NETWORK MANAGER: 
Network startup and 
monitoring

⌂



Initial IP assignment
Multi Device Firmware Update

Multi Device Configuration

Configuration File Handling

SNMP based Scripting

Via BootP, DHCP, DCP

Quick configuration of same parameters for
different devices in parallel

SNMP configuration and information
independend of device vendor

Easy Firmware update for many devices in 
parallel, thanks to the integrated TFTP server

Simple up- and download of configuration files
for back up and reconfiguration

Topology overview
Static topology overview with focus on 
redundancy systems (RSTP, MRP,…)

⌂



⌂



⌂



⌂

FL TIMESERVER NTP

HMIPLC

PoE Switch

Service PC

Remote station

GPS, Galileo and 
GLONASS

PoE

Time reference
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Process
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Process

 Wireless
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Ethernet to the Field Within Process Plants

72

Standards 
Development 
Organizations

Member 
Companies



Technology, that enables 
Ethernet communication 

over 2 wires instead of 4 or 8 
with intrinsic safety into the 

hazardous environment 





A review of the 4-20 mA loop, Fieldbus, and APL 

What can process plants do in future?

200 
meter

Field Device

Controller

4 - 20 mA

One single signal

Spur 
120 meters

Trunk 
1000 meters

12 Devices 

31,25 kbit/s

Spur 
200 meters

Trunk 
1000 meters

24 Devices 

10 Mbit/s



PROFINET

PROCESS



APL in Process Automation

Short or Compact Installation
Star Installation

Long Reach
Trunk and Spur


