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Advisory Title

Multiple vulnerabilities have been discovered in the Firmware of CHARX SEC charge controllers.

Advisory ID

CVE-2024-28133,
CVE-2024-28134,
CVE-2024-28135,
CVE-2024-28136,
CVE-2024-28137
VDE-2024-019

Vulnerability Description

CVE-2024-28137: This exploit leverages a TOCTOU vulnerability to perform a privilege
escalation and remote code execution.

CVE-2024-28134: This exploit performs a Man-in-the-Middle attack to extract a session token
from an unencrypted connection.

CVE-2024-28135: This exploit uses a command injection vulnerability to send a POST-request
which performs remote code execution.

https://nvd.nist.gov/vuln/detail/CVE-2024-28133
https://nvd.nist.gov/vuln/detail/CVE-2024-28134
https://nvd.nist.gov/vuln/detail/CVE-2024-28135
https://nvd.nist.gov/vuln/detail/CVE-2024-28136
https://nvd.nist.gov/vuln/detail/CVE-2024-28137
https://cert.vde.com/de/advisories/VDE-2024-019
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CVE-2024-28133: This exploit performs privilege escalation using an untrusted search path
vulnerability.

CVE-2024-28136: This exploit configures an attacker-controlled server as OCPP backend and
uses a command injection vulnerability which is triggered by a command sent by the backend, to
gain root privileges and perform remote code execution.

Affected products

Article no Article Affected versions
1139022 CHARX SEC-3000 <= 1.5.1
1139018 CHARX SEC-3050 <= 1.5.1
1139012 CHARX SEC-3100 <= 1.5.1
1138965 CHARX SEC-3150 <= 1.5.1

Impact

CVE-2024-28137: The exploit allows a local user to gain root privileges, which allows them to
take over the device.

CVE-2024-28134: The exploit allows an attacker without local account to get access to the web-
based management with the privileges of the currently logged in user.

CVE-2024-28135: The exploit allows a user of the web-based management to perform remote
code execution on the device as a user with low privileges.

CVE-2024-28133: The exploit allows a local user on the device to perform privilege escalation to
gain root privileges.

CVE-2024-28136: When the OCPP management port is opened, the exploit allows an attacker
without local account to gain root privileges and perform remote code execution.

Classification of Vulnerability

CVE-2024-28133
Base Score: 7.8
Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
CWE: CWE-426: Untrusted Search Path

CVE-2024-28134
Base Score: 7.0
Vector: CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:H
CWE: CWE-319: Cleartext Transmission of Sensitive Information

https://nvd.nist.gov/vuln/detail/CVE-2024-28133
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://cwe.mitre.org/data/definitions/426.html
https://nvd.nist.gov/vuln/detail/CVE-2024-28134
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:H/PR:N/UI:N/S:U/C:L/I:L/A:H
https://cwe.mitre.org/data/definitions/319.html
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CVE-2024-28135
Base Score: 4.3
Vector: CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
CWE: CWE-20: Improper Input Validation

CVE-2024-28136
Base Score: 7.8
Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
CWE: CWE-20: Improper Input Validation

CVE-2024-28137
Base Score: 7.8
Vector: CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
CWE: CWE-367: Time-of-check Time-of-use (TOCTOU) Race Condition

CVE score and vector may have changed since publication of this advisory. You can find the
current rating of a CVE at the respective link to the NVD website provided above.

Temporary Fix / Mitigation

Phoenix Contact recommends operating network-capable devices in closed networks or
protected with a suitable firewall. For detailed information on our recommendations for measures
to protect network-capable devices, please refer to our application note.

Measures to protect network-capable devices with Ethernet connection

Remediation

PHOENIX CONTACT strongly recommends upgrading affected charge controllers to firmware
version 1.6 or higher which fixes these vulnerabilities.
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https://nvd.nist.gov/vuln/detail/CVE-2024-28135
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:N/AC:L/PR:L/UI:N/S:U/C:L/I:N/A:N
https://cwe.mitre.org/data/definitions/20.html
https://nvd.nist.gov/vuln/detail/CVE-2024-28136
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://cwe.mitre.org/data/definitions/20.html
https://nvd.nist.gov/vuln/detail/CVE-2024-28137
https://www.first.org/cvss/calculator/3.1#CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H
https://cwe.mitre.org/data/definitions/367.html
https://dam-mdc.phoenixcontact.com/asset/156443151564/0a870ae433c19148b80bd760f3a1c1f2/107913_en_03.pdf
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