BEST PRACTICES IN SMART
BUILDING DATA INTEGRITY
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WHAT |S "DATA
INTEGRITY™?

» Data integrity is the maintenance of, and the
assurance of the accuracy and consistency of, data
over its entire life-cycle, and is a critical aspect to the
design, implementation and usage of any system which
stores, processes, or retrieves data.

-Wikipedia

The accuracy and consistency of stored data, indicated
by an absence of any alteration in data between two
updates of a data record. Data integrity is imposed
within a database at its design stage through the use of
standard rules and procedures, and is maintained
through the use of error checking and validation
routines.

Read more:
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There are 50,000 buildings currently connected
to the internet - including research facilities,
churches and hospitals, and 2,000 of those are
online with no password protection-Billy Rios,

WhiteScope LLC, 2013

In 2016, Google paid out $3MM in bounties

to white hat/ethical hackers who identified

cybersecurity bugs in their systems-some of

In their 2017 smart buildings report, IFSEC

which dealt with building systems

Global reported the following:

IBM’s ethical hacking team, X-Force,
hacked into commercial buildings

A 2014 hack by Jesus Molina
room hotel in Shenzhen Chi
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COMMUNICATION PROCESSING SPEED ROBUSTNESS OF COMMISSIONING
SPEED CONTROLLERS AND REQUIREMENTS
COMPONENTS

HOW DO SMART BUILDING SYSTEMS DIFFER /
FROM SMART INFRASTRUCTURE SYSTEMS?
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DATA SECURITY IN SMART BUILDINGS /
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DATA » Specific BAS commissioning
requirements
ACC U RACY I N » Verifying data integrity across multiple
building systems

S MART » Dealing with third-party/factory controls
BUILDINGS |
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VERIFYING DATA ACCURACY ACROSS /
MULTIPLE BUILDING SYSTEMS
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VERIFYING DATAACCURACY ACROSS /
MULTIPLE BUILDING SYSTEMS



THIRD-PARTY/FACTORY CONTROLS /



TAGGING

Project Haystack ( )

Data is everywhere — nearly every device
connected

Tagging creates a standard for devices to
describe what their data really means

Open source tagging initiatives such as project
haystack allows data to use a common markup
language

Zone Temp vs Space Temp vs Room Temp
(zone,air,temp,sensor)

Central Plant: Supply, Return, Entering, Leaving

Tagging enables additional functions such a
database searching, auto generated navigation,
analytics and much more




TAGGING

» zone: conditioned space associated with the unit

The follow diagram shows the logical flow of air through an AHU:

exhaust 4—1

>

1
cool
heat

OULSide em— mixed
return
zone
Points

discharge

The following lists points commonly used with an AHU:

Discharge

discharge air temp sensor

discharge air humidity sensor

discharge air pressure sensor

discharge air flow sensor

Return

discharge air fan cmd

discharge air fan sensor

e return air‘_ temp sensor

e return air humidity sensor




Security: Accuracy:.

Starts with the “human firewall” Commission your system
Manage BAS and OT like you do your IT Coordinate early and consider a master
Keep your system up to date e [TLew) el
BACnet, LON, Modbus are not secure Get in control of thlrclll-party/factory
protocols cloriek
Leverage tagging standards

DATA INTEGRITY-ACCURACY AND
SECURITY
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