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Communication Interfaces - Our product portfolio
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Fieldbus Communication 2
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Ethernet Infrastructure
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Remote communication
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Converter and isolator
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| Interference-free and robust

High-grade 2 kV electrical isolation
between the power supply and the
data interfaces

N

Integrated power supply unit—r %
The device can be supplied directly &
with 24 V AC/DC
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PSM-ME-RS232/R5485-P
: 2744418

Ord.

e

>

L Improve performance

.@.. Thanks to integrated signal amplification,

; you can achieve a significant improvement

3-way-isolation in the transmission speed and range of your
network.
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Converter and isolator

3-way-isolation

e ellcce eI cC

[ 244 24v ov oV [ 24v 24v OV oV

| TO RO VCC
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= |solator for RS-232
= Repeater RS 485
= Repeater LON

= Converter for RS-232 to

RS-422
RS-485 2-wire )
RS-485 4-wire

= Converter for RS-232to TTY

= Device-specific approvals:

DNV, UL HazLoc, ATEX, operation
at altitudes of up to 5,000 m, railway
applications acc. EN 50121-4
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Converter and isolator

= |nterference-free point-to-
point connection

= |ncrease distances of RS-232
from 15 m up to 1200m by
converting to RS-422

— N

RS-422/485
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Type

Interface 1
Interface 2
Range (max.)
Data rate (max.)

Order number

PSM-ME-
RS232/RS232-P

RS-232 isolator

RS-232
RS-232
15m
115,2 kbps

2744461

Converter and isolator

PSM-ME-
RS232/TTY-P

RS-232 on
TTY converter

RS-232
TTY
1000 m
19,2 kbps

2744458

PSM-ME-
RS232/RS485-P

RS-232 on
RS-485/RS-422
converter

RS-232
RS-485 / RS-422
1200 m
115,2 kbps

2744416

A

PSM-ME-
RS485/RS485-P

RS-485 on
RS-485 repeater

RS-485
RS-485
1200 m

1500 kbps

2744429

SM-ME-REP
LON485-P

LON repeater

RS-485
RS-485
1200 m

2000 kbps

2708041

ME-SAS
(Accessorie)

Shield connection clip for
printed circuit terminal
block

2863899
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Termination resistor

PROFIBUS connection—____,
D(A), D(B)

Status LEDs

Slide switch for
termination resistor

<

24V DC
voltage

supply

— D-SUB,
programming
interface

Q Product
overview

PROFIBUS or other RS-485
networks can be actively
terminated at the bus end
using the PSI-TERMINATOR-
PB-TBUS device

Active Line termination

Redundant power supply: 24 )
VDC

Diagnostic LED’s for power
and data activity

T-Bus functionality for power
supply
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Termination resistor

Application examples:

Termination operation Programming access

|

o

X = Active bus termination resistor

i

|

Termination=0FF
Termination=0ON

K = Active bus termination resistor

The terminator is suitable for ensuring bus termination when changing
Profibus slave devices. In this application, the terminator is installed after
the last bus device in the cabel. The bus cable is permanently terminated
when the termination resistor at the device is switched on.

The terminator can be integrated into the bus system as a fixed
programming interface. Termination is deactivated in this mode of
operation. Passive and active programming devices are supported.
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Termination resistor

PSI-TERMINATOR-PB-TBUS ME 22,5 TBUS 1,5/ 5-ST-3,81 G
(Accessory)

Active termination resistor for PROFIBUS and RS-485 bus
. systems, redundant power supply, routing of the supply voltage
Description , . . . . L
via DIN rail connector, electrical isolation, switchable termination,
integrated programming interface
DIN rail connector for routing the power supply

Interface PROFIBUS acc. to IEC 61158, RS-485 2-conductor voltage
Termination resistor 390 Ohm /220 Ohm / 390 Ohm (can be connected)

Serial transmission speed up to 12 Mbps

Order number 2702636 2707437

< O @ 0 [LlebNrAdt

INSPIRING INNOVATIONS




The modular hub

Simply snap the devices onto the DIN rail and go!

55550
B s
|
— livce T P . - —
VNI R0E R PEEE Fr PEPP s RS ¥+
| TECHRE REED B EEEF 0 EYE e o DR
1 i B e=ma Pl
_f if = @ i e
— = \ \ err :vcc § % ‘lzr )
- o 3 i
Smooth installation —4f O = I Qe
The DIN rail connector instantly . = x =) B

provides data and the supply voltage to Ei!!-'li.i,\ )/,
each device associated with the station :

Combine

The Fiber optic converter can be
combined with copper repeater,
SHDSL devices in whichever
way you choose
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Repeater — Copper transmission

Extend your network over
a wide area regardeless of
the data rate

Extend and distribute
channels as required

I ve
' T
' RD

feeclecleccelecleeecle:

Modular station with
T-Bus connector

1 Different topologies
The number of devices in a

network can be extended by

segmenting with repeaters

( Q Product
overview

Features Repeater:

1 Bit-Oversampling
i Bit-Retiming

Start-delimiter detectign
for PROFIBUS

1 Potential segmentation

'@ 10 [LleoNTA
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Repeater — Copper transmission

BjU[S
CANopen

*dadbus
DeviceNet >>

&)

( Q Product
overview

Transmission speed: <=12 Mbps
Electrical isolation between all ports
Operation altitudes of up to 5000m
and rail application in line with EN

50121-4

Wide temperature range: -
20°C...+60°C

Approvals: ATEX, cULus Listed 508,
Class1, Zone 2 and Class 1, Div2

OO LleoNAa @
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Repeater — Copper transmission

Topologies

Linear structure Star structure Tree structure

b

Max. of 30 devices Max. of 30 devices
()= Switch on bus terminating resistor K= Switch on bus termination resistor
Bus segmentation with repeater makes it Mixes / network structures, star and tree structures can be created using repeaters.

possible to multiply the permission coverage of
the network and to extend the number of
devices.
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Repeater — Copper transmission

_--== = Max 32 devices in one segment
Control room gj;’!’.ﬂi‘ ) - )
: = Each repeater port counts as one
. device, but has no node address
‘g;ﬁ*' Ll -
e g — =3
Controller )
Segment 1 l l Segment 2
Repeater Repeater
+30 +31
Device 1 T—: ;: Device 2 » Device 31 Device 32 Device 1 Device 2 e
Slave Slave
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Repeater — Bit-Oversampling

16x Bit- Oversampllng

IIIIIIIIIIIIIII B'

( Q Product i . -' "y mPH(ENIX é
overview = 4 CONTACI'
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Repeater — Bit-Retiming

max. 35%

Correct bit detection even up to 35% bit time deformation

Bit-Retiming
—

Creation of a “brand-new” bit pattern

Repeater

Slave

Slave

( Q Product Y #
overview .

) eonTac @ ¢
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Repeater — Start-Delimiter Detection

Detection of the PROFIBUS telegram start-delimiter \

Start- é Start-
delimiter delimiter

Telegram without start-delimiter Invalid telegrams or interferences will not be transferred

Repeater

L O (Lo @ [JeoNTAGH
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Repeater — Distance vs. Segment length

The maximum segment length depends on the transmission speed!

@
PPPPP

200 m | @1,5 Mbps
1

e b i m

100 m | @12 Mbps 25958 100 m
A

s s

Repeater
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Transmission rate vs. Segment length

The max. transmisson rate depends on the segment length

Segment length [m]

Transmission rate
[kbps]

Segment length [m]

1,400
1,200
1,000 \
800 \\
600 \
400 \
200 ~——
9.6 19.2 45.45 93.75 187.5 500 1500 3000 6000 12000
Transmission rate [kbps]
9.6 19.2 45.45 93.75 187.5 500 1,500 3,000 6,000 12,000
1,200 1,200 1,200 1,200 1,000 400 200 100 100 100
Product PHCENIX
<« O ZE © 0 [Les
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Repeater — Modular station

Extend and distribute
channels as required

Up to 10 repeater can be connected via the T-Bus

Y ¢ N Product 000 BHENX @ ¢
overview @ LidcoNTACT W
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Repeater — Modular station

24V DC
l Modular station setup T-Bus connector

Repeater Repeater Repeater Repeater

Up to 10 repeater connected over the T-Bus
,Hot swappable”

g 0O [(JFree 000 YRR OC
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Repeater — Potential segmentation

Repeater Potential segmentation Repeater
----ﬁ _'_ -------------------------------- __ ﬁ----
Segment 1 : . : Segment 3
- —— . e ——————— —————

@ Galvanic isolation Galvanic isolation @
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Repeater — Copper transmission

Device type

Data rate

Copper range
Interfaces

Order number

CANopen DeviceNet >
PSI-REP-DNET CAN

CANopen/Device Net
repeater

1000 kbps

1000 m
2 x copper

2313423

<

asaes
BIUIS

PSI-REP-PROFIBUS/12MB

PROFIBUS
repeater

up to 12Mbps

1200 m
2 x copper

2708863

A

PSI-REP-RS485W2

RS-485
repeater

500 kbps
1200 m
2 x copper

2313096

O 0 ReoRaa
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Fiber optic converter

DeviceNet >> CANopen ControiNet™>
#ocbus o
RS232 RS485 RS422 @

( Q Product
overview

Permanent monitoring of the
fiber optic signal quality
(Worldwide unique)

Long transmission distances
up to 45 km

Topologies: Point-to-Point,
Star, Line, Ring )

Modular station
Resistant against

electromagnetic interferences
(EMI)

OO LleoNAa @
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Fiber optic converter - Distance

Controller

-------

FO converter

Fiber optic cable

cccccc

Distances up to 45 km

A

< 0O

Product
overview

v

Bus coppler

FO converter

'@ 10 [LleoNTA
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Fiber optic converter - Topologies

S IEN EENEN N |

Redundant ring

Point-to-Point Linear structure Star & Tree structure

connection

O 0 ReoRaa

( Q Product
overview y
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Fiber optic converter — Modular station

24V DC
l Modular station setup T-Bus connector

FO
converter

,Hot swappable”

Up to 10 converter connected over the T-Bus

g 0O [(JFree 000 YRR OC
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Fiber optic converter — Modular station

Diagnosis without PLC possible!

Y

LED
Fiber optic i
= e FO signal Green
converte Green
r
Yellow
ERR Red

( Q Product
overview

LED indication of the FO interface:

Receive signal

Received power is very good

Received power is good

Received power is critical (system reserve)

Received power is insufficient, broken fiber

VO DELSIX O
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Fiber optic converter

DeviceNet>>

CANopen

Device type

Data rate

Polymer fiber range
HCS fiber range
Glass MM range
Glass SM range
Copper range
Interfaces

Order number

PSI-MOS-DNET
CAN/FO 660/BM

FO converter
660 nm

800 kbps
100 m

800 m

1000 m
1x FO, 1x copper

2708054

PSI-MOS-DNET
CAN/FO 660/EM

FO converter
660 nm

800 kbps
100 m

800 m

1000 m
1x FO, 1x copper

2708067

<

PSI-MOS-DNET
CAN/FO 850/BM

FO converter
850 nm

800 kbps

2800 m

4800 m

1000 m
1x FO, 1x copper

2708083

A

PSI-MOS-DNET
CAN/FO 850/EM

FO converter
850 nm

800 kbps

2800 m

4800 m

1000 m
1x FO, 1x copper

2708096

850 E

FO converter
850 nm

1000 kbps

1800 m

4600 m

1000 m
1x FO, 1x copper

2313999

PSI-MOS-DNET/FO PSI-MOS-DNET/FO

850 T

FO converter
850 nm

1000 kbps

1800 m

4600 m

1000 m
2x FO, 1x copper

2313986

PHCENIX

@« e

ONTACT
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PROFI
BlU[S

Device type

Data rate

Polymer fiber range
HCS fiber range
Glass MM range
Glass SM range
Copper range
Interfaces

Order number

Fiber optic converter

PSI-MOS-

PROFIB/FO 660 E

FO converter
660 nm

up to 12 Mbps
70m

400 m

1200 m
1x FO, 1x copper

2708290

PSI-MOS-

PROFIB/FO 660 T

FO converter
660 nm

up to 12 Mbps
70m

400m

1200 m
2x FO, 1x copper

2708287

<

PSI-MOS-
PROFIB/FO 850 E

FO converter
850 nm

up to 12 Mbps

800 m

2600 m

1200 m
1x FO, 1x copper

2708274

A

PSI-MOS-
PROFIB/FO 850 T

FO converter
850 nm

up to 12 Mbps

800 m

2600 m

1200 m
2x FO, 1x copper

2708261

PSI-MOS-

PROFIB/FO 1300 E

FO converter
1300 nm

up to 12 Mbps

25 km
45 km
1200 m
1x FO, 1x copper

2708559

PSI-MOS-

PROFIB/FO 1300 T

FO converter
1300 nm

up to 12 Mbps

25 km
45 km
1200 m
2x FO, 1x copper

2708892

O 0 ReoRaa
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Fiber optic converter

RS-232

Device type

Data rate

HCS fiber range
Glass MM range
Glass SM range
Copper range
Interfaces

Order number

Polymer fiber range

PSI-MOS-RS232/FO

660 E

FO converter
660 nm

115,2 kbps
100 m

800 m

15m
1x FO, 1x copper

2708368

PSI-MOS-RS232/FO

660 T

FO converter
660 nm

115,2 kbps
100 m

800 m

15m
2x FO, 1x copper

2708410

<

PSI-MOS-RS232/FO
850 E

FO converter
850 nm

115,2 kbps

2800 m

4200 m

15m
1x FO, 1x copper

2708371

A

FO converter

2x FO, 1x copper

PSI-MOS-RS232/FO PSI-MOS-RS232/FO

1300 E

FO converter
1300 nm

115,2 kbps

27 km
45 km
15 m
1x FO, 1x copper

2708588

O 0 ReoRaa
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Fiber optic converter

v B @ 0

PSI-MOS-RS422/FO PSI-MOS-RS422/FO PSI-MOS-RS422/FO PSI-MOS-RS422/FO PSI-MOS-RS422/FO

660 E 660 T 850 E 850 T 1300 E
Device type FO converter FO converter FO converter FO converter FO converter

660 nm 660 nm 850 nm 850 nm 1300 nm
Data rate 2 Mbps 2 Mbps 2 Mbps 2 Mbps 2 Mbps

( Polymer fiber range 100 m 100 m - - -

HCS fiber range 800 m 800 m 2800 m 2800 m -
Glass MM range - - 4200 m 4200 m 27 km
Glass SM range - - - - 45 km
Copper range 1000 m 1000 m 1000 m 1000 m 1000 m
Interfaces 1x FO, 1x copper 2x FO, 1x copper 1x FO, 1x copper 2x FO, 1x copper 1x FO, 1x copper
Order number 2708342 2708384 2708355 2708397 2708575

< O @ 0 [LlebNrAdt
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RS-485

Device type

Data rate

Polymer fiber range

HCS fiber range
Glass MM range
Glass SM range
Copper range
Interfaces

Order number

Fiber optic converter

660 E

FO converter
660 nm

500 kbps
100 m

800 m

1200 m
1x FO, 1x copper

2708313

660 T

FO converter
660 nm

500 kbps
100 m

800 m

1200 m
2x FO, 1x copper

2708300

<

850 E

FO converter
850 nm

500 kbps

2800 m

4200 m

1200 m
1x FO, 1x copper

2708339

A

PSI-MOS-S485W2/FO PSI-MOS-RS485W2/FO PSI-MOS-RS485W2/FO PSI-MOS-RS485W2/FO

850 T

FO converter
850 nm

500 kbps

2800 m

4200 m

1200 m
2x FO, 1x copper

2708326

PSI-MOS-RS485W2/FO

1300 E

FO converter
1300 nm

500 kbps

25 km
45 km
1200 m
1x FO, 1x copper

2708562

mPH(ENIX
CONTACT
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Fiber optic converter

Accessories _ _
MINI-PS-100- MINI-SYS-PS-100- ME 17,5 TBUS 1,5/ 5-ST- ME 17,5 TBUS
240AC/24DC/1.5/EX 240AC/24DC/1.5 3,81 GN 1,5/PP000-3,81 BK
Device type System power supply System power supply DIN rail connector DIN rail connector
For providing the supply
voltage via the foot element
(Din rail connector) For providing the supply voltage  For bridging the supply I
Description via the foot element (Din rail voltage and for data FE e ) G742
L supply voltage
In ex areas connector) communication
Output voltage 24V DC 24V DC - -
Output current 1,5A 1,5A - -
Order number 2866653 2866983 2709561 2890014

< O @ 0 [LlebNrAdt
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Extender — Serial & PROFIBUS

= PROFIBUS and Serial extender
for copper-based transmission up

to 20 km
IECCCE = Robust SHDSL modulation
| 8 method

MINI POWER % 2
2|s

= Does not required a special cable )

= Any 2- or 4-wire cable can be
used

= Point-to-Point, line and star
structures

g 0O [(JFree 000 YRR OC
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Extender - PROFIBUS

Supply voltage —
24V DC —— DSL port A
2 Switching
digital outputs DSL port B
: Status and
| diagnostic LEDs for
D-SUB 9-plug R DSL ports

( Q Product
overview

PROFIBUS bus segments on
existing on-site lines

Distances up to 20 km possible
with lower data rates and with
good cable quality

Line structure up to 30 SHDSL
devices

PROFIBUS
= Linear structure: up to 500
kbps
= Point-to-Point: up to 1,5
Mbps

Diagnostic via USB port or LEDs

Configuration software

OO LleoNAa @
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Extender — PROFIBUS

Example:
2-/4-wire cable

Up to 20 km R

Profibus
Extender

( Profibus
Master

Axioline
Profibus bus coupler

® ®
PIRJOJF]I PIRJO[F| !
DP DP

BJU[S

g 0O [(JFree 000 YRR OC
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Extender — PROFIBUS

Topologies:

Path redundancy

FEEEI PIRIOIFL!

Point-to-Point
4-wire

Point-to-Point
2-wire

PROFIBUS data rate for point-to-point
is up to 1,5 Mbps

SHDSL 2-wire

= | - -l
0--0000»000«»-
w [72]) 0

Max. 31 Max. 31 Max. 31
BJUJS
Line
2-wire

PROFIBUS data rate for linear
structure is up to 500 kbps

T O [JeoNTAGH
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Extender - Serial

Supply voltage — ‘
24V DC —— DSL port A
2 Switching
digital outputs DSL port B
RS-422 / RS- o -
485 HEsy Status and
(Combicon plug) e g, diagnostic LEDs for
RS-232 (9-pos. D-SUB) A — DSL ports

Q Product
overview

= Distances up to 20 km
= Transparent protocol

= Point-to-Point and line
structures

= RS-232, up to 230,4 kbps )
= RS-422, up to 2000 kbps
= RS-485 W2, up to 2000 kbps

= Diagnostic via USB port or
LEDs

= Configuration software

OO LleoNAa @
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Extender — Serial

Topologies:

Point-to-Point
2-wire

SHDSL 4 Wire

Point-to-Point
4-wire

( Q Product
overview

@ 0 [LlebNrAdt
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Extender — Serial and PROFIBUS

16.0
14.0 —1“
A\
g e PE 0.4 mm (0.13 mm?)
=
= 100 4
s \ \
4
g 8.0 PE 0.8 mm (0.64 mm*~)
= \ \ | |
= i \ \ PE 1.4 mm (1.54 mm?)
40 S~
b
—~— —— i
0.0 ‘-"'""—\—_._,_\F\____________
0.0 2.0 40 6.0 8.0 10.0 12.0 14.0 16.0 18.0 20.0
krm

Dependency of the maximum SHDSL data rate (Mbps) on the distance for a 2-wire connection

L QO ([Feu O [JeoNTAGH
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Extender — Serial & PROFIBUS

PIRIOIF]I
BIUIS

PSI-MODEM-SHDSL/SERIAL PSI-MODEM-SHDSL/PB DT-TELE-SHDSL
(Accessory)
Function Industrial SHDSL extender for Industrial SHDSL extender for Surge protection for two SHDSL
serial RS-232/422/485 interfaces PROFIBUS telecommunications interfaces
( Topologies Point-to-point, Line structure Point-to-point, Line structure -
Interfaces RS-232 (D-SUB 9 plug), PROFIBUS RJ 45 an plug-in screw termnal
RS-422 (Screw connector), RS-485  D-SUB 9 female connector block
(Screw connector)
Transmission lenght 20 km 20 km -
(SHDSL Interface)
Serial transmission speed Up to 2000 kbps Up to 1,5 Mbps -
Order number 2313669 2313656 2801593

< O @ 0 [LlebNrAdt
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D-SUB fast connectors

Reliable Plug and Play connectors
M12 connection technology for PROFIBUS and
CANopen — preventing installation errors

The classic, flexible choice
Screw or spring connection, for
bus systems or as a universal
version

——— Specifically for PROFIBUS )
It only takes a minute: user-
friendly cable connection via
screw or IDC terminal block
technology

Maximum flexibility thanks to various
cable outlets of 35°, 90° and 180°

T O [JeoNTAGH
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D-SUB fast connectors Universal plugs

1 Versions with 9, 15 or 25 contacts for
all commonly used interfaces
Maximum flexibility thanks to various
cable outlets of 35°, 90° and 180° 1  Specifically for PROFIBUS

i  Specifically for CANopen

i M12plugs )

Direct assembly of M12 cables
Secure and easy detachable
connections

1 Stripping tool for PROFIBUS cable

1 Termination resistor included

L O (Lo @ [JeoNTAGH
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Universal plugs

= Easy mounting, thanks to user-friendly
connection methods

= High electromagnetic resistance,
thanks to metalized housing

= Flexible cable entry at 35-degrees,
thanks to reversible PCB's

= Comprehensive product range:
versions with different numbers of
positions and angles for cable entry

= Versions with 9, 15 or 25 contacts for
all commonly used interfaces, such as
RS-232/RS-422/RS-485, TTY and

many more.

L O (Lo @ [JeoNTAGH
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D-SUB connectors — Termination resistor

Termination resistor inside

-6 |VP

Slide switch to
active the
termination resistor

g 0O [(JFree Q0@ LT
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D-SUB connectors — Termination resistor

—

e

«?

D-Sub
connector

EEeEEE -

Use the side switch on the D-SUB connector, to activate the
termination resistor at the start and end point of a bus system!

Y ¢ N Product 000 BHENX @ ¢
overview W A y CONTACT “'w..
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Stripping tool

The easiest on
side termination

in<1 min.

g

Quick stripping tool
PSM-STRIP-FC/PROFIB
Order number: 2744623

( Q Product
overview

? [Leoniac ® ©0
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D-SUB fast connectors M12

= Direct assembly of M12 cables
Secure and easy detachable connections

1 = Variants for every requirement
Different angles of M12 orientation for every
application

= Fault-free Installation
by using 100% pre-tested components

= Full moulded housing )
resistance against harmful environment

= M12 SPEEDCON interlock system
- M12 locking with just a half-turn

L

= Complete product range
‘ ’ with 14 types for PROFIBUS and CANopen

PJIRIO[F[]
C CANopen
SPEEHFBIII

!

OCKING

g 0O [(JFree O [JeoNTAGH
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D-SUB plug with M12 SPEEDCON — Termination resistor

M12 Termination resistor M12 Termination resistor

< O OO LleoNAa @
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D-SUB fast connectors M12

Description

Cable inlet

Version

Order number

Order number

PIR|CIF[1
BlU[S

CANopen

FOEE
BlUJS

CANopen

SUBCON-PLUS-
CAN/90X/M12

SUBCON-PLUS-
PROFIB/90X/M12

SUBCON-PLUS-
PROFIB/90X/PG/M12

SUBCON-PLUS-
CAN/90X/PG/M12

Long version for
Siemens S7 controller

90°

Long

2902729

2902731

90°

Long
with PG

2902728

2902730

-gi

SUBCON-PLUS-
PROFIB/90/PG/M12

SUBCON-PLUS-
PROFIB/90/M12

SUBCON-PLUS-
CAN/90/M12

SUBCON-PLUS-
CAN/90/PG/M12

Compact connector for universal

operation
90° 90°
Compact
Compact with PG
2902318 2902317
2902323 2902322

€ 0O

30
oy

SUBCON-PLUS-
PROFIB/35/PG/M12

B
=N

SUBCON-PLUS-
PROFIB/35/M12

SUBCON-PLUS-
CAN/35/M12

SUBCON-PLUS-
CAN/35/PG/M12

Universal version with
angular M12 connector

SUBCON-PLUS-
PROFIB/AX/M12

SUBCON-PLUS-
CAN/AXIM12

For limited space
requirements

35° 35° 180°
. Universal .
Universal with PG Axial
2902320 2902319 2902321
2902325 2902324 2902326
. mPH(ENIX
CONTACT
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D-SUB fast connectors M12 Accessories

J J 7 77

Termination Termination Bus system Bus system Bus system
resistor resistor cable cable cable
M12 M12 0,3 m 1m 2m
SAC-5P- SAC-2P- SAC-2P-MSB/
( Type M12MS PB SAC'F?BP 'TMF: A7 MSB/0,3- 1,0-910/FSB s;g;z-ggg/
TR 910/FSB SCO SCO ’
Bus system Bus system Bus system
Description PR?ATZB = fF; ?noa::alignsngﬂgti’r cable, Profibus cable, Profibus cable, Profibus
(12 Mbps) (12 Mbps) (12 Mbps)
Cable lenght - - 0,3m 1m 2m
Order number 1507803 1403911 1518106 1518122 1518025

y

iy 97

Bus system Bus system
cable cable
5m Free input
YSIMS spczearss
SCO FSB SCO/910/...
Bus system Bus system
cable, Profibus  cable, Profibus
(12 Mbps) (12 Mbps)
5m 0,2...40m
1518148 1538092
. mPH(ENIX
CONTACT
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D-SUB fast connectors

PIR[O[F]I PJRJOJF][I PIRIOJF[] PIRIOJF] I PIRJOJF[I PIR[OJF]I
BlUIS BIUIS BlUIS BJUIS BJUIS BJlU[S
< ey . v
¥ - f, L ) i = ey
"}m"-—-w y m
. e
— -

5"'@

=

= 5
—

SUBCON-PLUS- SUBCON-PLUS- SUBCON-PLUS- SUBCON-PLUS- SUBCON-PLUS- SUBCON-PLUS-

PROFIB/90/IDC PROFIB/90/SC PROFIB/SC2 PROFIB/AX/SC PROFIB/PG PROFIB/AX
( Description IDC terminal block  Screw connection Screw connection Screw connection Spring connection  Spring connection
P connection teminal blocks teminal blocks teminal blocks terminal blocks terminal blocks
Cable inlet 90° 90° 35° 180° (axial) 35° 180° (axial)
Order number 2313672 2313698 2708232 2744380 2744403 2744377
Order number with
Programming 2313685 2313708 2708245 - 2744348 -

Interface

< O @ 0 [LlebNrAdt
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D-SUB fast connectors

CANOp2h  mmy, CANOPCN g

=
SUBCON-PLUS-CAN SUBCON-PLUS-CAN/SC2 SUBCON-PLUS-CAN/AX
. . Screw connection terminal Screw connection terminal
Screw connection terminal blocks, blocks blocks
. . ® H b
DESETE G, CrlitlopEm®, SEIBYELE P CAN, CANopen®, SafetyBUS CAN, CANopen®, SafetyBUS p
up to 1 Mbps
p up to 1 Mbps up to 1 Mbps
35°
. ! 35° 180°
Celzl it Celble elemeir Cable diameter 7,6...8,4 mm (axial)
6...10 mm
Order number 2744694 2708999 2306566
Order number with ) 2708119 )

Programming Interface

< O @ 0 [LlebNrAdt
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D-SUB fast connectors - Universal

SUBCON SUBCON SUBCON15 SUBCON SUBCON SUBCON SUBCON SUBCON15 SUBCON SUBCON
9/M-SH 15/M-SH HD/M-SH 25/M-SH 37/M-SH 9/F-SH 15/F-SH HD/F-SH 25/F-SH 37/F-SH

Housing With one cable entry

( Pin assignment

All contacts (pin / socket) to terminal block

. . 15-pos- pin . . 9-pos. 15-pos. 15-pos. 25-pos. 37-pos.
D-SUB/ No. of pos. 9-pos. pin  15-pos. pin HD 25-pos.pin  37-pos. pin socket socket socket HD socket socket
Order number 2761509 2761606 5604602 2761622 2300973 2761499 2761596 5604603 2761619 2300986

< O @ 0 [LlebNrAdt
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D-SUB fast connectors - Universal

73 e P

e” Y e V e, b e ¥ = 4 Ry 4
—e - x e 7 —w e B e T W 2/
AY — —F —E LY —

SUBCON- SUBCON- SUBCON- SUBCON- SUBCON- SUBCON-
PLUS9/M PLUSM1 PLUSM2 PLUSY9/F PLUSF1 PLUS F2
( Housing With two cable entries
'FuII 123568 234579 _FuII 1,2,3,5,6,8 2,3,4,5,7,9
: assignment assignment to two to two
Pin to two to two . .
. to one . . to one terminal terminal
assignment . terminal terminal .
terminal terminal blocks blocks
blocks blocks
block block
D-SUB/ No. 9 pos. N
of pos. POS- P
Order
number 2744018 2761826 2761839 2744241 2744267 2799490

€ 0O

SUBCON-
PLUS F3

2,3,6,7,8,9

to two
terminal
blocks

9.pos. socket

2761871

-. / i
SUBCON- SUBCON- SUBCON- SUBCON-
PLUSF4 PLUSF5 PLUS- PLUS-
M/AX 9 F/AX 9
180° (axial) 180° (axial)
2,3,456,7 1,1,23,6,7
to two to two .
. . Full assignemnet to one
terminal terminal terminal block
blocks blocks
. 9.pos.
9. Pos pin socket
2744089 2744102 2904467 2311797
. mPHCENIX
CONTACT
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Ethernet Extender

= SHSDL technology
= Ranges of up to 20 kilometers
= Existing two-wire cables can be used

= Data rates of up to 30 Mbps

= Easy installation via Plug and Play
= Automatic topology and data rate detection )
= Point-to-point, line and ring structures

= System extension during operation

Any medium . = Alerts / diagnostics via SNMP (Simple Network

Y307 ® e V- Management Protocol

= VLAN/RSTP (with Firmware 5.xx)

g 0O [(JFree 000 YRR OC
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Ethernet Extender

Managed Ethernet Extender 1

Status / diagnosis —

display
- ' Unmanaged 1
e S Ethernet Extender

N

v
#

Ve — VLAN/RSTP i

<

Replaceable 1 S
surge protection ‘

Remote diagnostics *

: Line, Star and Ring topologies
of all devices and paths

are possible  j

€ O G OO [DEERRE O
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Ethernet Extender

Point-to-Point and Line network structure

o
-" Ethernet
Station 3
Controler q Switch -
E Ethernet Extender |
Central 1
Up to zu 20 k 2-or 4 wire
Leitung
Station 1
Up to 20 km
ar |
Ethe[net Extender Ethernet Extendef®
I Ethernet .
Switch g

g 0O [(JFree O [JeoNTAGH
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Ethernet Extender
Ring network structure

Ethernet

Controller

q Switch

Redundant ring structure

gas

= Ethernet Extender

( Up to 20 km
Station 2
Central
Up to 20 km Ethernet Extender |
2-wire | J
Station 1
! Up to 20 km
‘ ' Ethernet Extender
( Q Product PHCENIX
overview : CONTAcr
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Managed Ethernet extender

Integrated display

SD card slot

4 Port Ethernet switch
Replaceable

surge protection

2 DSL ports

( Q Product
overview

TC EXTENDER 6004 ETH-2S

2 DSL ports
Integrated surge protection

Topology: Point-to-Point,
line, redundant ring

Unique at the market: Plug-
&-Play at ring application

>

D00 [
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Managed Ethernet extender

TC EXTENDER 4001 ETH-1S

Status LEDs

<

SD card slot

1 Ethernet port

Replaceable
surge protection

1 DSL ports

( Q Product
overview

1 DSL ports
Topology: Point-to-Point

Integrated surge protection

000 [RESHRE
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Unmanaged Ethernet extender

TC EXTENDER 2001 ETH-2S

2 DSL ports

I
1
i
Status LEDs —.l

V.

/ DSL Status/Link

LEDs

( Q Product
overview

2 DSL ports
1 Ethernet port

Topology: Point-to-Point,
line, redundant ring

Unique at the market: Plug-
&-Play at ring application

@ 0 [LlebNrAdt
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VLAN / RSTP

Improved properties from firmware v5.xx:

VLAN (Virtual Local Area Network):

With VLAN, physical IP networks can now be separated into
logical/virtual subnets. Communication is then only possible within
the corresponding VLAN, thus isolating critical IP networks and
making them more secure.

STP/ RSTP (rapid spanning tree protocol):

The availability of the entire Ethernet network is guaranteed, even
in the event of an emergency. This ensures that redundant network
paths can be activated again via STP/RSTP if required, for
example, if a connection fails

A

300

200
Water treatment
plant

300 =
Substation —i

100
Pressure control
station

Product
overview

100 P
200 '

100
200
300

300

Current

100
Gas

200
Water

LAN1

Ethernet

SO SHDSL (2-wire)

Surge protection

| Unmanaged

Ethernet extender

100 , Q. 100
200 @ 200
300 Iﬂ ﬁ 300
200 _|% M _ 300
Water |- lh = Transfer station
00 |8 = ST
Current —% %— Distributing statiol
i =
= =
100 =2 LB — 200
Gas | | Pumping station
2
4 e
Pl
CONTACT
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Status- / diagnosis display

SHDSL-
connection
DSL At —
Quality:
DSL Bt | [
Guality:  [OO0) ve

No remote device

DSL A:
Qualitu:
DSL Bt
Quality:

V8
Remote device found

DSL A I—x1
ouslity: [OO0O
DSL Bt | .
Quality: e
Initialization
DSL A 5696 kBit/s
Quality: [EEW|
DSL Bt | [— 3
Qualityt V8

Current data rate

DSL A: S696 kBit/s
Qualitys m

DSL B! 5696 kBit s
Quality: [WEDO| o

Current data rates

System
topology

2/8

No remote device

278

Point-to-Point

Redundant Ring

- Power supply

- Outputs DO
us 12
us 2t
Do 1t
D02t | —"e— 28

- Both power supplies
= OK

- Both outputs
= low

Surge protection

2702258 - TC PT-10 SHDSI
DSL A #: «al v
DSL B ’: «al v

Protection module OK
= OK

Ethernet
parameter

Mode:Static

P:192.1680.1
Mask: 2552552550

Gateway: 192

A

Je88.1
58

Product
overview

Device
information

Device nane:

TC EXTENDER 6884 ETH-2¢
Serial No.: 1894439434
HuW: 9e111

Master Fuw: 40300
6/8

@« e

Link documentation

optional

Service & Support
Muster GrnbH

Muster Str.l
Musterhausen
Deutschland

Mr. Mustermnann

+49 171122456 789 g,.g

Individually configurable

via web server

PHCENIX
ONTACT
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Remote diagnosis via IP (Web based management)

)@ IEER ¢

TC EXTENDER 6004 ETH-25
2702255

~ Information

~  Erwsiterts Konfiguratian

SHIP

- Dwagnose

Allgemein

Trp
Artikelnummer
Sariennummer

MAC-Adressa

TP-Ad
P
Betriehszeit
Systemzait
DO-Status
Sh-Karte

Uberspannungsschiz

TC EXTENDER 6004 ETH-25

2702255
5781231232
00:A0:45:81:8C:DF
192.168.:0.754

4.10/10

7 Tage, 22 Std. - 27 Min. - 23 Sek.

£2/02/2015 12-5td.:37 Min:07 Sek.

DO1: geschlossen
Keine SD-Karte

PortE: OK

DSL-Schnittstellen

Strackenname
Verbindungsstatus:
verbindungsabbriche:
Datenrate
Verbindungsqualitat:
Phirtzw erklast [TxiRx]

Stérungsdiagnose:

DSLB

Linée3 Bahnhafstiasse
Verbunden

0

5696 kbps

0% 0%

Keine Starungen

DOZ: geschiossen

POt A OK

DSLA

Linw1 Dringenauestrasse
Redundante Leitung

0

5696 kbps

0o 0%

Keine Staningen

TC EXTENDER 5004 £TH-25
02288

Informaion

Erwakarta Korfiguration

Oragnase

5L tenologie

Adrivisty ation

rarvirnamng

DSL-Topologie

Une} Dringenau

Devicel XTDSO04

| £
Allgemein
o TC EXTENDER 6004 ETH-25
1p-dresse
Fapn
Setnebaznit 2 41 M, - 26 ek
5551 M 10 Sk
DO gradhiossen DOE geschiossen
—
[E—— Poh: OK
DSL-Schnittstellen
osi osLa
Strackarnzma Lne3 Bahchofstrazso Lne Drrqenaucrstrasse
e verwden Rt dente Leiurg
erbinigaabliode © ©
Galeniate: 5656 K 5658 Kb
“erbncurgacusiat
Netruerlast [Tafic] % 0% % 0%
Stonmgedigrose keie Steurgen keine Steurgen
Ethernet-Schnittstellen
Link-Status Metzwarkinst
i e
[EURY Hisne Vesbieicng =
Lan Z Hing Vel =
LNz 100Ease T vellcuplex cozs oo
LA Keinz varbncuna

Product
overview

O 0 ReoRaa

Live test link to an
Ethernet Extender
in Bad Pyrmont:

http://217.91.193.246:100
0

Login:
User Name: user
Password: user
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Integrated surge protection

Alarm via SNMP

(Simple Network Management Protocol ):

Status Action

Protective module ok -——----

Performance limit DSL port is at performance

reached limit, replacement of
protective module is
recommended

Module overloaded DSL port is overloaded,

replacement required,
Replace protective module

Circuit diagram

SHDSLA __:i'— A
. A L
L
SHOSH I B
I )
I
| :
Surge protection
Product Y # y PHCENIX é
overview o . mCONTACI' .
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Extension of complex IT networks

Function

Topologies

Replaceable
surge protection

Diagnostic
indicators

Ports

Order number

TC EXTENDER 2001 ETH-2S

Unmanaged
Ethernet-Extender

Ring,
Line,
Point-to-point

No

LEDs

2x SHDSL, 1x Ethernet

2702409

Managed

Point-to-point

Yes

LEDs

2702253

<

TC EXTENDER 4001 ETH-1S

Ethernet-Extender

1x SHDSL, 1x Ethernet

A

TC EXTENDER 6004 ETH-2S

Managed

Ethernet-Extender

Ring,
Line,
Point-to-point

Yes

Display

2x SHDSL, 4x Ethernet

2702255

o

‘ |
‘
4

s

TC TC
EXTENDER EXTENDER
PT-IQ-1S PT-1Q-2S
Replaceable Replaceable
surge surge
protection protection
module module
Only for Only for
Ethernet Ethernet
extender 4001 extender 6004
ETH-1S ETH-2S
(2702253) (2702255)
2702257 2702258
. mPHGNIX
CONTACT
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Ethernet Media Converter

Link-fault-pass-through
function: constant

very short delays (latency) connection monitoring

|

[Df5eaa s o7

Maximum interference
immunity,

8
2 H
= ]
2
s 8
- =3
5 ~
[%)
= £

MC 2000 MM

o
b
=
[
w
e
-]
S
]
(1]
=

—— approved for zone 2

Maximum transmission distances with an —]

extremely high data rate up to 40 km

g 0O [(JFree O [JeoNTAGH
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Ethernet Media Converter

g -

8
=
H H
2 -
H 8
E &
= H

>

For standard application For realtime protocols With special approvals For special application
Class 1000 media converter Class 2000 media converter ATEX and DNV shipbuilding Provide perfect solution, even for
They offer an easy and Time cricial Ethernet protocols approval for e.g. process special applications such as
inexpensive entry-level solution such as Powerlink, EtherCAT or industry, machine building and rotating applications, PROFINET
for converting to FO technology Sercos. Thanks to the switch- wind power, through to networks or use in the energy

over to pass through operation, shipbuilding. industry.

they enable very short delays

(latency)

<« O e © 0 RcoNmaa
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Ethernet Media Converter WDM

= Full duplex transmission via a single optical fiber

= 10/100Base-T(X) auto negotiation

REHPEE S = Link fault pass through (LFP) i

TX (1310 nm) RX (1310 nm)

= Fare End Fault signaling (FEF)

RX (1550 nm) TX (1550 nm)

= SC simplex connection

= Redundant power supply possible

= QOperation mode and speed can be set manually

€ O G OO [DEERRE O
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Link Fault Pass Through (LFP)

TP link failed

Ethernet *

TP port link failed

Ethernet *

Switch Switch

FO converter FO converter

The LFP function provides permanent connection monitoring

= The link on the fiber optic connection switches off, if the connection is lost on the
copper side of the FO converter

= The FO converter on the other side registers the aborted link via the fiber optic
path and likewise interrupts the connection for the twisted pair segment

g 0O [(JFree O [JeoNTAGH
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Ethernet Media Cfonverter’

& =,
L4
FL MC FL MC FL MC FL MC FL MC 2000T FL MC 2000T
1000 SC 1000 ST 2000T SC 2000T ST SM20 SC SM40 SC
Transmission Multimode fiberglass Singlemode fiberglass
Connection method SC duplex B-FOC (ST*) SC duplex B-FOC (ST*) SC duplex
( Temperature range 0°C...+60°C -40°C...+75°C

Range Up to 9.6 km Up to 20 km Up to 40 km
Light wavelength 1310 nm

Special features Store-and-forward or pass through mode can be selected via DIP switch with a short

At e Eto e DA (Y latency time of 835 ns. They can therefore be used for realtime Ethernet protocols

Order number 2891320 2891321 2891315 2891316 2891317 2891318

< O @ 0 [LlebNrAdt
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Ethernet Media Converter

v v 4 { 1’

FL MC Egc1300 MM FL MC E;T1300 MM FL MC ESFC1300 SM FL MC 2000E FL MC ZEIC):OE SM40
Transmission Multimode fiberglass Singlemode fiberglass ~ Multimode fiberglass  Singlemode fiberglass
Connection method SC duplex B-FOC (ST*) SC duplex LC duplex

( Temperature range -40°C...+65°C -40°C...+75°C )
Range Up to 10 km Up to 36 km Up to 9.6 km Up to 40 km
Light wavelength 1310 nm
Special features LFPT and FEF diganostic functions, auto negotiation and auto MDI (x), Accordance to IEC 61850/IEEE1613
backplane bus for redundant or alternative power supply 4 kV insulation voltage, high EMC protection

Order number 2902853 2902854 2902856 2891056 2891156

< O @ 0 [LlebNrAdt
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Ethernet Media Converter

]

FLNCEFaPM pLmcerwomasc — TOMCEFWOMB g mcetnroesor  FLMCEF 660
Transmission Multimode and single mode glass fiber Polymer fiber PCF
Connection method SC simplex SC-RJ
( Temperature range -40°C...+65°C -20°C...55°C
Range Up to 38 km Up to 100 m
Ll TR 1310/1550 nm 660 nm

Special features T-coupler with two FO

Converters Single-port media

Converter A Converter B connections and two
Aand B converter
RJ45 sockets
Order number 2902660 2902658 2902659 2313164 2702944

« O O 0 [LeoNAG
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Patch panels Ethernet connectivity

Simple and fast connection between your
Ethernet field and cabinet cabling

= Large selection of different connection
technologies

Protective functions for high system availability )

Concealed wiring space, thanks to front cover

10/100 /1000 Mbps

€ O = OO [DEERRE O
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Benefits -Patch panels

— O ® ®

Connection point Save approx. 60% in time (Optional)
between your Ethernet compared to contacting , ,
field and c};\binet cabling an "RJ45" connector Protect your cabinet The cabinet builder
against overvoltages in delivers an attractive
=> Save costs with one unit cabinet.
' ‘ different field cable .
( connection options => Save cost & increase The cover hides the
availability wiring
Defined handover point _ ,
for responsibility from the / => Appearance is
panel builder to the \\\ important
electrician! Power your device over
Ethernet
Tool free installation )
=> PoE Injector
( Q Product . mPHGle
overview CONTACT
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Benefits -Patch panels

Cabinet patch cable —

Terminal assignment for Ethernet
+ Cover

>

Different connection
“— technologies for field cabling

Screw
Push-In
Cable shield contact spring IDC
(shield contacting with strain relief) RJ45

& @ e 000 BRSO
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Patch panels

X1 I Il

Terminal assignment for Ethernet .

X

Length for cable stripping 1=

<

Integrated surge
protection

Covered cable installation

<

e

" E— Shield current detection

{
|
I

Different connection
technologies

« Screw

* Push-In

« IDC

« RJ45

m~ s Dw -
0~ s m W

Bl

Cable shield contact spring 1
(shield contacting with strain relief)

Product
overview

A

O 0 ReoRaa
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Patch panels

Ethernet connectivity

Choose a simple and fast connection between your
Ethernet field and cabinet cabling.

Power Injection

Power Injection
(PoE)

g 0O [(JFree 000 YRR OC
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Ethernet terminal block

Patch panel

Simple and fast connection
between your
Ethernet field and cabinet cabling

Patch Panel

e ———
HEIEAR
dEE

Defined handover point for
responsibility from the
panel builder to the electrician!

Ethernet cable

( Q Product ..- PHCENIX .-
overview CON'I'ACI'
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Ethernet terminal block

Patch panel

Simple and fast connection
between your
Ethernet field and cabinet cabling

Patch Panel

Protect your cabinet

with integrated
surge protection!

Ethernet cable

Patch Panel
with
surge
protection!

Protected
against
overvoltages!

( Q Product
overview

OO LleoNAa @D
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(IR

AII]'I”I”"I”'

Ethernet terminal block
PoE Injector

Powered ‘ ‘

device

'ﬁ‘l‘

® !'- Power-over-
Ethernet

=

=
‘ Power PoE injector with direct kNG C
+ field cable connection N

Power over Ethernet (PoE)

OO LleoNAa @

INSPIRING INNOVATIONS

Field
installation

( Q Product
overview




T

2wl

Ethernet terminal block

PoE Injector

PoE Injector

) with
b ¢ 1 surge
P d ( -
d:\‘?l’(e:;e 1| Power-over- prOteCtlon!

Ethernet

i U | 55

Protected
‘_ against
overvoltages!

Power Protect your cabinet
+ 4 with integrated
Data == surge protection

RS Power over Ethernet (PoE)

OO LleoNAa @
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Terminal assignment

PROFINET

1236

E

0G

WH

DWW |IN|—=

BU

TIA 568 A

Ethernet

TIA 568 B

12364578

WH/GN

GN

WH/OG

0G

BU

WH/BU

WH/BN

RXIN|O ||| W|N|—

BN

12364578

NIVE

\Al

WH/OG

OG

WH/GN

GN

BU

WH/BU

WH/BN

RIN|O || WIN|—

BN

<

Terminal assignment for Ethernet

Key:
OG
WH
GN
YE
BU
BN

Q Product
overview

(IEC 80.3u: TIA568 A, TIA 568 B)
and Profinet

Orange
White
Green
Yellow
Blue
Brown

O 0 ReoRaa
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Cable shield connection

o

Step 1: - Step2: Step 3: Step 4:
Connect the wires without Laying the cable jacket Closing the cover Ready!
special tools and shielding underneath Clean installtion

the shielding clamp

g 0O [(JFree 000 YRR OC
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Crimping length

1 100000000

==i=l=l=i===

—
ﬁ DA ADLN=
‘ - 2
[ 'i' 4 .,.I_ !
' MR

lilpé

TN LD =

"2

e

The edge off the shield contact spring indicates
the correct length for stripping (5,5 cm)

‘o

Place the cable end on the marking line

Product
overview
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Shield current detection

&

Shield current detection
Indicated by LED

L Iln':

Patch panel

Generators/
Transformers

‘|1|il|ﬂ|ilpl\l |~

|" Rk
Wy l||H||

Potential differences

w(,, ('.;:‘ l“n‘

Ethernet CATx

Inductive load/motor

Product
overview

l ‘ Ethernet+Power

S

If there are different
potential references
within an installation,
equalization currents
can flow via the cable
shielding.

LED (SC) lights up in
the event of cable
shield currents
greater than +30 mA
and less than -30 mA

mPH(ENIX
CONTACT
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Patch panels

L]
Q

PP-RJ-RJ PP-RJ-SC  PP-RJ-SCC PP-RJ-IDC PP-RJ-RJ-F PP-RJ-SC-F PP-RJ-SCC-F PP-RJ-IDC-F

Function Standard Standard Standard Standard Functional Functional Functional Functional
patch-panel patch-panel patch-panel patch-panel patch-panel patch-panel patch-panel patch-panel

Cable RJ45/ RJ45/ RJ45/ RJ45/ RJ45/ RJ45/ RJ45/ RJ45/

connection RJ45 Screw Push-In IDC RJ45 Screw Push-In IDC

Surge No No No No Yes Yes Yes Yes

protection

Shield current No No No No Yes Yes Yes Yes

detection

Order number 2703015 2703016 2703018 2703019 2703020 2703021 2703022 2703023

< O @ 0 [LlebNrAdt
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Patch panels

X i‘_: Py |
i | 52|
FL CATSB-{)E(RMINAL FL-PP-RJ45-SC FL-PP-RJ45-SCC FL-PP-RJ45-LSA
Connection type RJ45/Screw RJ45/Screw spring-cage connection LSA-connection
Description ESE ST,
10/100 MBit/s 10/100/1000 MBit/s

Shielding DI ?gilthe BIL directly on the DIN rail or optionally via RC combination
Shield connection Bracket clamp with screws
Order number 2744610 2901643 2901642 2901645

< O @ 0 [LlebNrAdt
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Patch panels

Connection type

( Description

Shielding

Shield connection

Order number

FL-PP-RJ45/RJ45
RJ45/Screw

8-pole,
10/100/1000 MBit/s

Directly on the DIN
rail or optionally via
RC combination

2901646

FL-PP-RJ45/
RJ45-B

RJ45/Screw
Extended temperature

range -40 °C ... 85 °C,
narrow width

Continuous shield

Via RJ45 port

2904933

FL-PP-RJ45-SCC/ FL-PP-RJ45-SCC/
SC041 SC045

spring-cage connection LSA-connection

Cable sharing module with
cable outlet to the front

Cable sharing module with
cable outlet upwards

Directly on the DIN rail or optionally via RC combination

Bracket clamp with screws

2903532 2904577

@ 0 [LlebNrAdt
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Power over Ethernet Injectors

Different performance A
_ standards (15/30 /60 W)
and
galvanic isolation )

Surge protection and .
shield current monitoring
on the field cable side

Tool-free shield
connection

Multiple connection *
technologies and covered
wiring space

g 0O [(JFree 000 YRR OC
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(IR

4||1l||||||l||l)l

Ethernet terminal block
PoE Injector

Powered ‘ S

device

s !- Power-over-
Ethernet

' [ 1

PoE injector with direct

field cable connection
Field Power over Ethernet (PoE) |

iNStallation | - et

< QO =z coEMINRZeE
overview CONTACT
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Ethernet terminal block

PoE Injector

Powered ’m 1

device

Power

Data

T

2wl

PoE Injector
with
surge
protection!

1 1 Power-over-
Ethernet

i U | 55

Protected
‘_ against
overvoltages!

Protect your cabinet

with integrated
surge protection

Power over Ethernet (PoE)

OO LleoNAa @
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Power over Ethernet Injectors

® |

. Camera

Power ws% ' POE Injector
Ethernet | I
&
Save installation costs " f‘
|
Power over
Ethernet

g 0O [(JFree O [JeoNTAGH
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Different performance standards

= |EEE 802.3 at, upto 15 W
Different = |EEE 802.3 af, upto30 W

performance = PoOE ++,upto 60 W

standards and (pre IEEE 802.3 bt)
galvanic isolation

= supply voltage and Power
over Ethernet port are
electrically isolated in
certain Injector’s

L O (Lo @ [JeoNTAGH
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Surge protection and shield current monitoring

= integrated surge protection
protects devices and
application against sudden
high voltages in the data

Surge protection and cables

shield current
monitoring on the field

cable side = An LED indicates

differences in potential or
other shield currents

caused by the effects of
EMC

L O (Lo @ [JeoNTAGH
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Multiple connection technologies

RJ45 Push-in

[

=
Multiple connection TR
technologies and o
covered wiring space

IDC Screw

( Q Product
overview

IDC, Push-in, screw, and
RJ45 connections.

Covered cable wiring
space

PHCENIX @
CONTACT
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Tool-free shield connection

= Quick and easy connection
of the cable shielding
without tools

= strain relief is assured

= Simply lay the cable in the
shaft provided and close
the shroud

Tool-free shield
connection

T 000 YRR OC
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Power over Ethernet Injectors

INJ 1000 INJ 1000-T INJ 1100-T INJ 2102-T INJ 2103-T INJ 2101-T

INJ 1010 INJ 1010-T INJ 1110-T INJ 2112-T INJ 2113-T INJ 2111-T AL A3 2
Connection technology RJ45 / RJ45 RJ45 / RJ45 RJ45 / RJ45 RJ45/1DC RJ45 / Push-In RJ45 / Screw 2 x RJ45/RJ45
Temperatur range 0°C ... +60°C -40 °C ... +75°C 0°C ... +55°C
( Galvanic isolation No Yes
O\_/ervoltage prgtectiop, No Yes No
shield current diagnosis
Order number .
PoE af*/at, 15*/30W 2703005 2703006 2703009 2703012 1004065 2703011 2891013
Order number 2703007 2703008 2703010 2703014 1004066 2703013 -

PoE bt, 60W

< O @ 0 [LlebNrAdt
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Ethernet Network Isolator = Protection against aggressive

environmental influences,
particularly harsh industrial

environments, thanks to coated PCB
= Dielectric strength of up to 4 kV

= No power supply required

= Approval for railway applications

(rolling stock) according to
EN 50155 and EN 50121

g 0O [(JFree Q0@ LT
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Ethernet Network Isolator SIPR Arodbus S

Without power supply
Wall or DIN rail mounting
| Optional with DIN Rail mounting kit
4000 V AC electrical o
isolation

<

Approval for
« EN 50121 (track)
EN 50155 (rolling stock)

>

Vibration-resistant M12 connection

‘ SPEEDCON
LOCKING

g 0O [(JFree O [JeoNTAGH
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Ethernet Network Isolator

= Avoids high potential
equalizing currents
between individual
sections of the train up to
4 kV

Railway application

= Approval for EN 50121

(track) )

= Approval for EN 50155
(rolling stock)

L O (Lo DO @D L ENX

INSPIRING INNOVATIONS




Ethernet Network Isolator

Reliable protection in case of
potential differences

4,000 VAC galvanic isolation Screw terminal

( Passive device

10/100/1000 MBit/s .

RJ-45 connector
10/100 MBit/s

g 0O [(JFree 000 YRR OC
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EN 50155-rolling stock
EN 50121- wayside

Port 1

Port 2

Baudrate im Mbps
Galvanic isolation up to
Mounting on

Order number

Ethernet Network Isolator

FL Isolator 1000-

RJ/RJ

Yes

RJ-45
RJ-45
10/ 100/ 1000
4000 V
DIN Rail

2313915

FL Isolator 100-
RJ/RJ

Yes

RJ-45
RJ-45
10/100
4000V
DIN Rail

2313931

< 0O

FL Isolator 100-
RJ/ISC

Yes

RJ-45
Screw
10/100
4000 V
DIN Rail

2313928

FL Isolator
100-M12

Yes

M12 D-coded
M12 D-coded
10/100
4000 V
Wall

2902985

-/

FL EPA RMS

Set for mounting
devices with EPA
design on a DIN rail
for
FL Isolator 100-M12

2701133

mPH(ENIX
CONTACT
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Serial Device Server / Gateways

Serial Device Server and Gateways enables
easy integration of legacy serial devices and )

buses into Ethernet networks.

€ O G OO [DEERRE O
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Serial Device Server / Gateways Application example:
1 PROFINET to MODBUS ASCII/ RTU/TCP

256-bit AES encryption for secure 1 PROFIBUS DP to PROFINET

transfer of sensitive data
1  Modbus RTU/ASCII to Modbus TCP

User authentication to prevent
unauthorized access

( G Simple configuration and

built-in diagnostics

1 Serial Tunneling (point to point)

1 Serial Tunneling (multiplexing)

1 Multiple devices with the same Device ID

Compact, DIN rail 1 Private Modbus Networks

mount form factor

1 Virtual COM Port

Windows COM port driver for i ASCII to Ethernet/IP
seamless integration

AEEEEC

1 ASCII to Modbus RTU

g 0O [(JFree O [JeoNTAGH
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Device servers - Application example

PROFINET to MODBUS ASCII / RTU/ TCP

T

=il

PROFINET controller

#ﬂadbus

RS-232/422/485

GW PN/MODBUS 2E/4DB9

( Q Product
overview

MODBUS ASCII/RTU
master or slave

MODBUS TCP
client or server

O 0 ReoRaa
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PROFINET to MODBUS ASCII / RTU / TCP

Functions as a PROFINET slave and a

MODBUS client/master and/or MODBUS ssagl
server/slave —
d |
Supports up to 1600 MODBUS registers @E
( and up to 2560 MODBUS coils :
Multiport options available to meet every !
application 5

GSDML files available for simple integration
into Profinet controllers

g O e O [JeoNTAGH
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Device servers - Application example

PROFIBUS DP to PROFINET

BJUIS

— ]
oo (g 1%
|
|
|
|
|
|
|
|
—l

| & | &
Up to 125 PROFIBUS DP slaves

PROFINET controller —
GW PN/DP 1E/1DB9

g 0O [(JFree O [JeoNTAGH
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PROFINET to MODBUS ASCII / RTU / TCP

Functions as a PROFINET slave and

PROFIBUS DP master /.,»:i\\ |
Supports up to 31 PROFIBUS DP slaves S

directly and up to 125 slaves using

( repeaters |

GSDML generator for simple integration -2 A=

into PROFINET controllers

d
DTM file for simple configuration of \m/

PROFIBUS DP network

g O e O [JeoNTAGH

INSPIRING INNOVATIONS




Device servers - Application example

Modbus RTU/ASCII to Modbus TCP

RS-232/422/485

#ﬂadbus

Wz

LAN/WAN Modbus RTU
t\)\-j)/ Slave
Modbus TCP
Master
RS-232/422/485 I
Modbus ASCII
Slave
( ) Product PHCENIX
( overview CONTACT

INSPIRING INNOVATIONS




Device servers - Application example

Serial Tunneling (point to point)

RS-232/422/485

100.00Ibs

L O (Lo @ [JeoNTAGH
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Device servers - Application example

Serial Tunneling (multiplexing)

!

€ O G OO [DEERRE O
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Device servers - Application example

Multiple devices with the same Device ID

T)ﬁﬂodbus

Modbus TCP
Master

Device ID Offset

Port 1 Device ID Offset = 0

Port 2 Device ID Offset = +1
Port 3 Device ID Offset = +2
Port 4 Device ID Offset = +3

RS-232/422/485

Modbus RTU Slave
Device ID = 1

< 0O

Product
overview

Modbus RTU Slave
Device ID =1

O 0 ReoRaa
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Device servers - Application example

Private Modbus Networks

. I —
Device ID 1 Read Request \/ Modbus TCP

Device ID 2 Read Request X Master
Device ID 3 Read Request X

I RS-485

Modbus RTU Master
Device ID = 1 p

Modbus RTU Slave
Device ID =2

Private Device ID Range

Modbus TCP

Min =2 Max = 3
Slave

Modbus RTU Slave
Device ID = 3

L O (Lo @ [JeoNTAGH
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Device servers - Application example

Virtual COM Port

29752

|| TN '

AN/WAN

L
| i

S
COM Port Redirector or IP = 192.168.254.254
Windows Driver Serial Port 1 = TCP Port 8000

) /

Serial Port 2 = TCP Port 8001
COM 3 =192.168.254.254:8000

|COM 4 = 192.168.254.254:8001

L O (Lo @ [JeoNTAGH
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Device servers - Application example

ASCI| to Ethernet/IP

ﬁ Serial
i ASCIl/Raw
6 device
‘ ‘ Ethen ‘et/IP m Ethen ‘et/IP'EJ S
t\_’\_/_)/ |
TCP/IP
ASCII/Raw
device
Ethen'et/IP |
Product PHCENIX
€ O o @ et
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Device servers - Application example

ASCII to Modbus TCP

Serial
ASCII/Raw
device

RS-232/422/485

SWodbus m%ﬂodbus @
\C\»\_/*)/ ' g

|
Modbus TCP
Master

TCP/IP
ASCII/Raw
device

SWlodbus

i

L O (Lo @ [JeoNTAGH
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Device servers - Application example

ASCII to Modbus RTU

‘ ‘ \ ‘%ﬂadbus

Modbus RTU
Master

Serial
ASCII/Raw
device

RS-232/422/485

TCP/IP
ASCII/Raw
device

L O (Lo @ [JeoNTAGH
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Serial Device Server

Protocol

Ethernet interface

Serial interface
(RS-232/422/485)

Special features

Order no.

FL COMSERVER
BASIC

1x RJ45
1x D-SUB 9

ATEX. UL
(Class I, Division 2)

2313478

i v "W
; i Ny oy B
:."; ' / -'71;: !I.W- /
GW DEVICE GW DEVICE GW DEVICE GW DEVICE
SERVER SERVER SERVER SERVER
1E/1DB9 1E/2DB9 2E/2DB9 2E/ADB9
Protocol transparent
1x RJ45 2x RJ45
1x D-SUB 9 2x D-SUB 9 4x D-SUB 9
ATEX, IECEXx, UL (Class I, Division 2)
2702758 2702760 2702761 2702763

@ 0 [LlebNrAdt
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Gateways

i " Y. . e " L . 0
E / .l % .‘ £ .! o : .’i / ..l /J IL / .I - / n‘; /
GW GW GW GW GW GW GW GW
FL COMSERVER MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS MODBUS
UNI TCP/RTU TCP/RTU TCP/RTU TCP/RTU TCP/ASCII TCP/ASCII TCP/ASCIl TCP/ASCII
1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9 1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9
Protocol Modbus/RTU to Modbus/TCP RAW, ASCII to Modbus/TCP
( Ethernet interface 1x RJ45 1x RJ45 2x RJ45 1x RJ45 2x RJ45

Serial interface

(RS-232/422/485) 1x D-SUB 9 1x D-SUB 9 2x D-SUB 9 4x D-SUB9 1xD-SUB9 1x D-SUB 9 4x D-SUB 9
ATEX, UL
. “n ATEX, IECExX,
Special features (Class Ié)Dlwsson UL (Class I, Division 2)
Order no. 2313452 2702764 2702765 2702766 2702767 2702768 2702769 2702770 2702771

< O @ 0 [LlebNrAdt
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Gateways

% Ethen 'et/IP

= o P e i it # e
P W L A1 " W ) 1
> 4 % "y W/ r 4 g ",
GW GW GW GW GW GW GW GW EIP/ASCII
PN/ASCII PN/ASCII PN/ASCII PN/ASCII EIP/ASCII EIP/ASCII EIP/ASCI 2E/4DB9
1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9 1E/1DB9 1E/2DB9 2E/2DB9
Protocol RAW, ASCII to PROFINET RAW, ASCII to EtherNet/IP
SIS 1x RJ45 2x RJ45 1x RJ45 2x RJ45
interface
Serial interface
(RS- 1x D-SUB 9 2x D-SUB 9 2x D-SUB 9 4x D-SUB 9 1xD-SUB9 2xD-SUB9 2xD-SUB9 4x D-SUB 9
232/422/485)
Special features ATEX, IECEXx, UL (Class I, Division 2)
Order no. 1021080 1021058 1021056 1020882

2702772 2702773 2702774 2702776

< O @ 0 [LlebNrAdt
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Gateways

#Modbus  Etheri'et/IP #Modbus gEEaEr
o i e - e - i e e
‘ '. .. .r. 2' f' EI‘ fl ' 7 ! f =' f‘ 28 f'
> 4 % I 4 LY ¥ 4 L v "W/
GW GW GW GW GW GW GW GW
EIP/MODBUS EIP/MODBUS EIP/MODBUS EIP/MODBUS PN/MODBUS PN/MODBUS PN/MODBUS PN/MODBUS
1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9 1E/1DB9 1E/2DB9 2E/2DB9 2E/4DB9
Protocol Modbus to Ethernet/IP Modbus to Profinet
ST 1x RJ45 2x RJ45 1x RJ45 2x RJ45
interface
Serial interface
(RS- 1x D-SUB 9 2x D-SUB 9 2x D-SUB 9 4x D-SUB 9 1x D-SUB 9 2xD-SUB9 2xD-SUB 9 4x D-SUB 9
232/422/485)
Special L L
ATEX, IECEXx, UL (Class I, Division 2) ATEX, IECEXx, UL (Class I, Division 2)
features
Order no. 1062540 1062423 1062380 1062388 1105707 1105708 1105709 1105710

< O @ 0 [LlebNrAdt
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Gateways

Protocol

Ethernet interface

Serial interface
(RS-232/422/485)

Special features

Order no.

Buls
c 4

L] ,"l

GW PN/DP 1E/1DB9

Profibus DP to Profinet

1x RJ45

1x D-SUB 9

Connect up to 125
PROFIBUS DP slaves to a
PROFINET host

1108712

@ 0 [LlebNrAdt
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TIMESERVER NTP

The FL TIMESERVER is receiving very

O accurate Q

time and geo-location information
via GNSS (GPS, Galileo, GLONASS) and
provides the
time and date information
via NTP protocol
in Ethernet networks to time clients.

g 0O [(JFree O [JeoNTAGH
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FL TIMESERVER NTP
Time synchronisation

In Ethernet networks it is very important that all devices have an

accurate, synchronous system time. This way, all decentral activities

in the network can be documented with exact timing.

Example:

( * Lodfiles in network devices

+ Camera images (image / time alignment)

» Telecontrol protocols IEC 60870-5-104, DNP3 ... have a time
stamp

Only if all devices display the same exact time, a sequence of events
can be displayed.

The FL TIMESERVER NTP provides the time to the network via NTP

( Q Product
overview

[

PHCENIX
CONTACT




FL TIMESERVER NTP
Geo-location information

The FL TIMESERVER NTP provides accurate geo-location
information (GPS coordinates).

The information can be used to determine the exact location. 2;2

( Example:
* GPS positioning of e.g. containers, vehicles, buildings...

geo-location information

Precise position determination via web-based management,
SNMP, NMEA or JSON streaming.

g O e @ [JeoNTAGH




FL TIMESERVER NTP
Applications & target groups

= Energy automation
= |nfrastructure

= Water- / Wastewater
= Process & Pipeline

= Camera & Surveillance

roduc
rvi

n’:""‘“‘

LD

ﬁhr

PHCENIX
CONTACT




FL TIMESERVER NTP
Customer benefit

Synchronization of Ethernet devices in one network with

the same time
Precise localization (geo-localization information)

No Internet access necessary for more security

( Q Product
overview

. | EIC’HGNIX

ONTACT




FL TIMESERVER NTP
Satellite

= High availability thanks to a range of different satellite systems

= GNSS (Global Navigation Satellite System) for various satellite

GNSS Satellites

such as:
=  GPS (USA)
= GLONASS (Russian Federation)
= Galileo (EU)

= Automatic switching between the satellites with integrated

antenna R
19 satellites in view (7 used)

g 0O [(JFree @ [JeoNTAGH




FL TIMESERVER NTP

Time synchronisation

Remote station

Service PC

il

«

PoE

FL TIMESERVER NTP

0 Time

>~

<«

PoE Switch

GPS, Galileo
and GLONASS

reference

Product
overview

= No Internet access

= Accurate time
synchronization of
Ethernet devices in a
network via NTP protocol

>

necessary for more
security

@ @D [JeoNaa




FL TIMESERVER NTP
Geo-location information

GNSS Position

Please raise a telnet connection to port 2947 for getting raw NMEA information.

Latitude: 51.979408
Longitude: 9.279771
Altitude: 77.00
Location: Bad Pyrmont, Germany
Map
".
L4z 1
Welsede
i
A
raciEYITRONt ef;.& GPS coordinate Linto
lagen .
1
Lichtenhagen
L Eichenborn
LUQE}E 'L".;_::.':Ievnenberg
./I ) Report 3 problem | @ OpenStreetMap contributors

< 0O

Product
overview

Precise position
determination via web-
based management,
SNMP, NMEA or JSON

streaming

@ @D [JeoNaa
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FL TIMESERVER NTP = |P67/68 outdoor

Features housing with integrated
antenna

= Extended temperature
-40 ... +70°C

TIMESERVER

= GNSS receiver for
GPS, Galileoand 2
GLONASS

ﬁu|||||||||||||mu|||m|m|||||||
A8.741D.8E.D0.93

S 68

no.: 20335150!

= Diagnostic LEDs for
power supply and
satellite-fix
(disengageable)

g 0O [(JFree O ¢ RIS




FL TIMESERVER NTP
Features

= NTP time server for
Ethernet networks

= Gigabit Ethernet with
Power over Ethernet

supply @3
>

= Alternative external D
10 ... 30 V DC supply

-
¥

OO @D [Lesiaa @ ¢




FL TIMESERVER NTP
Mounting

( Fast and easy
connection

thanks to single-hole
mounting

contact @ D

overview




FL TIMESERVER NTP
Mounting

. PFower SUuppiy

\I VL) oUPMNPMI

iy )
4 0O e ol 000 [LIoNTAa @




FL TIMESERVER NTP
NTP Server

= Network Time Protocol (NTP) is a standard Internet Protocol
(IP) for synchronizing the time of computer clocks over a
network

= As a server, it makes its own time available to other NTP
clients in the network. )
= NTP uses a hierarchical architecture

= Each level in the hierarchy is known as a stratum.
= Stratum 0: are hardware reference clocks (atomic or
GNSS) 8
= Stratum 1: NTP servers have a direct connection to a ——— & Switch
hardware clock

i

Server/Workstation

g O e @ [JeoNTAGH




FL TIMESERVER NTP
Start-up / Configuration

&« c @ @ 192.168.0.254/admin/status.php B e fig N @

Web Based Management for
YOS ec@ e Configuration and Diagnostic

ICONTACT

HOME INTERFACES SERVICES SYSTEM LOGOUT

Default IP parameters

FL TIMESERVER NTP

e T S IP address: 192.168.0.254 )
A e e i Subnet mask 255.255.255.0
> ' Welcome Screen with Overview
about LAN and GNSS status

System

g 0O [(JFree @ [JeoNTAGH




FL TIMESERVER NTP
Start-up / Configuration

OEREME D ec@®

HOME INTERFACES SERVICES SYSTEM 1LOGOUT Web Based Management for
FLTITE;EFB\;ERNTP Configuration H Position ” Satellites ” Supervision Configuration and Diagnostic
GNSS Position

Please raise a telnet connection to port 2947 for getting raw NMEA infermation.

Latitude: 51.980148
Longitude: 9.279409

Atude: 166.90 Geo position is displayed )
Location:

Bad Pyrmont, Germany

comfortable via Open Street
- Map (Internet access needed)

Port Setup +

1P Settings Badikyrmont Oesdorf

K38

Without Internet access only
Latitude, Longitude and Altitude
is displayed.

N5G Emmertal

( Q Product . mPH(ENIX
overview

CONTACT




FL TIMESERVER NTP
Start-up / Configuration

YO RGRREC T OC@ O

HOME INTERFACES SERVICES SYSTEM LOGOUT

FL TIMESERVER NTF Configuration H Position ” Satellites ” Supervision We b Ba Sed M a n ag e m e nt fo r

1107132

Gnss satelites Configuration and Diagnostic

Easy and comfortable
overview about the available
GNSS satellites

Ethernet

Port Setup

VLAN Management

IP Settings

GNSS

20 satellites in view (6 used)

g 0O [(JFree @ [JeoNTAGH




FL TIMESERVER NTP
Start-up / Configuration
)ODLTIEDOOED O

HOME INTERFACES SERVICES SYSTEM LOGOUT

Web Based Management for
Configuration and Diagnostic

FL TIMESERVER NTP NTP Server Administration
1107132

Administrative status: ® anabled
O disabled

NTP Server Configuration
Poll interval: |256 seconds For requestlng the tlme Vla )

Allowed hosts: Address: 192.168.0.0 M- .
ez ::‘255_255_255_0 NTP, it is important to set up

NTP Server - the ,Allowed hosts" and
s - ,Netmask” of NTP Clients in
the network!

SSH/Telnet Server
SNMP Agent

Web Server

g 0O [(JFree O ¢ RIS




FL TIMESERVER NTP

Start-up / Configuration

HOME

INTERFACES

SERVICES

SYSTEM

LOGOUT

FL TIMESERVER NTP
1107132

Configuration ” Position

GNSS Server Configuration

Server port:

Allow clients from:

Clients start:
Ethernet

Apply
ort Setup

VLAN Management

IP Settings

GNSS

” Satellites ||

|2947

O nowhere
® everywhere
O specify

in json mode ~

Supervision

A

Product
overview

Web Based Management for
Configuration and Diagnostic

For requesting the geo-

position the NMEA0183 and
JSON protocol can used on
TCP port 2947

,07

00 @D DT O




TIMESERVER NTP

TIMESERVER NTP
Type FL TIMESERVER NTP
Order number 1107132
Description NTP timeserver with GNSS
receiver

@ 0 [LlebNrAdt
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TC Mobile I/O e

"% TC Mobile /0 APP i

N
Ite
— Communication over the mobile
Smallest remote control or network
- . 1
alerting station » Alerting via SMS and E-Mail 1
4 relay outputs DDDDD i
4 digital & 2 analog inputs ?%Za';\'.'?' > or constant communication with
- T the ODP protocol §
USB port

Application example

Configuration via web browser

o1 U1 0203 UB2 04
uom oLfuz 12 o1 U8 02|03 LB2 ¢

EREEEEEEEEER AR R | i - . .
1 mesese, en0ne? Switching relay via APP
Alerting at power failure
Sends SMS message

1 Device to Device communication

g 0O [(JFree O [JeoNTAGH
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TC Mobile /O X200 App

[EERRS

TC Mobile
e}

oonnfwe i o umorjo o
llllll "llllllllllli

s000
[ TI1TLL] '.,.

;;;;;;

Get the APP on
Google play or Apple Store

Android

( Q Product
overview

User-friendly visualization
Switch outputs on touch
No SMS typing

Query the device status
automatically or manual
Full cost control

Easy to use

Phoenix Contact ’
Blomberg, Germany ‘

1325 ﬁ_ -
PRALLLCIN == ==SalLLCl i

Server

SMS

O 0 ReoRaa
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X200: Switching relays remotely via APP

Smartphone

— ——— - N
A

€

( | On
I @
|

PHCENIX

ICONTACT

g;_’_l TC Mobile
1o

i

APP

ANARRENRRRSNRAREAN
el I o Toc e QBGQG‘

TC Mobile

4 relay outputs
4 digital & 2 analog inputs

Q Product
overview

mPH(ENIX
CONTACT
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X200: Switching relays remotely via APP

Smartphone

. D
" APP

TC Mobile
/0

4 relay outputs
4 digital & 2 analog inputs

AEEENENEENENE
(s o fuc Lo o RO Toc o D Loc

( Q Product
overview

L5

=y

@ 0 ReoRiAa
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X200: Switching relays remotely
£9

Digital Input Digital Output

TC Mobile TC Mobile

g 0O [(JFree 000 YRR OC
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X200: Switching relays remotely

Digital Input

TC Mobile

SMS

2y

Digital Output

TC Mobile

T @ [JeoNTAGH
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X200: Sending e-mails / SMS

E-mail ))) = The device can send alarms and cyclical messages
e , by e-mail.
: E-Mail —[ . .
= Also the entire log book can be send as an e-mail.
]
= E-Mail communication can take place without
TC Mobile 1/0 X200 encryption or with SSL encryption.
SMS | = The device can send an SMS even without an

Internet connection
= Send SMS to individual devices or to device groups
| = Switch the integrated relays via SMS messages

= In the event of a power failure, one last SMS can

TC Mobile 1/0 X200 still be sent to a selected device!

g O e O [JeoNTAGH
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X300: Communication with ODP server

Client

TC Mobile 1/0 X300

1]

S o

n— ERRE
¢

A

The device communicates via the ODP
protocol (Open Data Port)

The TC Mobile I/0 X300 is an ODP client

ODP is a solution for remote transmission of
data in order to adequately monitor systems

transmit the data immediately or with a delay
via the GPRS mobile communication service

The ODP protocol stands for scalable and low
data communication. It can therefore reduce
the costs of mobile data communication

Configuration via web browser

T O [JeoNTAGH
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Web browser

[ 7C Mobite IO

& 169.254.101

English  Deutsch

Lo
TC MOSLLE 1/O %200

fiy oy P
W ) o

Welcome

" Firefo: hl

[E) 7C Mobile 10

'-‘-“-'::'.'9/////////,

&

English  Deutsch

ittty

‘‘‘‘‘

temobi

Mgy

le

17

L+

Connect the devices via USB cable

An installation wizard will support you
during initial startup of the device.

No additional software is required

@ o on s
Davice 1

9 Checking devics stale:
Davice teady
Send ping lo devicn

T @ [JeoNTAGH
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Web browser — Digital Input

Digital Inputs
TeRERE T ec@

s o = 4 digital input channels
- (o T Ton Tou T T | e I
g Cotron oot . = The alarm can be triggered in three ways:
e ' e > For positive edge
e — e > For negative edge
> For positive and negative edge )
= The alarm can be triggered immediately or
after a waiting period of 1 ... 999 s/min/h
et = Save different message texts for each edge

4 digital inputs

g 0O [(JFree O [JeoNTAGH
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Web browser — Analog Input

) O U A 0 0 @D Scalable analog inputs (DC device only)

3. Inputs
[eiToalw on — = 2 analog input channels
: Configuration analog inpat ALL 0,
S S— /\&}’ = The alarm can send up to four messages per
- analog input

= = > Exceeding the upper tolerence
N » Falling below the upper tolerance )
;, e - » Exceeding the lower tolerance
\ e » Falling below the lower tolerance

e i — — = Input signal
e [ IE— = 0...20mAor4 ...20mA
= 0....60VDC

2 analog inputs

g 0O [(JFree O [JeoNTAGH
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Web browser — Relay Output

Relay Outputs

= 4 relay outputs

Open or close the relays via telephone call or SMS

------------------

290000 I‘l'
e l"l‘l
on o o ou| - +

= One command can also switch several relays at the same time
= For security reason, incoming e-mails are not supported )

= |f a relay has been closed, it can be opened again automatically
after a freely selectable waiting period (1 ... 999 s/min/h)

4 relay outputs = Send a confirmation SMS to the recipient after a relay is opened
or closed

g O e O [JeoNTAGH
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Web browser — Log book

© T

TC MOBILE I/O X200
380

Log file

Note: A maximum of 2
¥ a e

Type Timestamp ID Description

08.02.2017 101
12:39:06

105 Fower over device

Device bosted successfully.

Clear log file Export as CSV

< 0O

Log book

= |mportant information about the device is
recorded

= The device can send the contend of the log
book automatically via e-mail
» At overflow
» Atregular intervals, e.g. once a week
» After an incoming SMS

= The content of the log book are not saved in
the event of power failure

T O [JeoNTAGH
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TC Mobile I/O

v ‘
tte =&
X200-4G X200-4G AC X300 DC X300 AC
SMS, E-Mail, App SMS, E-Mail, App ODP client ODP client
Mobile radio Interface LTE 4G LTE 4G 2G 2G
Digital relay inputs 4 4 4 4
Digital relay outputs 4 4 4 4
Analog inputs
(0/4...20 mA) 2 - 2 -
(0...60V DC)
Temperature range -25°C .. +70°C -25°C .. +70°C -25°C .. +70°C -25°C .. +70°C
Supply voltage 10V DC...60VDC 93 VAC...250 VAC 10V DC...60VDC 93 VAC...250 VAC
Order number 1038567

1038568 2903807 2903808

€ O lrow= O BJeo A

ONTACT

INSPIRING INNOVATIONS




TC Router

Software
(OONG SRS OEP 1T Router Online Manags: neW
4G LTE Router TC Router Online i
4G LTE Router 4G LTE Router with WLAN Manager (TOM)

Central device and network
management for TC Router

de
=i

g 0O [(JFree 000 YRR OC
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TC Router — 3002T-4G

= Mobile high speed data

Integrated logbook : links up to 150 Mbit/s via
- = 4G LTE networks
. ; . 1 S ————
Configuration via ===l
web-based === = IPsec and OpenVPN 1
management or =0
microSD card [ | ?L@ = Up to three VPN tunnels
T | [ Twolocal Ethernet simultaneously
( —— connections )

= VPN remote start via call or

SMS
~—— 4G mobile router
i /Eg‘g’:)c" tg gg = Stateful inspection firewall
an . . .
(GPRS/EDGE) for dynamic filtering ;

g O e O [JeoNTAGH
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TC Router —3002T-4G

m Direct VPN
\WALAL
l | o l Internet
s Internet router
VPN server
FL mGuard
HMI ' ]
Service Technician Switch Controller VPN tunnel

OO LleoNAa @
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TC Router — 3002T-4G

Status LEDs

for instant diagnostic ““mh"

MIMO antennas
for best signal f-I
1

Micro SD Slot
to load configuration

Two local Ethernet
connections

reception

i SIM slot for rugged "“l" J'r '

industrial mini SIM card |

Switching inputs and outputs

Energy Saving Mode
Deactivation of the communication interfaces for max. energy saving

g O e O [JeoNTAGH
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SIM card

SIM slot for
Remove the SIM card holder, inside the SIM card rugged industrial
mini SIM card

€ O e @ JeoNTAC
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Switching inputs and outputs

Two configurable switching inputs for following functions:

= SMS can be sent, even to multiple recipients ==
= E-Mail can be sent, even to multiple recipients ===
= Controlling an Output at a remote station via SMS R

= Restart the router

= Start or stop a mobile data connection

= Switching the Ipsec or OpenVPN connection

= Automatically loading a configuration from a microSD card
= Activating energy-saving mode

+ o —

T i

One configurable switching output, activated by —
= Activation by the input at a remote station
= SMS
= Web-based management
= |ncoming call
= Connection abort
= Status of the mobile network connection, mobile data link and VPN connection

Switching inputs
and outputs

g O e O [JeoNTAGH
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Configuration via web-based management

OLESHE T OO &b

TC ROUTER A0N3T-4G Hardware information

The router is configured via
PHOENDX CONTACT G & . K5 web-based management

Addrass

.:, Internet pan ncontact .com . . .
s ™ T RuTeR s - Device information
i' Serial numbar 3020083229 - Status

Hardwars Ry B

- Local network
Cperating system Linus 2.6.39.4 .
S e - Wireless network

MESO9N-52 - Network security
o = - VPN

u ltfu'.:.la'e['.vull - I/O

¥ Wireless network _ System

¥ MNetwork security

* VPN

g 0O [(JFree O [JeoNTAGH
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Firewall

QLN GDOOE@e® T = The device includes a stateful inspection
firewall

M Protocol | From [P From port To IP Toport  Adtion Comment  Log
Delet= || |[TCP »| oDooD | [1 oo |t REce Y . A = The device supports a maximum of 32
e =T o rules for incoming data traffic and 32 rules
D] | | [(TCP v jamasn oo i (0w > No v for outgoing data traffic
Cancel Apply

* Device mformaton = SNMP firewall to restrict SNMP access

SEatus

¥  Local network

" Wik netwat = |P and port forwarding

i e = Exposed host (server setup)

ew = Masquerading

g 0O [(JFree O [JeoNTAGH
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VPN

Requirements for a VPN connection
= The IP addresses of the VPN partners are known and can be accessed
= The device supports up to three Ipsec connections and up to two OpenVPN connections.

In order to successfully establish an IPsec connection, the VPN partner must support IPsec with

the following configuration:
= Authentication via X.509 certificate or pre-shared secret key (PSK)
Diffie-Hellman group 2 or 5
3DES or AES encryption
MD5 or SHA-1 hash algorithms
Tunnel mode
Quick mode
Main mode
SA lifetime (one second to 24 hours)

The following functions are supported for OpenVPN connections:
OpenVPN client

TUN device

Authentication via X.509 certificate or pre shared secret key (PSK)

Static key

TCP and UDP transmission protocol

Keep Alive

g O (e O [JeoNTAGH
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Log file

AN

ég? ¥ o . : = The router log file can be used to diagnose

Cloax | (0w £ various events operating states

* Network security atomlab kernel

atomlabk kernel

d.000088] BICS-eB22: ODODDEADSFITFODG - QEOOIDIAIFTEEDE0
2.000009] FI0S-e820: OOGRGOORIFIAGAND - GROGIRIGR00PRD

Aug 27 1 atomlab kerngl: imklog 3.8.3, log source = fproc/kmsg started.
Aug atomlab riyslogd: [origln softweres="rsyslogd” swhersion="5.B.3" s-pid="085" x-in
Aug Temlab kernel: @, 890ama] Initializing cgroup subsys cpuset
Sug atomlab 0. o | g CEroup subsys opu
Aug atomlab 8. 000008 ] Cinux vérsion 3.8.8-1-686-pae (Debfan 3.8.8-1) (b
AuE atomlak k #.290900] Disabled fast string operations
&ug 2 atomlab 8.200000) BI0S-provided physical RaM map: . . . .
Aug atomlab 0.200000] PI0S-¢B20: GOMDAGIGODMNGNND - GPIGOBIMIDAATADE | u The Iog f||e IS a form Of CerUIatlng Storage
AUE atomlab kernel:c 0. 29000 ] i L= fapg - oo (
Aug atomlab kernsl: & dbgana ] DN =000 - OB 100088 . .
+ 5 AlLE aToRlab kernel . 500000 ] BE80R0C00100000 - DA0GDERAIFS34000 [ h th Id t t tt
BRex ot sug atomlab kernel 0.00000a] BIOS-eB20: DAODIOOOIFSIANNG - QO0EORNAIFSICERe ( W ere e o es en rles are OVerWrI en
+ Status Aug atomlab kernel: 0.00830] EIOS-eB20: GOODSGIEIFIICOBE - ODOBABRAIFSCOBBE | .
AUE atealab kernel 9.000009] BIOS-e0lf: ODODRGRRIFSCADDR - DBOGORREIFSAL0ND ( fl rSt (FIFO)
+  Local network &ug atomlab kernel: 0._Basana ] GEOBNERAIFSCIA0D - DREBILAAIFLED0E |
Aug atonlsb kerael: 2. 800000 ] T DRSHeRUCTOOROM - DOOEDGRNITEFIRED [
* Wireless natwork atomlab kernel: 0. 080300 ] c : DDERADINSTETO0M - ODIDARPRITETIRED (
atomlab kernel: B.o0ama] BIOS-=228; SOOONGRAlFSFI00E - DOOOORAIIFEsFORE |
(

+ yen

atomlap kernel: 0. odEneg | c SOCORGIDT 2000000 - BO0ODRR1M020R00
atomlab kernsl 0. 00Ran] isable) protection: sctive
* 1o atoalab kKernel: . p00ae ] 4 presant,
Er atoolab kernel: ©.003000] Last_pfn = 8x3T700 max_srch_pfn = Su1800029
System atomlat kernel: 7.600999] =85 PAT enabled) cpu @, ol0 Sw7Os0C0RTMES, new |

» atomlsb kernel:
Atomleb kerael:
atomlab Wernel:
atomlab kernel:
HTOELAD Kernel:
atomlab Mernel:
atomlab kernel:
atomlab Werae
atomlab kernel:
atomleb kernel:
atomlab Wernel:

0.000008] found SHP MP-table st [c0@fe200] felid

f.pa0aea] Lnle semsry _mssplng: GOGOOGA000CDIGAE-BIIDR0G03T
2.990900] RAMDISE| FSe0co8d - I76TeRDd

8.030003) ACPI: REDP OBFed20 DOA2A [wB2 ENTEL )

2.89006087 ACPI: X50T 3F6Fdlld 20854 INTEL DMSGLF Bd
8000088 ] ACFI: FACP EFc@ng D2aFa ENTEL DB45GLF &3
f.e08ama] ACPT: DsOT BLFEC ENTEL DBASGLF &
8.000009]. ACPI: FACS 3F 20348

D.podana)] ACFI: &PIC 3 023878 (vl INTEL D345GLF B
8000208 ACPI: WOOT 83348 (vBl INTEL DOSSGLF B8
9. 200000] ACPL: NCFE 3 28030 (vidl INTEL DE45SGLT B

Systam configuration

atomlab kernel: &.B88a08] ACPI: ASF! 99848 (w2 ENTEL DO4SGLF &

atomlab kernel: 2.00002a] ACPI: HPET 3 #0038 (vl INTEL DO4SGLF &
Aug 17 18:99:33 ateelak kerael: 2.090200] 125MB HIGHEM available. -
i 3

g 0O [(JFree 000 YRR OC
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TC Router 4102T7-4G EU WLAN

I g\ s @

| wer
S

WAN/LANT LAN2

new

v Internet access on moving machines or locations without
a wired internet connection, thanks to 4G-LTE mobile

communications

v" Wireless network access, thanks to an integrated WLAN

access point

v More reliability by using multiple mobile networks thanks
to dual SIM (micro-SIM and eSIM) and wired WAN access

v" Low energy consumption thanks to an efficient energy-

saving mode

v' Direct connection of legacy devices thanks to integrated

RS-232/RS-485 interface

( Q Product
overview

@ 0 [LlebNrAdt
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TC Router 4102T7-4G EU WLAN oo

17 Status LEDs for instant diagnostic

Micro-SIM and eSIM with up —ﬁlﬂmm L .1 I_B Micro SD Slot

to 10 different profiles |[= to load configuration
1N | Sem
5 . Adjustable LAN/WAN port

_ 4G LTE : B (Fallback or redundency)
( connections up to 150 mbps, 10 )
fallback to 3G and 2G - é
WLAN (WiFi 4) Access Point —— 7 8 Switching inputs and outputs
up to 150 mbps, 2,4 GHz or 5 GHz, ]“”."Uﬂ | |_'_'_'s':l~'.5."_‘%l”-_
Y YL L

IEEE 802.11a/b/g/n, MIMO

= VPN support (IPsec and OpenVPN) as client and server
= Extended operating temperature range -40°C ... 70°C

g O e o [JeoNTAcH




TC Router 4102T7-4G EU WLAN oo

gl = @

I |% = WLAN Client or Access Point, 2,4 GHz or 5 GHz, Bridged or routed
ﬁ = Energy saving mode

- == = PMIC controlled energy saving mode

] ki o = Calendar / timer or input

( G o = TOM (TC ROUTER Online Manager) support

€ - = Diagnostics, management and mass rollout
< : = SNMP MIB, VLAN, XML, L2TP, GRE, PPTP, MQTT Broker,...

g 0O [(JFree oy [JeoNTAcH




new

TC Router 4102T7-4G EU WLAN

Application example: LAN and WLAN Access Point
AR

W WwWWwW .
Access via
‘ | I w mobile device
s Internet
S hmess  Internet router

Direct VPN

—_—
NAT .
‘_

VPN server

FL mGuard

Koo
Service Technician Switch VPN tunnel
Controller

g 0O [(JFree 000 RSO




TC Router 4102T7-4G EU WLAN oo

Application example: LAN and WLAN Access Point
Direct VPN
AR

\VAVAYY)
| | l Internet 26
nterne
\u.‘;‘____ Internet router t&:\\
Lte
A /
( L

Access Point
FL mGuard

/
Station 1 ; “m ﬁ\ WLAN
VPN server E ii
L &R

. TC Router 4xxx

o I E “"'rz

= E

e
Service Technician Switch

VPN tunnel

Controller

g 0O [(JFree 000 RSO
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TC Router 4102T7-4G EU WLAN

Application example: WLAN Access Point
PN Station 1

ST WLAN k
| | I Internet 7 - 2
« ° . Internet router ) 7 - i
| I.te 7 -
‘o - .

-, H
7 GHz
@ a» 2 A GHZOT® Up to 10 WLAN Clients )
{s-m

11 -~ :

VPN server D ~ - _ . :
FL mGuard | WLAN - = o ‘Statlon 1:0

. Access Point :

TC Router 4xxx
WLAN

Client

Service Technician
VPN tunnel

g 0O [(JFree 000 RSO




TC Router 4102T7-4G EU WLAN

Application example: WAN or mobile Internet access Internet access:
AN Direct VPN WAN port or Mobile
WAYEL
network (LTE) as
N2 Fallback or Redundency
. Internet m——
‘s INternet router Internet router & - .
VPN server
i FL mGuard
| |
s
Service Technician Smbh : m VPN tunne!

Controller

g O (o= 000 (R0




TC Router

Function

Transmission speed
Switching inputs and
outputs

General

Order number

TC ROUTER
3002T-4G

Industrial 4G router
European version

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail
transmission

2702528

“ @

TC ROUTER
2002T-4G

Industrial 4G router
European version

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT
SMS and e-mail
transmission

2702530

<

TC ROUTER 3002T-

4G VZN

Industrial 4G router
USA

For communication in

Verizon Wireless
mobile network

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail
transmission

2702532

A

TC ROUTER 3002T-
4G ATT

Industrial 4G router
USA

For communication in
AT&T Wireless mobile
network

150 Mbit/s LTE
Downlink

2 digital Inputs,
1 digital output

Firewall, NAT,
IPsec, OpenVPN
SMS and e-mail
transmission

2702533

O

'

TC ANT MOBILE
WALL 5M

Multiband mobile
phone antenna with
mounting bracket for
outdoor installation,

5m antenna cable
(SMA)

2702273

mPH(ENIX
CONTACT
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new . hew

e n VL 4‘}@

TC Router

=iy | 4
TC ROUTER TC ROUTER TC ROUTER TC ANT MOBILE RAD-ISM-2400-
4002T-4G EU 4102T-4G EU WLAN 4202T-4G EU WLAN WALL M AN A
Function 4G-LTE Router with 2 4G-LTE Router with 2 4G-LTE Router with 2 Multiband cellular 2,4 GHz WLAN
Ethernet-ports, 4 DI & 2 Ethernet-ports, 4 DI & 2 DO Ethernet-ports, 2 DI, 1 DO, antenna with antenna with
DO and WLAN RS-232/485 and WLAN mounting bracket mounting
for bracket for
( ) i outdoor outdoor
Mobile radio 4G (Fallback 3G or 2G) 4G (Fallback 3G or 2G) 4G (Fallback 3G or 2G) installation, installation,
Interface / EU market WLAN Client & Access Point WLAN Client & Access Point
Interfaces EU market RS232/485, EU market

Transmission
speed

Switching inputs
and outputs

Order number

150 Mbit/s LTE
Downlink
50 Mbit/s Upload

4 digital Inputs,
2 digital output

1234352

150 Mbit/s LTE Downlink
50 Mbit/s Upload

4 digital Inputs,
2 digital output

1234353

€ 0O

150 Mbit/s LTE Downlink
50 Mbit/s Upload

2 digital Inputs,
1 digital output and RS-232
or RS-485

1234354

5m antenna cable
(SMA)

More solutions

1,5m antenna
cable (RSMA)

More solutions

available. available.
2702273 2701362
. mPHGNIX
CONTACT
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TOM (TC Router Online Manager) =

Central device and network management for S
TC Router i ==
i B oY)
= TOM enables automated regular maintenance cycles for all devices of Y 3 ? ‘ L
the TC Router family from Phoenix Contact. Ty ’ ‘ ===

= Security updates, current firmware versions and configuration changes

can be transmitted to all devices worldwide as a mass rollout in
. . . SDEFF e Ew TC Router Online Manager
( defined time windows. p—

= This web-based management platform also documents the device
status, i.e. the online connection of all TC Routers over several years.

= The TC Router Online Manager can be operated locally (on premise)
or in a cloud.

= Depending on the hardware performance, between 250 and 22500
routers can be managed.

€ O @ @D [LeoNTAd




new

TOM (TC Router Online Manager)

s[i

= Data center or Personal Computer
Li Tested on Amazon Web Services
= Linux

( = QOperating system: aWS7
Ubuntu 16.04 Server or 18.04 Server S—

= CPU: 2 cores with 2.5 GHz each
= RAM: 16 GB
= Disk space: 120 GB

= Must be accessible from the Internet

€ O OO @D oNAd @D




CLOUD CLIENT's

The CLOUD CLIENT... are industrial VPN
gateways, that connect your machines
securely via the Internet to the mGuard
Secure Cloud.

mGuard Secure

Internet Remote Service Internet

\ /
\ / !
\ / .
\ /

Wired or mobile
Internet connection

<

A

Product
overview

O 0 ReoRaa
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CLOUD CLIENT's

Cloud VPN communication

Only for "simple"

Remote maintenance

mGuard Secure

Internet Remote Service Internet

Direct integration into 2> | / |
existing networks |
i \ / )
( Y '
Wired or mobile
Internet connection

= Secure transparent communication channel over the

Internet with the mGuard Secure Cloud
= Turnkey VPN solution Secure transparent communication channel

= No IT know-how necessary between the field device and the service technician,
. o , . : over the Internet and the mGuard Secure Cloud
= Simple commissioning through configuration wizard

L O (Lo @ [JeoNTAGH
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Cloud Client h

Cloud — Configuration in 3 steps

1. Create configuration
file for devices

( 2. Import configuration
file into devices

£ LIS ]
. R <>
> )

~
~ . VPN Client
VPN " Software

3. Start the connection in the "Cloud” " am—
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Cloud Clients
4 variants

WLAN
Access
Machine 1 Point Machine 3
) WLAN Cllent )
Internet —
( CLOUD CLIENT Cigti’z?.%ﬂiw )
2002T-4G EU

Machine 2 Machine 4

-
)
'

. X f
VPN client =19
Software Service
~_ Technician CLOUD CLIENT

2102T-4G EU WLAN

CLOUD CLIENT
1101T-TX/TX —_—

< O i coEdDNMIOED
overview CONTACT
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Micro SD Slot
Products to load configuration from mSC

CLOUD CLIENT 1101-TX/TX LAN port

WAN port

Connector for power and
digital input and output

Internet Internet |

router router |

| RJ45 WAN

LAN

Service Technician
Machine

g O (o= 000 YRR OC
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Micro SD Slot
to load configuration from mSC

Products

CLOUD CLIENT 2002T-WLAN

WAN port

WLAN
antennas

LAN port

Internet

Connector for power and
digital input and output

—— e = = = —— _I_II Internet
Saamassl router
B

e
( Internet
router

|
I RJ45 WAN

WLAN
Access Point

Service Technician
Machine

g O (o= 000 YRR OC
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Products

CLOUD CLIENT 2002T-4G EU

Internet

Internet
router

Service Technician

VPN tunnel

- o e e e R e e e

Micro SD Slot
to load configuration from mSC

Micro SIM
card slot
WAN port

4G LTE

LAN port
MIMO antennas

Connector for power and

l | | digital input and output
Internet

s rOUtEr )

Machine

OO LleoNAa @
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overview




Micro SD Slot
to load configuration from mSC

Products

CLOUD CLIENT 2102T7-4G EU WLAN 4GLTE

_______________________________ MIMO antennas WAN port
WLAN LAN port

antennas -5

Internet I l I 3

B \nternet Connector for power and

i L rouer digital input and output
L= |
. >
I

WLAN
Access Point WLAN Client

=T Naee—
( 1 Internet
router

| RJ45 WAN

VPN client
~ Software

—

Service Technician _ ‘
VPN tunnel Machine

g O (o= 000 YRR OC
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Cloud Client
P’ new | V. new Y new Y new

L[] "n Iil “ll
CLOUD CLIENT CLOUD CLIENT CLOUD CLIENT CLOUD CLIENT
1101-TX/TX 2002T-4G EU 2002T-WLAN 2102T-4G EU WLAN
Transmission medium Ethernet WAN 4G LTE WiFi (WLAN) 4G LTE
Ethernet WAN Ethernet WAN WiFi (WLAN)
( Ethernet WAN )

Description VPN-Router for mGuard VPN-Router for mGuard VPN-Router for mGuard VPN-Router for mGuard

Secure Cloud via WAN Secure Cloud via 4G or WAN  Secure Cloud via WLAN or Secure Cloud via 4G,

(successor of CC 1002-TX/TX) WAN WLAN or WAN
Configuration Device configuration in mGuard Secure Cloud, simplified Web-Interface
Firewall Easy to use firewall w/ predfined rules
VPN Tunnel 1 IPsec VPN tunnel to the mGuard Secure Cloud
Order number 1221706 1234355 1234360 1234357

< O @ 0 [LlebNrAdt
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Cloud Client

Transmission medium
( Description

Configuration

Firewall

VPN Tunnel

Order number

TC CLOUD CLIENT TC CLOUD CLIENT
1002-4G VZW 1002-4G ATT
4G LTE Verizon, US 4G LTE AT&T, US

Industrial VPN gateway for Industrial VPN gateway for

mGuard Secure Cloud, mGuard Secure Cloud, cloud
cloud communication via 4G communication via 4G LTE,
LTE, Verizon (US) AT&T (US)

Device configuration in mGuard secure cloud,
simplified Web-Interface

No No

1 VPN tunnel to the mGuard Secure cloud

2702887 2702888

€ 0O
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TC mGuard

TC MGUARD RS4000 3G TC MGUARD RS2000 3G TC MGUARD RS4000 4G TC MGUARD RS2000 4G
VPN VPN VPN VPN
VPN tunnel Up to 10 parallel 2 parallel Up to 10 parallel 2 parallel
optionally expandable (Up to 250 with additional (Up to 250 with additional
license) license)
Firewall Intelligent firewall 2-click firewall Intelligent firewall 2-click firewall
Integrated switch 4-Port managed 4-Port managed 4-Port managed 4-Port managed
Special features WAN, GPS reciever, 2 SIM  GPS reciever, 2 SIM card WAN, GPS reciever, 2 SIM GPS reciever, 2 SIM card
card slots, NAT/1:1 NAT slots, NAT/1:1 NAT card slots, NAT/1:1 NAT slots, NAT/1:1 NAT
Mobile interface 3G 3G 4G 4G
Order number 2903440 2903441 2903586 2903588

< O @ 0 [LlebNrAdt
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mGuard Secure Cloud

"

Z]

mGuard Secure

Internet Remote Service Internet
\ /
\ /
\ /
\ /
Wired or mobile
Internet connection

A

Link to
Website

Phoenix's mGuard Secure Cloud offers
operators and machine builders a highly
secure, web-based method for instant
remote services to any machine and
production plant within a client's

network. )

The mGuard Secure Cloud is a
professionally hosted, turnkey remote-
services ecosystem for both the
machine builder and the plant operator

@ 0 [LlebNrAdt
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Cloud Client h

Cloud — Configuration in 3 steps

1. Create configuration
file for devices

( 2. Import configuration
file into devices

£ LIS ]
. R <>
> )

~
~ . VPN Client
VPN " Software

3. Start the connection in the "Cloud” " am—

g 0O [(JFree 000 YRR OC
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How can a remote maintenance concept look like? -
mGuard / Cloud Client

Machine 1 Machine 3

=)
Lte Internet

( Cloud client VWLAN )

N et \ ) i ‘__ .. .
Machine 2 : : : E Machine 4
_—— B L o | CEEEESEESSEE- - - - -
i “H VPN client |
ol .:CI' ¢ | Sofh{V?ré \ Service Technician FL mGuard
ou ien - w

SO D T OWD
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Cloud Clients

Cloud Client options

Machine 1

<

Machine 2

LAN

]
o

=m
=75
——— &

Q

CLOUD CLIENT
2002T-4G EU

R — l'ﬂ

CLOUD CLIENT
1101T-TX/TX

VPN tunnel

Internet

WLAN
Access
Point

e
|
|
|
|
‘7' E |
VPN client
. Software  Service
: ~ Technician
_-——-"'

Q Product
overview

WLAN Client
(&
n

CLOUD CLIENT
2002T-WLAN

CLOUD CLIENT

2102T-4G EU WLAN

OO LleoNAa @
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mGuard Secure Cloud

CLOUD-BASED INSTANT REMOTE SERVICES FOR A SMART INDUSTRY ®

SIGNIN SIGN UP FOR FREE

mPH(ENIX
CONTACT
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mGuard Secure Cloud

( IS IT SIMPLE?

Implementing and operating an industry-
standard remote services solution can be
a complex task. Our cloud-based service
remedies this situation, with a turnkey
system for industrial remote services for
utility operators, machine builders and
plant technicians. Setup takes place in a
few easy steps with hard- and software
configuration provided.

1S 1T SECURE?

The mGuard VPN technology
uses the IPsec security protocol
with strong encryption. This
guarantees the confidentiality,
authenticity and integrity of all
information and data transmitted
between the service staff and the
machines.

( Q Link to
Website

IS IT RELIABLE? )

The mGuard Secure Cloud forms a powerful
and scalable VPN infrastructure in the cloud,
securely interconnecting service staff with
machines and plants via the Internet.
Operated in a state-of-the-art data center
with 24x7x365 monitoring, this ensures
maximum reliability and availability to support
your machines, facilities and customers.

@ 0 [LlebNrAdt
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Austria | Osterreich
Belgium | Belgi€ | Belgique |
Belgien

Bulgaria | Bunrapus
Croaiia | Hrvatska
Cyprus | Kimpog | Kibris
Czech Republic | Cesko
Denmark | Danmark
Deutschland | Germany
Estonia | Eesti

Finland | Suomi

France

Greece | EAMada, EAAGG
Hungary | Magyarorszag
Ireland | Eire

mGuard Secure Clou

EMEA (EU)

Italia | Htaly
Latvia | Latvija

Lithuania | Lietuva
Luxembourg | Leizebuerg |
Luxemburg

Malta

Netherlands | Nederland
Poland | Polska

Portugal

Romania | Romania
Slovakia | Slovensko
Slovenia | Slovenija
Spain | Espaiia

Sweden | Sverige

United Kingdom

WHERE IS THIS AVAILABLE?

Companies from the following countries can use the mGuard Secure Cloud:

EMEA (NON-EU)

Albania
Andorra
Armenia
Azerbaijan
Belarus
Bosnia and Herzegovina
Georgia
Iceland
Kosovo
Liechtenstein
Moldova
Monaco

Montenegro

North Macedonia
Norway | Norge

San Maring

Serbia

South Africa
Switzerland | Schweiz | Suisse
Turkey

Ukraine

United Arab Emirates
Vatican City

Link to
Website

March 2021

AMER

NORTH AMERICA Belize
Canada Costa Rica
United States El Salvador
Mexico Guatemala

Honduras
CARIBBEAN Nicaragua
Antigua and Barbuda Panama
Bahamas
Cuba SOUTH AMERICA
Dominica Argentina
Dominican Rep. Brazil
Grenada Bolivia
Haiti Chile
Jamaica Colombia
Saint Kitts and Nevis Ecuador

Saint Lucia
Saint Vincent and the Grenadines
Trinidad and Tobago

CENTRAL AMERICA

Falkland Islands
French Guiana
Guyana
Paraguay

Peru

Suriname
Uruguay

mPH(ENIX
CONTACT
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mGuard Secure Cloud

March 2021
Requirements

Service Workstations Service Targets (Machines)
For senvice workstations. the mGuard Secure Cloud is also available for use with cerfified VPN software clients: the mGuard Secure VPN Client and the For the secure connection of machines to the mGuard Secure Cloud any mGuard VPN devi can be used. The mGuard portfolio
Shrew Soft VPN Client. The mGuard Secure VPN Client is a major component of the mGuard Ecosystem and ideal for road warmiors. service staff and allowrs: flexibifity in scenarios while ining high prolection. The range varies from industrial-hardened versions with wired and
teleworker in mobile and stafionary use cases. But afso any mGuard VPN devices can be used: from USB-powsered porfable mGuards. devices for the wireless interfaces as well as hazardous locafion approvals, mGuards for 19" racks fogether with PCl-compiliant and virtualized versions.

deskiop together with PCl-compliant versions.

VPN CLIENTS VPN CLIENTS
> Apple i0S/iPadOS VPN-Client
> Apple macOS VPN-Client
> NCP Secure Android VPN Client Premium

> FL

< ke OO LleoNAa @
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mGuard Secure Cloud

AVAILABLE EDITIONS

EVAL

30 days free testing

BASIC

Free semvice

PREMIUM

Fee-based service

SPECIFICATION PREMIUM EDITION

Number of users:
Number of machines:

Number of service workstations:

. Supported machine networiks:

Number of concurrent senvice

connections:

Transfer volume per service connection:

* Transfer wolume in fotal:

Guaranteed bandwidth:
Guaranteed availability:
Service VPN clients:
Mobile service VPN clients:

Machine VPN clienis:

Hodline:
Extendable

FEATURES

Permission model:

Reporfing:

Report filkering:

Report export:

Two-factor authentication:
Configuration Blueprints:

! User groups:

Configurable timeouts:

Unfimited
Unlimited
Unfimited
Unfimited

4 GB Imonth

2 GB imonth

Yes {1 Mbit's)

Yes (B2% p.a)

mGuards, IPsec Software
Apple iPad, iPhone, Android
mGuards, TC Cloud Chents,
PLCnext

Telephone, e-mail

Yes

Enhanced
{location/machine)

Yes

Yes

Yes {CSV, XLS, PDF)
fes

Yes

es (semvice allecation)

Yes (account, user)




Smart Camera Box - All-in-One device

The Smart Camera

Box -
: £
More than just an 7
outdoor PoE switch -
It connects PoE devices to Ethernet networks,
such as |IP cameras to a video server. |
-
The compact all-in-one device replaces modular _3
control cabinet solutions and ':
saves time during planning and installation. 3

g 0O [(JFree 000 YRR OC
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Smart Camera Box - All-in-One device

The Smart Camera Box
connects cameras
installed in the field with

the network on site to
transmit camera pictures
to the video center.

Video server

[

N

Connect up to
4 Power-over-

Ethernet (PoE)

; Uplink
devices

(Ethernet or
Fiber optic)

g 0O [(JFree 000 YRR OC
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Smart Camera Box

<

1 Sabotage alarm e N

Outdoor housing

IP65 —
IK10

Power Supply
100 VAC ... 240 VAC

Temperatur Management

-40°C ... +70°C |,

i Overvoltage protection _,_‘

on 230 V AC supply
Monitored
Interchangeable

b

Fent

Ethernet Switch :
10/100/1000 Mbit/s

Up to 4 cameras ports
Integrated fiber optic 1 2 uplink ports

splice cassette

Uplink to video center (Variants) 1
—_— e 2xfiber optic SFP

e i SR o8 2 x Standard Ethernet

I 1 x 2-wire Ethernet

Power over Ethernet
————— Up to 90W per Port (IEEE802.3bt)
Flexible power management

Management functionality 1
— Network management
PoE Management

RSTP, VLAN

'\ - ‘- g P —
L| J\:’"‘u‘ Reliable data communication

Flexible configuration Multicast Filtering

Web-based management
Configuration software (FL NETWORK MANAGER)

SNMP, CLI
Smart-Mode button
Product PHGN.X
( Q overview . mCONTACI'
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Video Surveillance applications

o O ORCEEEY

Camera connection boxes
°

Video server

m=

]

Product
overview

< 0O
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Video Surveillance applications

Reliable data
communication

‘ i RSTP, VLAN
: Multicast Filtering

Uplink
(Ethernet or
Fiber optic)

<

A

Product
overview

Up to 4 Power-

over-Ethernet

(PoE) devices
(max 90 W per Port)

Video center

I ‘x.:h ]
= >
—

OO LleoNAa @
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Video Surveillance applications

Power plants/distribution Process plants Airports

e i R Tunnel surveillance > . ~ Bridges
monltorg . 'y , 0 AR W r_.'. 8 e

( Q Product
overview

O 0 ReoRaa
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Smart Camera Box

Wall / pole mount

\ Power supply Splice cassette for fiber optic
IP67 housing

i >

RS

kbt .

<

All-in-One device

|

Surge protection unit el lole daer

IP67 cable entry

g 0O [(JFree 000 YRR OC
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Smart Camera Box — Mounting adapter

Lightweight,

- : robust casing
| IP65 - Outdoor housing
¥ IK10 - Vandalism proof
v }j-’"t?v-\ i
\_ ‘

7 Mounting adapter
Provides secure fit

I Hidden release mechanism,
can only be released with a tool

Wall mounting ——
Holes for direct mounting 4
on a wall — N -

L O (Lo Q0@ HENX
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Smart Camera Box — Cable entry

Direct connection of pre-assembled

patch cables

= Due to the slotted seal, the connectors
fit directly through the cable glands

Slotted sealing —I ’u

-
|

Pre-assembled
patch cable

g 0O [(JFree 000 YRR OC
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Smart Camera Box — Splice box

Integrated fiber optic
splice cassette
M| -
- ‘T.: Q °9 09 4o o0 :: L1 2 200 ’:.‘ :
Integrated fiber optic splice cassette iy = s
No additional splice box needed | n l .
| O a {
4 o ot sl bor ot - '
= Secure connection of all fiber optic cables ¥ ——
= Enhanced cable routing inside the box

€ O lrow= 000 [BRESEOC
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Smart Camera Box — Heat sink

2 J
Integrated heat sink | [
= Enables the reliable use in harsh

environments .

= Temperature Range -40° C ... +75° C

=

g O[S 000 YRR OC
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Smart Camera Box — Power over Ethernet

Powering cameras with up to 90W per port
(new IEEE802.3bt standard)

Automatic restart of malfunctioning
cameras

Prevent overload through power budget
information

2
O E

Alarm message when temperature or
power budget is exceeded

=
N —

( Q Product
overview

'@ 10 [LleoNTA
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Smart Camera Box — Ethernet Management

Reliable networks
= Redundancy for failsafe networks
= VLANs
= Multicast filtering
Power over Ethernet
( = Flexible power management on all ports
= Monitoring the power budget and powered devices

Flexible configuration options

= Web interface in responsive design
= FL NETWORK MANAGER support
= SNMP, CLI

= Unmanaged mode

g 0O [(JFree 000 YRR OC
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Smart Camera Box — Switch

Switch Ports

(PoE) Power-over-

Ethernet Ports 1 - 4 Uplink Ports 1+2

Local configuration port (Ethernet or SFP (fiber optic) slots)

L O (Lo DO @D L ENX
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Smart Camera Box — Switch Uplink connection
|

Video centre

SFP Module

s s 20 EEPSIIYI: dsl;I(ez 2702397

With a data transmission rate of 1000 - i i

MBit/s at a maximum transmission With a data transmission rate of 1000 MBit/s at a Fibre optic cable
length of 100 m. wavelength of 1310 nm and a maximum

transmission length of 2 km. Ethernet cable RJ45

Other SFP modules are available!

g 0O [(JFree 000 YRR OC
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Smart Camera Box — Surge protection

RRLE

fEhtet

Integrated overvoltage protection

( = Exchangeable, pluggable

= Alarm message via Web-based management or

Status display

SNMP in case of defective surge protection

Exchangeable surge
protection

Surge protection modules:

VAL-MS 230 ST, item no. 2798844
VAL-MS 350 VF ST, item no. 2856595

€ O lrow= OO REETNE O
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Smart Camera Box — Sabotage alarm

Integrated sensor

Integrated door opening sensor
= Detects open and closed doors

\r.‘ "“' s

( = Alarm message via Ethernet as soon as the
door gets opened

= No additional equipment needed

MW

g 0O [(JFree O [JeoNTAGH
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Smart Camera Box — Security — Mechanical security

Light weight but robust
enclosure

t IP65 — outdoor housing
| IK10 — vandal proof

" Metal door latch ol
( WY Enables a safe e ‘“\
B locking of the door ‘s
X
|'AEN

Je

Mounting adapter

Provides secure fit

Hidden release mechanism
Can only be released with a tool

g O e O [JeoNTAGH
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Smart Camera Box — Space for more

o

|8  sUY|

— 1O L

b g

-3}

Integrated DIN rail

Allows the use of additional equipment, e.g.
= Overvoltage protection for data cables

= Relay for switching external lights etc.

= 4G router

= WLAN access point 6 E
3 By 1

arbtet .

Product
overview

-
. -
- 4 -

P 'ﬁﬁ;';' M

,
#

e

24 V DC output

= Power supply of additional devices
= Switchable via WBM and SNMP

OO LleoNAa @
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Smart Camera Box

18 /g. R Fs /; /:g
‘ mt— ‘ mt— | Mt — | Mt
!‘— : Ii ‘!‘--:'::u ‘-IJ‘—«;::;-k
SCX 4POE 2LX SCX 2POE 2LX SCX 4POE 2T SCX 2POE 2T
( Fiber optic Fiber optic Ethernet copper Ethernet copper
PoE ports (RJ45 jack) 4 2 4 2
Uplink ports 2 2 2 2
(SFP ports) (SFP ports) (RJ45 jack) (RJ45 jack)
General PoE standard IEEE 802.3bt, at, af;
10/100/1000 Mbps

Supply voltage 100...240 VAC, (Power supply, managed switch, surge protection, splice tray)
Wall or mast mounting

Order number 1102626 1108543 1108542 1108544

< O @ 0 [LlebNrAdt
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PROFIBUS

Functional saftey

R

. L
) || -
Master / PLC / -

PROFIBUS connects controllers or control >ﬁf0m"ne
PROcess Field BUS

I/O Axioline

systems with a number of field devices

/0 device ' '
(sensors and actuators) via a single cable. | >vaionne )

Source: @\us com H
W8/0 devices
“m“' 1P65/67

PROFIBUS » PROFINET

PROFIN
PROFIBUS DP

du[nmal
PROFIBUS PA PROFIBUS PA -

< A OO0 RIS

INSPIRING INNOVATIONS




PROFIBUS

PROFIBUS DP and PROFIBUS PA
= PROFIBUS DP (Decentralized Periphery) is mainly used for high speed input/output
devices and to link intelligent devices such as drives. It can use different physical layers

such as RS-485, wireless or fiber optics.

( = PROFIBUS PA (Process Automation) refers to the following features: )
= Bus powered by using the Manchester encorded Bus Powered (MBP) physical layer
according to IEC 61158-2
= Intrinsically safe design
= Configuration over the bus
= Device profile

< O @ 0 [LlebNrAdt
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PROFIBUS

PROFIBUS DP (Decentralized Periphery)

A single open communication protocol for all applications

« "Master-Slave" procedure - el - [l
( The master controls one or more slaves ' \\\ ”
« “Token Passing" procedure - o e |DEEsREN
The token is passed on via the network . .
Slave 1 | Slave 2 Slave3 | - Slave 3 [

Cyclic Access Acyclic Access
( Master 1) (Master 2)

< O @ 0 [LlebNrAdt
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PROFIBUS — Network specification

= Max 32 devices in one segment
Address oriented protocol

, a0 T = Maximum 128 bus addresses
= (0.....127)

). = Maximum 125 network participants
(master and slave) Rest for
diagnostics, programming,
broadcast, reserve

3 e
.
s

Control room ﬁ

"l

—1 Controller 2

Segment 1 l l Segment 2

Repeater Repeater

+30

Device 32 Device 1

Slave Slave

€ @ 00U DT O
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PROFIBUS example topology #5557

P Bus system cable
iy

£ and
Connectors
Fiber optic
Functional saftey
@ PROFIBUS DP
- K PROFIBUS DP — )
Fiber optic
converter
Motor manager
! SHDSL PROFIBUS PA
; gateway
! Up to 20 km s —, Modular field
PROFIBUS PA b device coupler
) Surge |
1/O device protection Extender !
yml)
- PROFIBUS DP

VO devices Wireless system
IP65/67 4

Multi channel Multi channel
Field device coupler Field device coupler

€ O OO @D [Leokaa @




PROFIBUS

Aktive Bus-
Terminierung

Passive Bus-
Terminierung

o0@ (X

PHCENIX
CONTACT




PROFIBUS

PROFIBUS benefit for. ...

Englneerlng Staff

Less wiring, less hardware
Faster engineering

Huge vendor choice
Easier commisioning
Simpler documentation

Plant Managers

Lower costs

Faster and more flexible production
Better production quality

Safer plants

Increased ROI

Operatlon Staff

Transparency down to the sensor
Better maintenance conditions
Improves Asset Management
Shorter plant downtime

More flexible production

Plants

Advanced technology
Easy migration

Easier revamps

Less expensive upgrades
Longer Plant Lifetime

@ 0 [LlebNrAdt
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Data connectors for copper and fiber-optic cabling

5T @u®

Q-0DC-12

ooc

M2

Solution for copper cabling

Transmission rates up to 10 Gbps
Protection class IP20 and IP69k

Spring, pierce and IDC insulation
displacement connection

360 shielding concept

For all common networks and
fieldbusses

Solution for fiber-optic cabling

Transmission rates up to 40 Gbps
Protection class IP20 and IP65/67 and IP68
For POF,PCF and GOF

For all common fiber-optic interfaces

@ D [LeoNaa




SEAMLESS COMMUNICATION FROM THE SENSOR TO THE CLOUD
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SEAMLESS COMMUNICATION FROM THE SENSOR TO THE CLOUD
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Application references

l l\ i Solar power
/L/U} /‘i 1 Wind energy J/l\ t plant

P2

Water- " » 1
Wastewater A

Process -
Automation 1 Traffic/ Tunnel

......

O OO« LleoNaa @ T




Infrastructure applications & Ciick on image!

Radioline

Leakage maonitoring of pipeline networks Leakage monitoring , Albstadtwerke” Bridge control Canal light control k
: *_.r“ T e
- Az _— 3
5 i .
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=) I i '
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Media Converter PSI-MOS Profibus

Infrastructure - Media converter u Infrastructure u Infrastructure - RS-485 fiber optic converter l:b
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Infrastructure — Media converter

Charging Station Application

While the passengers enter the electrically
driven bus, the bus is charged.

Every 3 to 4 bus stations the bus is flash-
charged for 15 seconds.

Requirement

= Commnication between the control cabinet
and the charging station via Ethernet

= Increasing extension of the Ethernet network

= Use of existing multimode glass fiber optic
cable

LWL j a@ Controller
up to 9.6 km

Solution

Each charging station is equipped with an
Ethernet controller. The controller is connected

to a central station via fiber optic cables.
FL MC 2000T ST 2891316
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Infrastructure

Application
; Four huge flood barriers controlled by Profibus to protect the
¥ Venice and the Venetian Lagoon.

Requirement

= reliable transmission of data

= Long distance between flood barriers and control room
= Adversely conditions

Solution

= Communication via fiber optic cable from the barrier to the
control room

= easy combination of copper and fiber within our modular
Profibus-Hub

Reasons to decide for our product

= Short circuit detection of the repeater

= Seamless combination of copper and fiber within our modular
Profibus-Hub

Company
ABB helped to develop a storm tide protection in venice.
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PSI-REP-PROFIBUS/12MB 2708863
PSI-MOS-PROFIB/FO 850 E 2708274
SUBCON-PLUS-PROFIB/90/SC 2313698




Infrastructure - RS-485 fiber optic converter

Main cabinet

PROFIBUS

Trolley

f E PROFIBUS

Cabine

]
I8 PROFIBUS

PSI-MOS-PROFIB/FO 850 E 2708274

Application
Communication between the control room, PLC’s and drive control
in heavy-duty cranes up to 2000 t.

Requirement

= Safe communication

= Galvanic isolation due to different ground potentials between the
segments

Solution

All distant segments are connected via fiber optic

= Each segment with galvanic isolation

= Communication cannot be disturbed by interference

Reasons to decide for our product
= Surge protection

Company

Konecranes is a world-leading group of Lifting Businesses™,
serving a broad range of customers, including manufacturing and
process industries, shipyards, ports and terminals.
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Traffic / Tunnel applications @ Ciicic on image!

Radioline Media Converter
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Tunnel — Media converter

Solution Application
2 new highway tunnels named Grouft

(2950 m) and Stafelter (1850 m) for
the highway 7
= Status monitoring of the entire

: : infrastructure
o = About 40.000 I/O’s per tunnel
Fiber optic cable supply shaft W Requirement
= Plug-and-play

= |nterference-free communication
over long distances
= Redundant PROFINET ring

Reasons to decide for our
products

= Control and I/O’s from one supplier
= Reliability of the products

= Pricing
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FLMC EF 1300 MM SC 2902853
FLMC EF 1300 SM SC 2902856




Wind applications & Ciick on image!

Radioline Media Converter / SHDSL Media Converter / PSI MOS

Wind power energy

Wind energy plant Generation plants certification - MOE

Wind power energy
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Wind power energy

Application
e Ethernet communication to rotating parts via slip
' ring, for pitch adjustment in wind mills
s Redundant PROFINET communication with

A.'
’ e ] Phoenix Contact switches
= 100MBit I — | 100MBit | g
ETH + ETH
5 ] 1

Problem

Diagnostc = Due to the high data rate, standard Ethernet
- B communication over copper slip rings is often

susceptible to electromagnetic interference

100MBit il
ETH 1F0 | |

] o
.

Solution

= Communication via optical rotary joint

= Redundancy communication with SHDSL
Ethernet modem via copper slip ring

WDM (Wavelength Division Multiplex)

FL MC EF WDM-SET 2902660 technology is necessary, because the optical

PSI-MODEM-SHDSL/ETH 2313643 rotary joint is working with only one fiber.
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Wind power energy

CAN W
Measuring mast —
FL MC 2000T SC 2891315

PSI-MOS-DNET CAN/FO 850/BM 2708083

Application

= Measuring performance and load when new
types of plants are launched

= Measuring meteorological data

* Communication via CAN and EtherCAT

Problem

= EtherCAT real-time communication for high-
frequency measurements

= Communication via fiber-optic cables over
distances of more than 100 m

Solution
= FL MC 2000T SC with short latency for time-
critical applications (EtherCAT):
» 800 ns in pass-through mode
= PSI-MOS-DNET CAN/FO 850/BM for CAN
communication over long distances and high
EMI interferences
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Process applications

Radioline

Pipeline monitoring Tank farms

Comserver PSI-MOS Profibus

Process - COMSERVER Process - PROFIBUS fiber optic converters
Apicaven
: e o s e e
]
< Corvaln o gm1 o Efrnt
Encng g detanesto e cat server
o [ i g s ol st s

Oil refinery Petronor
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Process - COMSERVER

Application
= Communication with several compressors in the field via
Modbus/RTU

Requirement
= Conversion of serial data into Ethernet
= Bridging long distances to the data server

v

Reasons to decide for our product
= Complete device portfolio for this sector
= Better relationship with end customer

Modbus/RTU

Compressor Company description
= The Dow Company is driving innovations that extract value from
material, polymer, chemical and biological science. Dow lberica
FL COMSERVER UNI 232/422/485 2313452 produce and supply a wide range of chemicals from drinking
FL MC EF 1300 MM ST 2902854 water, food and medicines to paints, packaging materials,
personal hygiene and health products.
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Process - PROFIBUS fiber optic converters

Application
A steel plant is fully controlled via a complex and extended
PROFIBUS network.

Problem
= Bus errors in the PROFIBUS network due to short circuits

Solution

= Segmentation of the PROFIBUS network using repeaters and
fiber optic converters

= Short-circuit protection and galvanic isolation of each segment

Reasons to decide for our product

= Technical features

= Lower price
PEIRIQEAFREIAI R Bl = IOz = Fiber optic signal monitoring for better diagnostics
PSIMOS-PROFIBIFO 850 T 2708261 = Connection via DIN rail connector for less wiring effort
PSI-REP-PROFIBUS/12MB 2708863 q .

= Good relationship
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Factory automation applications & cicicon image:

Wireless MUX Radioline
Foundry MPG Mendener Prazisionsrohr Energy management Glass production
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Factory automation

FL COMSERVER BASIC 232/422/485

RS 232/422/485

2313478

Application
= Serial screens are connected to a computer to show speed,
quality and other parameters of a factory line.

Requirement
= Conversion of Ethernet into serial data
= Different serial interfaces (RS 232/422/485

Reasons to decide for our product
= Costumer uses the Comserver for many systems worldwide

Company description

= For more than 50 years, BHS Corrugated has been working with
the construction of corrugators and the manufacture of
corrugating rolls. Thanks to years of experience BHS Corrugated
is the world's largest provider of solutions for the Corrugated
Industry.
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Ship building applications

Comserver Patch Panel

Ship building Ship building
g ¥ Precomgured tabrels 0 shes

‘-Click on image!
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Ship building

FL COMSERVER UNI 232/422/485

TCP/IP

RS 232/422/485

2313452

Application

= In a vessel, different sensors capture important data such as gas
flow, performance or pressure for analysis

Requirement

= Serial data (RS-based) should be converted into Ethernet

Reasons to decide for our product

= Familiar with the Comserver product family

Company description

= ABB is a pioneering technology leader that is writing the future of
industrial digitalization. In this case ABB deliver solutions for
marine e.g. vessels and terminals.
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Ship building

Application

Preconfigured cabinets for ships

All Ethernet field devices are connected to the cabinet via patch
panels.

Requirement

= Fast and easy connection of Ethernet field cables

= Structured field cable connection without the need to assemble
RJ45 connectors

Solution

Ethernet patch panel are especially designed for the industrial use
in cabinets.

The patch panels are pre-installed by the cabinet builder. On site,
the field cable can be easily connected to the cabinet.

Reasons to decide for our product
= Structured cabinet cabling

= Easy connection of the field cable without the need to assemble
RJ45 connectors
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FL-PP-RJ45-SC 2901643




